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Executive Summary
Since its inception in 2002, the Government’s National Programme for IT (NPfIT) has
remained the largest civilian IT project in the world. Not only is it unrivalled in scale, the
complexities of healthcare data and information mean that the use of IT poses an
infinitely greater challenge in the NHS than in other sectors where information is more
objective and absolute. Nevertheless, there is universal consensus that, if this challenge is
met, the use of information systems in the NHS will bring about significant
improvements to the delivery of patient care. Patients can also benefit from the enhanced
communication channels that IT can forge between health and social care.
The National Programme for IT should not, therefore, be abandoned, as some are
suggesting it should be. Rather, it must be adapted and recast to better meet the needs of
patients. The Review Group has reached a number of conclusions as to how the National
Programme for IT or a successor programme can best address the challenges posed by the
NHS and deliver long-term improvements to patient care.
Part 1: Immediate Action
8 action points to bring about localisation in NHS IT:

1. The patient must be at the centre of all information systems; the provision of
patient-level operational data should form the foundation of NHS IT.

In order for patients to reap the benefits of information technology in relation to their
healthcare, there must be a change in the way information technology is supported: the
Executive must not regard health informatics as a tool to extract data from the National
Health Service but as a way of organising health and social care information around the
needs of the patient. Systems must be able to deliver clear benefits to the care of the
patient and the work of the clinician in delivering this care. They must not be seen by
clinical staff as solely systems for data collection. The dataset mentality - where the bulk
of data collected bears not relevance to patient care - should be abandoned. Clinical
systems should be built to focus on the patient, not the disease, procedure, specialty or
service providing care. These requirements should be met by developing appropriate
views on the patient-focused record according to the context in which the patient is seen.
To this end, the provision of patient-level data must be the main driving force for
information systems in healthcare, reflecting the recent shift in strategic thinking towards
organising the health service around patient outcomes. Other uses of data that are not of
direct relevance to the patient should be considered as of second tier importance.
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2. Subject to any applicable constraints, halt and renegotiate the Local Service
Provider contracts to save further inefficiencies with regard to cost and delivery.

Many of our witnesses suggested that the presence of Local Service Providers in the
National Programme for IT was a key factor inhibiting delivery. There needs to be a
wider choice of supplier to enable Trusts to select cost effective systems that cater for
local needs. A number believed that a closer liaison between the application providers,
who understand the dynamics of health informatics, and the Trusts, who are familiar with
their own local requirements, would be an improvement.
3. Re-define the systems required for a national infrastructure, ensuring that all
functions that are amenable to localisation are decentralised; consider alternative
solutions to one monolithic central spine of data. Health data will then be stored
closer to the point of patient care.

The concept of a national database of health records has caused extreme anxiety in many
individuals and organisations. Irrespective of how well-founded or unfounded those fears
are, a central database is not required in a localised vision of NHS IT. Strategy should
move towards localised electronic medical records databases at hospital and general
practice level with the ability to transfer data between them when necessary. Only the
services which unequivocally require a central architecture should be provided centrally.
Localised electronic records will enable the patient to take a more active role in their
health data within the trusted environment of the patient-doctor relationship.
4. Provide for standard setting and catalogue procurement centrally so that the patient
can experience a joined-up approach to their care through information systems that
are interoperable. The catalogue should encourage smaller providers to innovate and
compete to create local solutions that better meet the needs of patients and the
clinicians providing their care.

Local Trusts have shown that they require choice and will demand it. To provide Trusts
with both choice and interoperability, national standards for functionality and data are
required, along with a national accreditation scheme for information systems. Standards
must be set centrally to ensure that local systems can communicate with one another.
Systems which succeed in gaining accreditation can enter a catalogue in which the prices
of solutions have been agreed centrally. Trusts can then select a system in the knowledge
that it is compatible with the NHS as a whole and yet choose a solution that meets local
needs. National funds for purchase should only be available for suppliers who meet these
standards. The accreditation process should ensure that systems have sufficient longevity
and flexibility to integrate with future technologies and that a variety of systems to suit a
range of local needs qualify for inclusion in the catalogue. The accreditation process
should implement the highest professional and technical standards of system testing.
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5. Devolve all else to local Trusts, including choice of system. Allow local Trusts to
purchase the system that they judge to be most appropriate for their patients and staff
from the central catalogue.

Each component of the NHS is slightly different from the rest. The geography, the type
of population served, the kind of services delivered and historical factors all mean that
local NHS Trusts must be funded to make the purchasing decisions which will best suit
their particular needs. It seems entirely inappropriate, for example, that under the current
Programme, a system which works well in a large London teaching hospital with its
academic, research and tertiary services is forced into a small rural local district hospital
with no regard for the differences in services and patient care.
6. Enable local health communities to join together and use integrators to manage the
move from existing legacy systems to new systems. Integrators can help update, rather
than abandon, successful legacy systems so that they are interoperable and conform to
the national IT strategy.

If the procurement process is opened up to suppliers outside of the Local Service
Provider contracts, there will be NHS Trusts who do not believe they have the skills to
make decisions on the implementation of information systems or to control the migration
of the Trust from legacy systems to new solutions – a role that was previously in the
remit of the Local Service Providers. Local health communities who decide they do not
have the skills required to manage the implementation process themselves - who share
common needs rather than just their geographical location - could outsource the
implementation of systems. Trusts who wish to pursue their own implementation
strategies must be free to do so; the use of an “integrator” should not be mandated from
above but an option for Trusts to consider at a local level.
7. Assess the cost effectiveness of the current National Programme for IT according to
the benefits that can be derived for patients.

The opportunity cost of the National Programme has long reached the point where it is
disproportionate to the intended benefits of the NPfIT in the NHS. The centralised
procurement and implementation structures of the Programme have created diseconomies
of scale. These inefficiencies require a rigorous and robust reassessment on the part of
the Government. A more practical assessment of the costs should be a priority for the
Executive: a re-evaluation of the Programme’s cost effectiveness should be driven by the
benefits derived for patient care. The Review Group is not in a position to assess the cost
of the programme due to not having had sight of the contracts: these contracts have been
withheld from the public and parliamentary domain due to commercial confidentiality
clauses.
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What is certain is that our recommendation to scale back and localise the centralised
procurement arrangements of the National Programme through a catalogue of suppliers
does point towards a more cost effective approach to NHS IT. There is scope in this
proposal for cost savings in the competition generated between suppliers and the
reduction in the size and scope of a central management and support body (currently in
the form of Connecting for Health).
8. The NHS must take a long-term strategic view of IT. The delivery of information
systems should not be driven by political or bureaucratic timescales but by strategies
that are focused on the care of the patient.

The undoubted ability of health informatics and information systems to support health
and social care will not be seen immediately. It takes time to test, develop and implement
systems and it is vital that these systems are piloted extensively before deployment is
given the go-ahead. Whilst piloting takes time, it takes even longer for staff to become
accustomed to using systems as part of their daily work and, after thorough training,
begin to exploit the opportunity to develop more robust working practices. Direct
improvements to the NHS, such as improved patient care and cost effectiveness, are
milestones that exist even further down the line. However, technology is changing and
the NHS will lose out if it is permanently wedded to current technology and does not
accept new technologies that have a positive and proven impact on patient care.

Part 2: Supporting a patient-centred vision of IT

7 action points to support the transition to a localised but coordinated IT strategy:
1. Ensure all Picture Archiving and Communication System implementations are
complete and successful.

Patient Archiving and Communication Systems were being implemented successfully
before the beginning of the National Programme for IT. They significantly enhance
clinical access to a patient’s Scan and Xray images along the care pathway and are vital
to patient care.
2. Encourage the development and deployment of electronic prescribing systems in
acute trusts. These systems should be designed to improve clinical practice for the
benefit of the patient rather than simply improving hospital administration.

Waiting for the utopia of a Detailed Care Record has prevented the NHS from developing
other IT services in the acute sector that can benefit patient care. Electronic prescribing
has the potential to improve both patient safety and drive down costs. The current
11

Programme’s initiative, The Electronic Prescription Service project (EPS), is an
administrative programme that focuses on primary care. It enables GPs to transmit
prescriptions electronically. The legacy systems in primary care already alert GPs to
prescribing errors and adverse reactions between drugs. A similar system of alerts would
significantly enhance clinical practice in the acute sector. Concentrating resources on
improving the administrative functions of prescribing, rather than exploiting the clinical
benefits of e-prescribing for patients in secondary care, is not an effective use of the NHS
IT budget.
3. Allow existing departmental systems that meet the required standards for
interoperability and data sharing to remain in operation.

Locally developed systems that can be adapted to achieve interoperability with the rest of
the NHS should not be subjected to a ‘rip and replace’ strategy. Where there are good
systems in place that fulfil local needs, every effort should be made to integrate these
systems into the National Programme for IT so as to avoid unnecessary disruption to
patient care and unnecessary expenditure on new systems.
4. Support the professional bodies in the development of clinical record standards
and incorporate these standards into mainstream professional education.

Information systems can either help or hinder the care of individual patients, depending
on how they are deployed. The Review Group recommend that the Executive support the
caring professions in recognising the importance of engaging with IT so that they can
master its impact on the care of patients for the better. The initial steps already taken in
providing best practice guidelines and defining professional record standards must be
extended so that the formation of and adherence to information standards is perceived by
the Royal Colleges to be as vital to the work of a clinician as standards on ethics and
safety.

5. Develop an educational programme to inform Trust boards on how to manage IT
implementations. Promote the implementation of IT as a mainstream activity for local
Trust management.

One of the stumbling blocks to clinical engagement has been the lack of interest and
expertise at local Trust board level. While targets have taken precedence, IT has been
overlooked as a strategic driver for improving patient care. Consequently, the
development of IT has been left to staff lower down the management scale who do not
have the power to champion it effectively. There have been beacons of success but these
are isolated examples. Trust boards should be trained to recognise the relevance of IT in
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improving patient care and to actively supervise the choice and implementation of
information systems.
6. Create a programme to develop professionalism and capacity in local health
informatics staff.

The effective use of IT in health and social care depends upon having the appropriate
staff to manage and develop the use of information systems at local level. Health
informatics staff are required to manage the implementation and maintenance of systems,
to understand and govern the patient records and data within clinical systems and to show
others the meaning of such information. Presently, there are not enough of these
professionals to ensure effective local management of information systems. This
profession must be developed; staff should be encouraged to develop the skills required
to meet professional standards in health informatics; an adequate career structure should
be created so that they can stay in the profession in the long-term. It is suggested that the
establishment of a career pathway for the field of health informatics and the recruitment
of high quality staff become part of the skills agenda. In order to create a robust health
informatics workforce across the country, the Department of Health should develop
integrated policies in conjunction with the Department of Universities, Innovation and
Skills.
7. Ensure a dialogue between the Department of Children Schools and Families, the
Department of Health and Connecting for Health/the NHS, putting in place the
appropriate information governance arrangements.

Policy and organisational differences at the highest level hinder developments in
information sharing between health and social care. Improved coordination is required at
all levels to achieve good data management and sharing. Currently, Social Care is divided
across two departments: the Department of Health oversees adult social care and the
Department of Children, Schools and Families is responsible for children’s social care.
The two departments adopt different approaches to the sector. Efforts must therefore be
made to communicate plans and strategies to one another, and, where possible, work
together to develop compatible information strategies to aid communication between
health care, adult social care and children’s social care.
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Summary of Recommendations
STRATEGY
•

A future NHS IT strategy must use IT to support the provision and improvement
of quality care. Information systems and the possibilities of remote care should
never usurp direct contact between clinician and patient; instead they should seek
to enhance this relationship. An NHS IT strategy should do the following:

•

Encourage the NHS and its professional bodies to demonstrate the same
commitment to professionally agreed standards as prescribing or ethics.

•

Highlight the importance of IT in delivering patient care to both undergraduate
clinicians during training and qualified clinicians during their working life. IT can
has just as valuable a role to play in improving healthcare as any other medical
advance.

•

Inform local NHS management about the improvements in patient care that IT
support can help bring about if information technology is treated as a tool rather
than an end in itself.

•

The Review’s evidence suggests that the NHS must fully comprehend the issues of
data quality in order to collect information that will support the improved care of
patients.

•

A standard terminology or coding system should be used to ensure effective data
management.

•

Part of the answer to supporting patient-centric care through IT is to keep
databases as small and localized as possible.
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THE CAPTURE AND USE OF CLINICAL DATA
•

Health data should comprise of the clinical information captured as part of the care
process. Clinicians should be able to capture this data and yet accomplish their
professional duties without hindrance or diversion. Information captured under
these circumstances will be of a higher quality if it is directly relevant to the care
of the patient and the work of the clinician.

•

Clinical records that are truly patient-focused will make clinical information
available along patient care pathways and over time. The record will not place the
activities of each department at its centre but capture the relevance of those
activities to the patient. Such a record would prevent the formation of silos of data.

•

Data used for management purposes should be derived entirely from data used in
the course of caring for a patient (operational data). Information in support of
policy objectives must be gathered in the course of the care process and not
require additional unrelated activity.

•

Tried and tested Patient-Recorded Outcome Measures such as EQ-5D or
SF36/SF12 are a helpful means of involving patients in their care and generating
feedback on the personal benefits that a patient has derived from their treatment.
The measure will be most effective when used in parallel with clinical outcome
measures deduced from data collected along the patient’s care pathway. Only then
can patients and clinicians ascertain a comprehensive view of the quality of a
patient’s care.

•

Those responsible for defining policy should monitor the effectiveness of NHS
strategy but they should not be involved in the methods of implementation or the
detailed definition of datasets.

•

Patients should have more of a say in their health information. The Review Group
suggests that a ‘patient review’ model could provide the first step towards
increased patient access to and involvement in their electronic medical records: in
a ‘patient review’ model, patients have the right to view records and add
comments on their data.

•

The use of audit tools and the provision of feedback to users by organisations such
as PRIMIS+ should be maximised and expanded.
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THE APPROACH TO SYSTEM ARCHITECTURE
•
•

•

•

•

•

•

•

IT infrastructure in the NHS should support local systems that conform to central
standards of interoperability and capacity for information sharing.
Trusts must be given the opportunity to develop specialist systems and make use
of legacy systems where relevant, under the guidance of interoperability standards
to facilitate communication with other systems and compliance with the use of IT
across the NHS.
All patient administration systems already deployed in Trusts or on offer to Trusts
through the catalogue recommended in chapter 7 should have the capacity to
interface with remote devices and relay data from these devices. This functionality
will be key to accommodating the development of telecare and other opportunities
for community care in the NHS.
Systems that serve a common purpose across the NHS, e.g. PACS images or
email, can be centralised whilst systems that cater for specialist or local needs
should be developed locally.
In all cases, systems should be required to adopt national or international data
standards and terminologies which facilitate safe and reliable interoperability so
that data can be shared along each patient’s care pathway.
NHS Trusts must not be penalised for procuring and implementing systems that
suit their specialist needs better than those selected for them by their Local Service
Providers. Instead, the Executive should facilitate a choice of IT solutions for all
Trusts.
Further investigation is required into the use and role of personal health databases
in the NHS such as HealthSpace, HealthVault, Google Health and any other
commercial or NHS-funded solutions that may emerge. These products, if
deployed, must prove their readiness for deployment in the NHS before they are
considered; the Government must no longer foot the cost for the design and
development of software solutions; they should look to purchase finished products
that are already fit for purpose as part of the architecture of the NHS.
The evidence of the Review suggests that the concept of creating a central Spine
of patient data is no longer an essential driver for improving patient care, if ever it
was. Data must therefore be stored and accessed locally on interoperable systems
that release information on the basis of patient need. Patient data must be
processed in forms that carry continuing patient confidence. Emerging
technologies that increase patient involvement in their health information can play
a role in strengthening this confidence if they prove to be NHS compatible.

Recommendations continued overleaf
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SYSTEM ARCHITECTURE CONTINUED
•

Open Source is a valid and cost effective solution to procurement in many sectors.
The use of Open Source solutions for non-clinical applications in the NHS such as
desktop operating systems could be explored and exploited to bring about cost
savings. Given the paucity of the coding community, there is a challenge to
overcome if Open Source is to be used in clinical IT solutions. The sector
presently lacks a qualified community of system developers with both the
technical and medical expertise necessary for clinical applications. Measures to
widen the number of professionals engaged in healthcare Open Source coding
could be investigated. If these measures are successful, Open Source products can
be included in the catalogue of systems from which Trusts would select their
clinical IT solutions. Trusts can then weigh up for themselves the benefits of Open
Source applications against those of commercial solutions.

•

A centralised IT support body should control standards for systems and ensure
value for money but must allow Trusts to select information systems from a
catalogue of approved solutions. It should also support the development of an
information strategy for the delivery of patient-centred care. Such a body will not
centralise IT expertise but ensure that local health informatics staff are well
equipped at Trust level to choose systems and support their delivery. Localisation
of expertise will enable patients to voice concerns or questions about systems and
data more easily.
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PROCUREMENT
•

A future IT procurement strategy should encompass the following:

•

A practical assessment of the costs of the current contracts in the context of the
Programme as a whole: any re-evaluation of the Programme’s cost effectiveness
should be driven by the benefits that can be derived for patient care.

•

Subject to any applicable constraints, halted and renegotiated LSP contracts.

•

Centrally set standards and functionality for locally procured systems to follow.

•

Assessment and accreditation of systems to prove that they conform to these
standards.

•

A catalogue of successful systems with agreed NHS prices to enable Trusts to
choose systems that are nationally compliant and yet flexible enough to cater for
specialised needs.

•

The Government should avoid signing any more large, central and inflexible
contracts and instead give local Trusts the power to purchase systems. Under the
Review Group’s proposed catalogue system, large contracts will not be held by
central Government but broken down into small, manageable procurement
arrangements between local trusts and their chosen suppliers. Central Government
will assess the cost of each system on the catalogue through the accreditation
process and allow competition to drive down prices.
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SOCIAL CARE
•

Demographic change will require increased information sharing to manage care: it
should be given higher priority in the information strategies of both health and
social care sectors.

•

At a strategic level, it would be helpful to have a high level mechanism for the
DH, DCSF and NHS Management Boards to share information about their plans
and strategies for information systems.

•

Options for future of the National Programme for IT should address how
information-sharing between health and social care will be taken forward as a
mainstream facet of any future work programme.

•

The Department of Health should issue guidance that supports local government in
developing nationally consistent data standards and definitions across all 150
councils with adult social care responsibilities.

•

The Department of Health’s role in relation to leadership and resourcing of
information strategy work should be reviewed – perhaps in the context of the
‘Putting People First’ concordat.
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MANAGEMENT OF THE SERVICE
•
•

•
•
•

•
•

•
•
•
•

IT is not a solution in and of itself, it is a facilitator and should be treated as such by
management.
Patient-centric management strategies based on outcomes, not targets, should be
implemented through the use of information systems to extract and consolidate data
collected in clinical encounters.
Managers should exploit the potential for IT to enable the following:
Performance: measurement and management of Trust and Service performance
according to outcomes.
Information sharing: the governance of information sharing across the Trust and
between sectors; the facilitation of a common language through which to share
information across Trusts.
Training and education: the dissemination of information on methods of improving
care across the organisation.
Resources: the management and monitoring of resources and services across the Trust.
IT can help provide management with comprehensive and timely data to be used for
tasks such as joint strategic needs assessments. IT can aid the extraction, consolidation
and analysis of data required for commissioning from a wide range of sources and
systems.
In order to improve secondary care reporting, the standard of data collection practices
in secondary care must match that of primary care.
There should be the facility to search across primary and secondary care data to
strengthen a joined-up approach to managing patient care across the care pathway.
The potential for IT to facilitate a cross-service approach to management should be
investigated further.
Workforce planning and service planning and reconfiguration can be enhanced
through the use of IT.
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LEADERSHIP AND HUMAN RESOURCES
•

•

•
•

•

•
•
•

•

•

The attitude of local Trust leadership and staff to IT can be improved through greater
local ownership of the procurement and deployment of the NHS IT system. This
ownership will increase the scope for clinical engagement and thus help to deliver
systems that are endorsed by local staff – systems which help, rather than hinder,
their delivery of patient care.
At a local level, the deployment of IT is primarily a change management programme;
the benefits to be accrued from IT systems if adjustments are made should be
highlighted to all staff by the Trust board. Clinicians must also be engaged in the
Trust’s change management strategies and in the Trust’s selection of information
systems.
Change management costs should be incorporated into Trusts’ business cases.
The Executive must initiate strategies to develop a skilled health informatics
workforce who work to professional standards and are encouraged to develop their
contribution to patient care.
A staggered approach to change management through the use of system integrators
should be an option for Trusts. They can then maintain effective legacy systems until
software that exceeds the capabilities of the legacy systems becomes available. This
will also allow Trusts to produce a manageable timetable for implementation whilst at
the same time recognising the need for change.
Relationships between suppliers and Trusts must be strengthened so that systems can
be built around the preferences and specifications of local staff.
IT training for non-medical clinical staff and administrative staff should not be
neglected.
Both the Executive and Trust staff should start any IT project with the recognition
that IT implementations are not one-off initiatives but ongoing processes that will
require a sustained effort on the part of the NHS workforce to adapt to the changes
that IT initiatives bring.
There must be a practical outworking of the above recommendation on the part of
suppliers who should focus on clinical engagement throughout the duration of the
implementation and set up support structures for after implementation has been
completed.
Recognition by the Government of the impact of the NPfIT delays and ongoing
deployment issues on the attitude of NHS staff towards IT.
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INFORMATION GOVERNANCE
•

The balance of risk between data sharing and patient confidentiality should be
proportional but staff should be well trained in how to govern the sharing of data
appropriately. Training in information governance must be mandated.

•

Patients must be engaged in the opt-in/opt-out policy debate. Technologies that
seek to increase patient involvement in their electronic records could facilitate this
engagement. The benefits of information sharing for patient care ought to be
widely promoted so that patients are aware of the role that the information in their
medical record plays in their care.

•

The extent to which staff must take into account the wishes of patients in the
governance of their data should be firmly established so that the patient can be
assured that their health information will be handled securely.

•

Staff have patient confidentiality built into their contracts but this must be
reinforced and should become a significant disciplinary issue if any breach of
patient data occurs.

•

Specific technologies such as sealed envelopes need to be considered in order to
keep data secure and monitor any breaches of security.

•

The use of distributed rather than centralised records should be explored so that
patients can be more involved in their records at a local level.

•

In partnership with the patient, the clinician in charge of the patient’s care should
be responsible for the upkeep of the patient’s record. As a first step towards
increasing patient involvement in their clinical records, patients should have the
opportunity to review and contribute to their record.

•

Data monitoring via the Caldicott Guardians must be strengthened. Audit trails
must show who has accessed any data. If a sealed envelope system is to be used
then any breaches of permissions should to be assessed immediately after the
breach in question.

•

Confidentiality regulations must be decided upon before system development so
that appropriate levels of security and governance mechanisms can be built into
systems.

22

EVALUATION
•

In all cases, evaluation should be systematic and on-going - not a one-off
assessment.

•

The views of end-users must be sufficiently taken into account.

•

Evaluation must start before the beginning of a project and should build upon past
experiences and evaluations.

•

Systems should also be piloted and evaluated from a zero-based perspective
whereby the implementation of systems is not a foregone conclusion.

•

Evaluation must be proportionate to risk, cost and complexity.

•

Any Evaluation must take into account local skills and expertise during the design
and development phase and, in so doing, it should have in place a process for
checking locally reported benefits and problems against a wider audience.
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Introduction
1.1 Independent Review of NHS IT: origins
The National Programme for Information Technology in the NHS (NPfIT) was launched
in June 2002 and is the world’s largest civilian IT project.1
Estimates of the total cost of the Programme have ranged from £6.2 billion up to £20
billion;2 the latest report from the National Audit Office on the National Programme for
IT estimated the cost to be £12.7 billion but noted that ‘there remains some uncertainty
around the estimates of ... costs’.3 Since significant levels of public funding are involved
there have been repeated calls for the Programme to be subject to an independent Review
in order to ensure that taxpayers’ money is well spent.4
In an Opposition Day debate in the House of Commons on 6 June 2007, Shadow
Minister Stephen O’Brien MP moved for this independent Review to be carried out on
the NPfIT, proposing that ‘this House acknowledges the aims of the NHS National
Programme for Information Technology and supports them in principle, recognising the
potential benefits IT can bring to patients and NHS staff ... but ... calls for a full and
independent review of the NHS IT programme’.5
The motion was defeated by the Government at 282 votes to 226. However, during the
debate, Stephen O’Brien MP pledged on behalf of the Conservative Party that ‘if the
Government [does] not agree to a full and independent review today as a result of our
call, we will, as a matter of urgency, set one up ourselves’.6
Following the disappointment of the Health Informatics Review in July 2008, Stephen
O’Brien MP took action by commissioning the NHS IT Policy Review Group to produce
this Review.

1

BT plc, NPfIT. [Online] [Cited: 2008 July 14.] http://www.btplc.com/Health/NHSIT/NPfIT/index.htm,
Committee of Public Accounts, Department of Health: The National Programme for IT in the NHS.
London : The Stationary Office, 26 March 2007. HC 390
3
National Audit Office, The National Programme for IT in the NHS: Progress since 2006. London : The
Stationary Office, 16 May 2008. HC 484-I
4 Hansard, 6 June 2007 : Column 263
5
Hansard, 6 June 2007 : Column 263.
6 Hansard, 6 June 2007 : Column 264
2
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1.2 Purpose
With a number of recent Government reports on the elements of the National Programme
for IT already in existence, it is important to outline why it is that the Review Group
believes an alternative assessment of the programme is required.
In March 2007, NHS Connecting for Health (CfH) began an early adopter programme to
pilot the Summary Care Record. CfH commissioned academics at University College
London to undertake in independent evaluation of the Summary Care Record.7
The main aim of the evaluation was to ‘assess the usability, usage, functionality and
impact of the SCR [Summary Care Record] in Early Adopter sites’. However, as CfH
makes clear on its website, the purpose of the study was to ‘inform the future roll out of
the Summary Care Record’;8 that the roll out of the Summary Care Record would go
ahead was already a foregone conclusion.
The second recent report on the National Programme for IT is the Health Informatics
Review, commissioned by the NHS Chief Executive and Permanent Secretary at the
Department of Health and published on 10 July 2008.9 The following key points are
made in the Review:
•

•

•

For secondary care, the ‘minimum specification of functionality that would make a
system acceptable to [clinical stakeholders]’ are: ‘a Patient Administration System
(PAS) with integration with other systems and sophisticated reporting; Order
Communications and Diagnostics Reporting (including all pathology and radiology
tests and tests ordered in primary care); letters with coding (discharge summaries,
clinic and Accident and Emergency letters); scheduling (for beds, tests, theatres etc.);
e-Prescribing (including ‘To Take Out’ (TTO) medicines)’.
In order to ‘bring forward benefits’ from the programme ‘there is a need for interim
initiatives so patient information can be made available across different IT systems,
different care providers and different care settings ahead of strategic systems’
delivery’. Importantly these interim solutions would be replaced by the strategic
solution once it was ready.
The report also saw a need to ‘clarify ... the role of NHS CfH as the source of
technical, commercial, service and programme management support expertise to the
NHS, not simply as the implementers of the NPfIT’.

While both UCL’s report and the Health Informatics Review analyse ways in which the
National Programme for IT can provide added benefit to the NHS as it continues along
7

Greenhalgh, Trisha, Summary Care Record Early Adopter Programme: An Independant Review by
University College London. 30 April 2008
8
NHS Connecting for Health, NHS Connecting for Health welcomes Summary Care Record evaluation
report. [Online] [Cited: 14 July 2008.] http://www.connectingforhealth.nhs.uk/newsroom/newsstories/screval.
9 Department of Health, Health Informatics Review: Report. 10 July 2008.
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the same course, neither document claims to be a ‘full and independent zero-based
review’, as our independent Review of NHS IT aims to be.10
As a team of medical, nursing, social care and NHS management professionals with firsthand experience of IT in healthcare, the NHS and Social Care IT Review Group believes
in the capacity for IT to enhance the provision of better care in the NHS and Social
Services. It also recognises the benign intentions behind the NPfIT and the fact that
elements of the Programme can bring benefits to the NHS and its patients.
However, in the light of the problems with contracts, implementation and delays that
have plagued the roll-out of the NPfIT to date, the group believes that a reassessment of
the NPfIT vision is required if the Programme is going to progress; unless there is a
coherent vision at the centre of the National Programme, NHS IT will struggle to reach
its full potential.
This report therefore sets out a series of recommendations to help direct the National
Programme onto a more sustainable and efficient course. It does not attempt to examine
in detail the specifics of individual information systems or the bespoke needs of different
clinical specialisms. Instead, it addresses the relevance of these topics and others to the
future direction of NHS IT and patient care.
After considering the evidence collected during the course of the Review, members of
the Review Group have reached the consensus that the National Programme must not be
abandoned, as some are suggesting; instead, its strategy must undergo considerable
restructuring if IT is to succeed in providing added benefit to the NHS by improving
patient care.
The various set-backs experienced during the NPfIT have meant that the public are yet to
experience the advantages of a well-deployed IT strategy in the NHS. However, from the
very onset of the Review, the group wanted to focus, not on how past problems came
about, but on how delivery of IT to support the improvement of patient care in the NHS
can be brought about more effectively. This report will therefore focus on the future of
the NPfIT rather than on its past failings.
In order to concentrate on the future, one has to assess objectively the present situation of
NHS IT. What follows below is an outline of the role of IT in the NHS to date which will
inform the argument of the main report.

10

Hansard, 6 June 2007 : Column 264
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2

Information Technology in the NHS

This section looks briefly at the IT projects that existed before the NPfIT and the
development of Government policy up to the introduction of the Programme.
2.1.1

The Experimental Computer Programme

In the run-up to the launch of this unprecedented 1968 initiative, the Department of
Health (DH) had adopted a ‘cautious, centralist, in some respects authoritarian’ approach
to NHS computing.11 The programme, which spanned 14 sites, signalled an attempt to
consider other methods of managing and implementing IT. It aimed to explore whether
computers could improve patient care, improve clinical and administrative efficiency and
facilities for management and research.12 Limited evaluation of the programme’s success
was conducted but an interim report stated that the projects had taken longer than
expected to be implemented. Despite this draw-back, it was positive about the value of IT
in conveying information around the NHS. In contrast, the Public Accounts Committee
criticised the programme for its lack of results which it claimed undermined its
innovatory objectives.
The programme has since been praised as being forward-thinking for its time.13 If its
findings had been more amenable to evaluation, IT strategy in the NHS could have run a
very different course.
2.1.2

Development of Government Policy: the 1991 reorganisation of the NHS and
An Information Management and Technology Strategy for England

The Conservative drive for NHS reorganisation in 1991 prompted a realization of the
importance of accurate and fast data flows in the NHS. The Government wished to
increase the exposure of the NHS to contestability and greater accountability and
transparency and thus separated the commissioners and providers of health care. In order
to put this policy into effect, data flows had to be radically restructured to support
patient-centred funding of services.

11

Mike Fairey, ‘National Initiatives’ in UK Health Computing.
DHSS, Using Computers to Improve Health Services: A Review for the NHS, 1971.
13
Ibid.
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An Information Management and Technology Strategy for England served this purpose.
Its key principles were as follows:
•

•

Information would be
o Person-based
o Derived from operational systems
o Secure and confidential
o Shared across the NHS.
Systems would be integrated

The NHS number, NHS administrative registers and the development of NHS-wide
networking emerged out of this programme.
At the change in Government in 1997, the Department of Health established a central
information policy unit and an NHS Information Authority to oversee the use of
information in the NHS and the development of information systems. However, these
changes were by and large cosmetic with commissioner and provider roles remaining
separate and the tenets of the Conservatives’ IM&T Strategy being preserved.
2.1.3

A Second Information Strategy for the NHS

In December 1997, seven months after Labour came to power, the Government presented
a White Paper to Parliament entitled The New NHS: Modern, Dependable.14 This paper
set out the Government’s programme to restructure the NHS in the ways mentioned
above. As well as proposing a revision of the ‘internal market’, the NHS’s funding
mechanism, the document committed the government to publishing a new Information
Management and Technology Strategy, which it did the following year.
The DH published Information for Health in September 1998 as an Information Strategy
for the NHS intended to run until 2005.15 Information for Health committed the NHS to
providing lifelong electronic health records for every person in England and round-theclock online access to patient records for all NHS clinicians. The financing for the
strategy came from a £5 billion Modernisation Fund, created for the NHS in July 1998 as
a result of the Government’s Comprehensive Spending Review.16 Over the lifetime of the
strategy the Government pledged investment ‘in excess of one billion pounds’.17
Implementation of the strategy was to be led by the newly created NHS Information
Authority.
14
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Since Health Authorities had blamed the slow take-up of tried and tested IT systems on a
lack of funding, this new injection of central capital aimed to encourage authorities to
invest in information systems. However, due to the fact that authorities were not obliged
to spend the money on expanding IT, they often used the money to meet other NHS
targets.
2.1.4

The NHS Plan

Before addressing this reluctance on a local level to invest in NHS information systems,
the Government cemented its own commitment in The NHS Plan which it published in
July 2000.18 This document committed the Government to providing an electronic
booking service for patient appointments and an electronic prescription service for
medicines. The paper highlighted the prominent role information and informationsharing was to play in delivering health care in the future.
In order to fund the developments outlined in The NHS Plan, the Government pledged
an extra £250 million for investment in NHS IT for the 2003/04 financial year. The NHS
Plan report noted that ‘The NHS has inadequate levels of modern equipment’, and that
‘IT investment has been too slow and too patchy’.19 Building the Information Core,
published six months later by the Department of Health, outlined the Government’s
vision of the information and IT systems needed to deliver the NHS Plan.20

2.1.5

The Wanless Report

In March 2001, Derek Wanless was asked to undertake a review of the long-term trends
affecting the health service in the UK. His report, published the following year, noted
that ‘the UK has fallen behind other countries in health outcomes. We have achieved less
because we have spent very much less and not spent it well’.21 As a result he
recommended a significant increase in spending on health. Scenarios examined by his
report suggested that spending on health should increase from 7.7 per cent of GDP, the
estimated level at 2002-03, to between 10.6 per cent and 12.5 per cent by 2022-23. The
same scenarios also saw spending on IT in the health service double from £1.1 billion per
year to £2.2 billion year.
Assessing the existing state of investment in IT the report stated that:
The health service makes very poor use of ICT. There are examples of
successful use of ICT at local level, but systems have typically been
developed and installed in a piecemeal fashion. This prevents the
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effective integration and sharing of information across a wide range of
health care providers.22
Figure 1: Investment in ICT by Sector (2000), taken from the Wanless Report, shows the
difference in IT investment in the health sector compared with other sectors of the British
economy.23 As a result of these findings the report came to the following conclusion:
A key priority will be to invest effectively in ICT. A major
programme will be required to establish the infrastructure and to
ensure that common standards are established. Central standards must
be set and rigorously applied and the budgets agreed should be ringfenced and achievements audited.24

Figure 1: Investment in ICT by Sector (2000)
Around the same time as Derek Wanless published his report the Secretary of State for
Health presented Delivering the NHS Plan to Parliament.25 This committed the
Government to increasing health spending to 9.4 per cent of GDP by 2008.

22
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2.1.6

Delivering 21st Century IT Support for the NHS

In response to the reluctance of health authorities to develop IT, the Government
produced the strategy, Delivering 21st Century It Support for the NHS, which focused on
centralising the use of IT in order to better control its roll-out in every area of the
country.
In contrast to the Information for Health strategy,26 which planned to set national
standards for compatibility and allow Trusts the freedom to by in systems locally,
Delivering 21st Century IT Support for the NHS took more centralised approach:
The core of our strategy is to take greater central control over the
specification, procurement, resource management, performance
management and delivery of the information and IT agenda. We will
improve the leadership and direction given to IT, and combine it with
national and local implementation that is based on ruthless
standardisation.27
The strategy was born out of a NHS IT seminar hosted by Tony Blair at 10 Downing
Street on Monday the 14th of February 2002. Among those present was Sir John Pattison
of the Department of Health who, speaking to the BBC later, described the brevity of the
meeting: ‘they invited us to a seminar on it in at Number 10 and we were given 10
minutes to make the case for a National Programme for IT’.
The first steps identified by Delivering 21st Century IT Support for the NHS were to:
•
•
•

•

Establish a Ministerial Taskforce under the chairmanship of Lord Hunt.
Appoint a new NHS IT Programme Director to ensure delivery of the national
components and co-ordinated local implementation.
Appoint a Chief Information Officer (CIO) for each ach Strategic Health Authority to
ensure PCTs and NHS Trusts implement and use the core IT solutions determined at
national level.
In October 2002 the National Programme for IT was formally established by the
appointment of Richard Granger from Deloitte as Director of NHS IT within the
Department of Health.

It is clear therefore that there were a number of driving forces behind the Government’s
newly centralised approach: the first was the need to ensure that the implementation of
26
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Information Management and Technology (IM&T) was high on the agenda of health
authorities; the second was to speed up the implementation process – whether for
political reasons or otherwise. As The British Computer Society notes in its book on UK
Health Computing, the motives behind the Government’s new strategy ‘related to process
rather than purpose’.28
However, regardless of whether centralisation was the appropriate path to take, the
strategy accentuated afresh the importance of IM&T in improving care.
The Formation of an NHS IT Strategy

Delivering 21st Century IT
suppo rt fo r the NHS
(published June)

Funding fo r NPfIT released
fro m £5 billio n
M o dernisatio n Fund (July)
The NHS P lan (published
July)

IM G abo lished; NHS
Info rmatio n A utho rity
intro duced

1997

B uilding the Info rmatio n
Co re (published January)

1998

1999

2000

2001

2002

Info rmatio n fo r Health
(published September)

Delivering the NHS P lan
(published M arch)

The New NHS: M o dern,
Dependable' white paper
(published December)

The Wanless Review
(published M arch)

Richard Granger appo inted
as Directo r o f NHS IT
(Octo ber)

Figure 2: The Formation of an NHS IT Strategy - a timeline of events.

2.2 The National Programme for IT: Foundations
The structure and management of the National Programme for IT are introduced in this
chapter. It outlines the details of each of major projects making up the Programme.
2.2.1 Vision and Strategy
As outlined in the previous section, the vision and strategy of the NPfIT were first set out
in the document Delivering 21st Century IT Support for the NHS, published by the
Department of Health in 2002.29 The conclusion of this report states that the National
Programme would deliver the following:
28
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•
•
•
•

Connectivity, so that all staff have the bandwidth they need
Core national services that can be used throughout the NHS
National standards for data quality and data interchange, and
A choice of compliant systems for critical local applications

The core national services identified were:
• An Electronic Prescription Service (EPS)
• An electronic appointment booking service, which was subsequently expanded in
scope to become Choose and Book.
• An electronic health record service, the NHS Care Records Service (NCRS)
Figure 3: Architecture of National Programme for IT shows the structure of the
Programme as it was initially conceived and laid out by the report.

Figure 3: Architecture of National Programme for IT

2.2.2

Output Based Specification

In order to communicate to potential suppliers the functionality it required from its
centrally procured information systems, the Department of Health created an Output
Based Specification of their requirements. The purpose of an Output Based Specification
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(OBS), according to the Office of Government Commerce, is to ‘provide a description of
the requirement in output or outcome terms, concentrating on what is required rather than
how it is to be delivered’.30
The process by which the OBS was developed was described by the National Audit
Office in its first report.31 The development of the OBS was initiated by the NHS
Information Authority in February 2002 and was undertaken with input from ‘15 NHS
bodies which had developed specifications for their own patient record services’.32 The
NHSIA published a draft of the OBS in July 2002 and received only 190 submissions of
feedback from ‘suppliers, clinicians, NHS IT departments and others’ before its deadline
in September 2002.33 As a result another draft was published and then revised after input
from ‘400 clinicians, Chief Information Officers and IT managers’.34 The final version,
Output Based Specification Version 1, was completed and released to suppliers in May
2003.
After OBS Version 1 was published, additional feedback was received from ‘sources
including the Department of Health, NHS organisations, the Royal Colleges, individual
clinicians and LSP bidders.35 Output Based Specification Version 2 was published in
August 2003.
2.2.3

Contracts and Suppliers

The main contracts making up the Programme were let in 2003 and 2004. Contracts were
let to both ‘National Service Providers’ who were to provide the core national
functionality of the Programme, and ‘Local Service Providers’ (LSPs), who were to
provide the local systems.
National Service Providers

Four contracts were issued to National Service Providers. These contracts were for the
delivery of the National Network for the NHS (N3), NHSmail, Choose and Book and the
National Data Spine (the Spine).
The work contracted under the N3, NHSmail and Choose and Book contracts is
described in section 2.4 below. The National Data Spine provides the ‘core functionality’
for many of the Programme’s national services. It is comprised of a number of
30
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applications and services, performing a variety of functions within NPfIT. This includes
four security applications, three data holding applications, a messaging service, and the
core functionality enabling the Electronic Prescription Service (EPS) and the Quality
Management and Analysis Service (QMAS).
The National Service Providers for the Programme are:36
•
•
•

BT, which holds two contracts let in December 2003 and February 2004. These
contracts are for the National Data Spine, and for the National Network for the NHS.
Cable & Wireless, which was contracted in July 2004 for NHSmail.
Atos Origin, which was contracted October 2003 for Choose and Book.

Local Service Providers

Originally the country was divided into five regional ‘clusters’:
•
•
•
•
•

North East
North West & West Midlands
Eastern
London
Southern

One main Local Service Provider was contracted for each cluster in order to provide and
maintain the NHS Care Records Service for all NHS care settings including Acute
Trusts, Primary Care Trusts, Mental Health Trusts and GP practices.
These Local Service Providers (LSPs) were:
•
•
•
•
•

North East - Accenture
North West & West Midlands – Computer Sciences Corporation (CSC)
Eastern - Accenture
London - BT
Southern - Fujitsu

Local NHS organisations are bound into contracts with these Local Service Providers,
although these contracts are held with the Secretary of State and the Department of
Health. In many cases the NHS organisations have obligations under the contracts and
can be penalised by the providers if they renege on their obligations.
System Suppliers

All the Local Service Providers were to deliver systems developed by subcontracted
companies. IDX, delivering Carecast, was the prime contractor of BT; iSOFT, delivering
36
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Lorenzo, was the prime contractor for Accenture and Computer Sciences Corporation;
and Cerner, delivering Millennium, was the prime contractor of Fujitsu.
Problems with Local Service Providers

In January 2007, Accenture’s contracts were novated to Computer Sciences
Corporation.37 This development merged three regional clusters to form the North,
Midlands and East Programme for IT. Accenture retained £110 million for the work that
it had completed up to the time that the contracts were novated.38 Prior to its exit from
the NPfIT, in its Second-Quarter Fiscal 2006 Financial Statements, Accenture had
recorded a provisional loss of $450 million against its NPfIT contracts. Among its
reasons Accenture cited: ‘significant delays by one of Accenture’s major subcontractors
[iSOFT]’ which created ‘additional cost implications, including more interim
solutions’.39
On 29 May 2008, NHS Connecting for Health (CfH) posted a notice on its website
stating that: ‘it has not been possible to reach an agreement on the core Fujitsu contract
that is acceptable to all parties’ and that they would ‘end the contract early by issuing a
termination notice’.40 Alternative arrangements for the Fujitsu contract were not made
until April 2009 when BT took over the management of eight sites in the South who were
already live with Cerner Millennium. The company also took on the deployment of
Cerner Millennium in a further four sites yet to receive the system and the
implementation of RiO in 25 mental health and community sites.41
The Local Service Provider for the North, Midlands and East Programme for IT,
Computer Sciences Corporation (CSC), had not yet made any deployments of its
strategic solution, Lorenzo by iSOFT, at 31 March 2008 as the system had not been made
available.42 In the meantime CSC has made a number of deployments of its interim
solutions.
Fujitsu, the Local Service Provider for the Southern Programme for IT before their
contract was terminated, had completed a total of 17 deployments of Release 0 of their
strategic solution Millennium by Cerner at 31 March 2008.43 BT, the Local Service
Provider for the London Programme for IT, had completed 4 deployments of Millennium
37
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Release 1 for Acute Trusts, 82 deployments of Vision by INPS for GP practices and 41
deployments of RiO by CSE Servelec to other NHS care settings at 31 March 2008.44
As of April 2009, one London Trust – the Royal Free Hampstead NHS Trust- has moved
onto the implementation of release 2.0 of Cerner Millennium.
In May 2009, BT and Connecting for Health negotiated an extension of BT’s Local
Service Provider contract to cover 8 Trusts in the Southern cluster which were previously
deploying Cerner Millennium under the Fujitsu contract and a further 4 Trusts yet to
deploy any solution under the National Programme for IT. The extension of the contract
was valued at £546 million bringing the total value of BT’s Local Service Provider
contract up to £1,567 million.
Problems with System Suppliers

At April 2009, Release 1 of Lorenzo, iSOFT’s strategic solution for the North, Midlands
and East Programme for IT, had only been deployed on one site in 2 wards with 6-8
active users in each ward at the University Hospitals of Morecambe Bay NHS Trust. On
the 29th January 2009, Morecambe Bay University Hospitals Trust gave evidence to the
Review, stating that Release 1 of Lorenzo had been operating in one surgical ward for
two months. It confirmed that Lorenzo R1 would be deployed on another ward from
February. On the 28th April 2009, CSC confirmed to Stephen O’Brien MP that
Morecambe Bay had achieved deployment on the second ward, thus the duration of
deployment for one ward is approximately 3 months.
Of the three Lorenzo release 1.0 early adopter sites, the University Hospitals of
Morecambe Bay NHS trust is currently using the radiology requests and results
functionality in its general surgery and urology wards, and has only just now begun
making plans for its use for inpatient, outpatient, and accident and emergency discharge
summaries. South Birmingham Primary Care Trust (PCT) has a number of podiatrists
using the system, working in eight different physical locations in the PCT. Bradford
Teaching Hospitals NHS Foundation Trust only went live for radiology results and
requests in one nurse-led orthopaedic clinic at the end of March 2009.45
As well as experiencing significant delays in development of its Lorenzo system, since
being contracted as an NPfIT system supplier, iSOFT has had to deal with a series of
major setbacks including management departures and turbulence and consequent falls in
share prices.46 The departure of iSOFT’s CEO was linked to an investigation by the
Financial Services Authority into irregularities in the company’s 2004 and 2005
accounts.47 The share price of the company fell from over £4.50 in August 2005 to below
44
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£0.40 a year later. As a result, after a series of rival bids, iSOFT was bought-out by IBA
Health Group in October 2007.48 In spite of these circumstances, iSOFT’s Lorenzo
remains the strategic solution for the North, Midlands and East Programme for IT.
In January 2006, GE Healthcare bought out IDX, the system supplier for BT’s London
Programme for IT. As a consequence BT put forward plans to move towards a ‘best of
breed’ approach in July 2006. This was accepted by NHS Connecting for Health and the
necessary contractual arrangements were made in May 2007.49 The best of breed
approach uses different system suppliers for different NHS care settings. BT is supplying
Cerner’s Millennium system to Acute Trusts; CSE Servelec’s RiO to Mental Health
Trusts, Primary Care Trusts and Child Health; and In Practice Systems’ Vision system to
GP practices.
NPfIT Procurement

Output Based
Specification Version 1
published

iSOFT bought out by IBA
Health Group

BT Spine contract let
BT LSP London contract
let

Fujitsu contract terminated

Accenture LSP contracts
let
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2008

17
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01 March
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25 January
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Fujitsu South England LSP
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09 July
2005

21
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04 June
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01 May
2003

CSC LSP contract let

BT 'best of breed'
agreement announced

Atos Origin Choose and
Book contract let

Accenture LSP contracts
given to CSC
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Version 2 published

Figure 4: NPfIT procurement – a timeline of events

2.2.4

Costs

Estimates of the total cost of the Programme have ranged from £6.2 billion to £20
billion.50 The National Audit Office’s (NAO) second report on the National Programme
48
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for IT estimated the cost of the Programme at £12.7 billion.51 Table 1: Estimated Cost of
NPfIT shows the National Audit Office’s (NAO) estimate for the total costs of the
Programme. The breakdown of the cost of the core contracts is shown in
Table 2: Core Contracts. The NAO provided these figures with the note that ‘there
remains some uncertainty around the estimates of local costs’.52
In its April 2007 report on the Programme, the Committee of Public Accounts
recommended that the Department of Health should publish an annual statement
outlining the costs and benefits of the Programme, and that the statement should included
at both a national and local level original and current estimates of total costs and benefits.
In the Treasury Minute response, the Department accepted this recommendation and
indicated that, from 2007-08, it would refine its annual survey of local NHS investment
in IT to enable expenditure on the Programme and other IT spending to be differentiated.
However, the May 2008 report on the National Programme for IT by the National Audit
Office highlighted the difficulties in disentangling these costs. In a response to a recent
freedom of information request from the Review Group, the National Audit Office stated
that ‘our visits to NHS Trusts highlighted a lack of detailed and precise information on
the local costs incurred in deploying the Programme’s systems.’53
The Department of Health consequently decided not to refine the annual survey as it had
originally proposed, but instead to supplement the survey with research carried out on a
number of sample sites. In response to the Committee of Public Accounts’
recommendation in January 2009 to publish a revised estimate for local costs and the cost
of the Programme as a whole, the Department accepted the need for an accurate estimate
of costs but said that previous approaches to collate the information in an effective
manner had proved unsuccessful. It proposed to consult on how best to meet the
committee recommendation in a way that did not introduce an overly complex procedure
into the NHS.
It therefore remains impossible to ascertain an accurate reflection of the National
Programme for IT’s costs at this point in time. Consequently, the most up-to-date cost
estimates are still those of the 2008 National Audit Office report which can be found in
the table overleaf.
In its first report the NAO had included £337 million in their cost estimate in order to
extrapolate the N3 and Choose and Book contracts until the end of the 2013-14 financial
year.54 This amount is missing from the estimates reproduced below due to ‘the degree of
uncertainty around future contracts’.55
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Category
Core contracts
Products added to the scope of the
Programme
Other central costs

Estimated Price
(£ million)
6,805.5
665.8
1,599.0

Local costs

3,585.9

Total

12,656.2

Table 1: Estimated Cost of NPfIT
Contract

Supplier

Date to

Estimated price
(£ million)

N3
Spine
London
South
North Midlands
and East
Choose and
Book
Retained by
Accenture
Total

BT
BT
BT
CSC

March 2011
June 2013
October 2015
December 2015

530.0
889.0
1,021.0
1,104.0

Atos
Origin
-

Expenditure to
31 March 2008
(£ million)
423.0
585.0
191.0
81.0

3,007.0

489.0

December 2009

144.5

103.0

-

110.0

110.0

-

6,805.5

1,982.0

Table 2: Core Contracts

2.3 Connecting for Health
In July 2004 the Department of Health announced a review of its Arms Length Bodies
(ALBs).56 As a result a new organisation, combining responsibility for the National
Programme for IT in the NHS with the functions of the NHS Information Authority, was
announced. NHS Connecting for Health was established on April 1 2005. Martin
Bellamy took over from Richard Granger as head of the organisation on September 22
2008 and on the same date, Christine Connelly was appointed as Chief Information
56
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Officer for Health at Connecting for Health.57 In June 2009, just 9 months after his
appointment, Martin Bellamy left Connecting for Health to take on a role in the Cabinet
Office.
2.3.1

Local Ownership Programme

The NPfIT Local Ownership Programme (NLOP) began on 1 April 2007. NLOP
attempted to transfer accountability for the delivery of the Programme from NHS
Connecting for Health to the Strategic Health Authorities (SHAs). Table 3: Division of
Responsibilities under NLOP shows the current division of responsibilities under the
Programme:

CURRENT DIVISION OF RESPONSIBILITY IN THE NATIONAL
PROGRAMME FOR IT LOCAL OWNERSHIP PROGRAMME

CfH’s MAIN RESPONSIBILITIES (acting as an agent for the NHS)
1. Overall financial management, commercial strategy and clinical direction of NPfIT
2. Capability and capacity building to support the NHS
3. Maintain, manage and report on overall plan, progress, risks, issues, costs
4. Maintain consistent benefits realisation framework
5. Produce and maintain business cases on behalf of the NHS

STRATEGIC HEALTH AUTHORITIES’ MAIN RESPONSIBILITIES
Delivering & implementing the NPfIT, including
1. Approve supplier requirements, commercial proposals, business cases and finance
2. Ensure clinical governance
3. Service management strategy
4. Monitor benefits realisation

NHS TRUSTS’ MAIN RESPONSIBILITIES
1. Develop credible deployment plans and Project Initiation Document (PID)
2. Allocate resources (people, money, time)
3. Undertake preparation, readiness and risk assessment
4. Address data quality, integrity and migration
57
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5. Ensure staff / clinical engagement
Table 3: Division of Responsibilities under NLOP

2.4 The National Programme for IT: Projects
Four core projects (N3, the Electronic Prescription Service, Choose and Book, and the
NHS Care Record Service) are introduced in this section along with the most significant
of the smaller projects that make up NPfIT.
2.4.1

N3 – the National Network for the NHS

The N3 network provides IT infrastructure, network services and broadband connectivity
to the NHS, linking every site in England, including hospitals and GP surgeries and nonNHS sites providing NHS care.58 The contract for N3 was won by BT in February 2004
and is due to run for seven years until March 2011. N3 replaced NHSnet, which had been
provided jointly by BT and Cable & Wireless and was formally closed in March 2007.59
At 30 April 2008, there were 32,000 live serviced connections to N3, the vast majority of
which were ASDL connections to GP practices.60 Site contracts are set for period of three
years. Before contracts are renewed, network services are reviewed by the N3 Service
Provider (BT) to ensure they match business needs.61 As of 23 March 2009, 1.2 million
NHS employees have access to the NHS network through N3.
The network is designed to carry data in a variety of formats including national clinical
applications, local clinical applications, bulk data e.g. PACS, multimedia, video
conferencing, and voice.62 Recent developments designed to reduce costs and improve
efficiency include Community of Interest Networks, whereby NHS sites share network
connections and Voice over Internet Protocol, enabling N3 to carry telephone calls.63

2.4.2

The Electronic Prescription Service
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GPs have produced electronic prescriptions for many years. After entry into the patient’s
electronic medical record, monitored by decision support, the electronic prescriptions are
then printed on paper and taken to the pharmacy by the patient. The Electronic
Prescription Service (EPS) is to make this transfer to the pharmacy electronic – a step
which will bring about administrative, but not clinical, benefits for the NHS.
The Electronic Prescription Service is being released in two phases.64 Under Release 1
the GP issues the patient with a paper prescription containing a barcode. At participating
pharmacies the barcode can be read using a barcode reader, thus eliminating the need for
re-keying. Under Release 2 the prescriber will be able to add an electronic signature to
the prescription and send it electronically to a patient nominated pharmacy, removing the
need to issue a paper prescription. Release 2 will also enable the electronic cancellation
of prescriptions, repeat prescriptions and electronic submission of reimbursement
endorsements to the reimbursing agency.65
Both Release 1 and Release 2 require three parts in order to work:
•
•
•
•

A central component (the core functionality delivered as part of the Spine)
A compatible GP practice system
A compatible Pharmacy system
The core functionality for Release 1 was issued in February 2005 and for Release 2 in
August 2006. There are currently 8 GP systems and 12 pharmacy systems accredited
to use the EPS at Release 1, but no GP systems or Pharmacy systems have been
accredited for Release 2.

At 16 May 2008 EPS was being used for only 17 per cent of daily prescription
messages.66 Since it is only Release 1 that has been implemented these prescriptions
required a paper version to be issued. As of 23 March 2009, this percentage has risen to
24 per cent with 6,440 GP practices actively using the service.
2.4.3

The Electronic Booking Service (Choose and Book)

The original National Programme policy included an electronic appointment booking
service. In line with the Government’s revised policy aims, the choice element was added
to the Programme in May 2004.67
The purpose of Choose and Book is to enable patients to arrange the time, date and
location of first out-patient appointments when they are referred by a GP. This can either
64
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be done in the practice through the GP IT system or by the patient themselves using a
telephone booking service (The Appointments Line), the internet or by calling the
hospital directly.68
To function, the system requires three components:
•
•
•

The core software, which is provided by Atos Origin who were contracted in October
2003
Compatible hospital systems, which are provided by Local Service Providers or by
existing service providers
A compatible GP practice system

The core software for first outpatient appointments was delivered on time in June 2004.
There are currently eight GP systems which are compliant covering 99 per cent of GP
practices in England. As of 31 March 2008, 142 of 169 Acute Trusts used a care records
system compatible with Choose and Book, the remainder are able to utilise an ‘Indirectly
Bookable Services’ system.
The January 2009 Public Accounts Committee Report on the NPfIT stated that, ‘although
on average around 98 per cent of GPs use the Choose and Book system at some stage in
the week, in total only around half of new outpatient appointments were being made in
this way.’69 The system had yet to reach 100 per cent utilisation 27 March 2009. It was
originally anticipated that all appointments would be made through the system by
December 2005.
There have been a number of additions to the functionality of the system since its
inception:
•
•
•
•
•
•

Booking into Primary Care – enabling GPs to book appointments to see specialist
GPs
Clinical Assessment Services – whereby a GP can refer a patients case to a clinical
expert to establish the most appropriate method of care
Indirectly Bookable Services – enabling a patient to telephone a hospital directly
when the hospital is not integrated with Choose and Book software
Named Consultants Referrals – enabling a GP to refer a patient directly to a specified
consultant
Extended Choice Network – enabling a GP to refer a patient to a wider selection of
services than those commissioned locally
Transport Booking – enabling a GP to indicate that a patient requires some form of
transport
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In line with Government policy, a further release is planned to enable GPs to refer
patients to anywhere in England for treatment.
2.4.4

The NHS Care Records Service (NCRS)

The NHS Care Records Service consists of two parts: a Summary Care Record and a
Detailed Care Record. The Summary Care Record is stored on the Spine. It contains
information from the Detailed Care Record to facilitate unscheduled, emergency care or
the transfer of care between providers. Examples of data that will be initially held in the
SCR are demographic details and patient allergies.
The Detailed Care Record is held in a data centre operated by one of the Local Service
Providers and accessible to a patient’s GP and in community and hospital care settings It
aims to provide a single, detailed record of a patient’s medical history and treatment.
The systems comprising the NHS Care Record Service are being supplied by both
National Service Providers and Local Service Providers. BT is the National Service
Provider delivering the Spine, which contains two applications that hold data for the
NHS Care Record Service: the Personal Demographics Service and the Personal Spine
Information Service. The Local Service Providers are delivering the necessary IT
systems for NHS care settings, including Acute Trusts, Mental Health Trusts, Primary
Care Trusts and GP practices.
2.4.5

GP Systems of Choice (GPSoC)

On 21 March 2006 Lord Warner, the Health Minister responsible for NHS Delivery at
the time, announced the programme, ‘GP Systems of Choice’ (GPSoC). GP Systems of
Choice is an initiative that gives GPs greater choice in choosing what Electronic Patient
Record systems to use at their practices. Under the GPSoC programme, GPs can choose
to use Electronic Patient Records systems from ‘an approved set of existing GP system
providers’ instead of the systems provided by their Local Service Provider.70 The
programme’s press release stated that this was a temporary measure that would suffice
‘until transition to a LSP supplied fully integrated solution’ is possible.71
In an earlier step towards giving GPs great control over their EPR systems, in March
2005, the Department of Health had pledged to offer GPs a choice of system from all
those contracted by LSPs, regardless of regional LSP boundaries.72 Importantly, at the
70
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same time, Computer Sciences Corporation had entered into a contract with EMIS73 - a
company providing around 55 per cent of GP practice systems as of October 2004.74
By March 2008, two GP systems had been accredited under the GP Systems of Choice
programme: EMIS LV and Vision (the latter is designed by InPractice Systems).75 In
March 2009, a further 4 companies had systems deemed to be compliant with the
National Programme accredited to GPSoC: SystmOne by CSC, Crosscare by Healthy,
Premiere and Synergy by iSOFT and Evolution and Practice Manager II by Microtest.76
2.4.6

Personal Demographics Service

The Personal Demographics Service (PDS) is the national electronic database of NHS
patient demographic details. Table 4: Personal Demographics Service Dataset shows the
data that will be held for each patient in the Personal Demographics Service.
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Field
NHS Number
Patient Name
Date of birth
Place of Birth
Additional birth
information
Date of death
Death notification status
Gender
Address
Alternative contacts
Telecommunication contact
details
Preferred contact times
Preferred contact method
Preferred written
communication format
Preferred language
Interpreter required
NHS Care Record consent
to share status
Nominated dispensing
contractor
Reason for Removal
Previous NHS contact
indicator
Patient call-back consent
status
Shared secret
Sensitive record indicator
Primary Care
Date of Registration
Back office location
Serial change number
HealthSpace status
NHAIS Information

Description
The unique patient identifier
Including any previous names, aliases and preferred name
The patient's date of birth
The patient's place of birth
The delivery time and birth order for multiple births
The patient's date of death
Indicates a formal death certificate has been issued for the patient and the
death has been registered
Administrative gender
Includes main, temporary and correspondence addresses
The patient's legal guardian, proxy, family/close contact
Contact details such as telephone number, fax number and email address
Patient's preferred contact times
The patient's preferred contact method, e.g. telephone contact by proxy, no
telephone contact, sign language required in face to face contact or minicom
Specialised patient contact requirements, e.g. large print, Braille, audio tape
Information on patient's preferred language of communication
Indicates that the patient requires an interpreter
Indicates that the patient has agreed to share their health record
The patient's nominated dispensing contractor that could include a
community pharmacy, dispensing appliance contractor and a dispensing
doctor.
Indicates that the patient is not registered with a GP
Indicates that the patient confirms they have had previous NHS treatment.
This allows the PDS National Back Office to check for a duplicate of a
record
Indicates that the patient is willing to be called back from a Choose & Book
call-centre
An encrypted password used to validate a patient's identity when contacted
from a Choose & Book call-centre
Indicates that either the record is not accessible to PDS users or that the
content of the record is being reviewed to ensure the data is correct
The GP Practice with whom the patient is registered
The date the patient registered with the GP Practice
The back office location associated with the GP Practice where the patient is
registered, used for the administration of primary care
The mechanism for synchronising local and national records
Indicates that the patient is registered to use HealthSpace
The PDS holds certain information to allow it to interact with the NHAIS
system that administers primary care. This information is not routinely
accessible by the NHS

Table 4: Personal Demographics Service Dataset
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As of 31 March 2008, 469,856 users were registered to access the Personal
Demographics Service and over 9 million enquiries were being made on the system each
week.77 It is intended that the system will replace four existing NHS demographics
databases:
•
•
•

•
•

The NHS Central Register (CHRIS), the service which currently issues NHS
Numbers and compiles and maintains a computerised record of NHS patients
Demographic functions of the National Health Applications and Infrastructure
Services (NHAIS), the system which currently maintains GP practice lists
The NHS Strategic Tracing Service (NSTS), the system which currently traces
patients and is available to hospital Trusts, primary care trusts and a number of other
NHS organisations but not available to GP practices
NHS Number for Babies (NN4B), the system that currently issues babies with an
NHS Number from birth for life
New releases of the system, scheduled for May and November 2008, are planned to
deliver this functionality.78

2.4.7

Personal Spine Information Service

The Personal Spine Information Service (PSIS) is the central database that will contain
clinical records for each NHS patient.79 This is the repository for the clinical data held in
the Summary Care Record.80 The first implementation of the Summary Care Record will
only contain a patient’s demographic details along with information on current
medication, allergies, and adverse reactions.81 An early adopter programme, which began
in March 2007, was carried out to ‘identify and resolve issues’ ahead of national
rollout.82
Subsequent to the report of a ministerial task force charged to ‘make recommendations to
resolve the ethical and practical differences over the implementation of the Summary
Care Record’,83 NHS Connecting for Health Commissioned academics at University
College London to undertake a year-long, independent review of the early adopter
77
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programme in order to inform the national rollout. This review was published on 6 May
2008.84
Since March 2007 the PSIS has been available in a read only form to all care settings.85
At 31 March 2008, 26 GP practices under two Primary Care Trusts were participating in
the early adopter programme for the Summary Care Record had uploaded just over
153,000 records to the Personal Spine Information Services.86 This represents around 43
per cent of the population who were contacted about the scheme. GPs under the three
other Primary Care Trusts involved in the programme had not uploaded any records to
the system.
At the 23rd March 2009, 248,542 Summary Care Records had been uploaded to the
Spine with 578,644 smartcard holders able to access the database.87 Smartcards provide
staff with access to the Spine. Anyone in possession of a smartcard can access the Spine,
although the degree of access to patients’ summary care records depends on the
relationship between the staff member and the patient in question.

2.5 Other Projects
Security Applications

Four security applications reside on the Spine
• Card Management Service – which controls the creation and deletion of smartcards
• Authentication Portal – which controls the authentication and authorisation of
registered Spine users to access Spine services
• Access Control Framework – which controls access to the Summary Care Record
held in the Personal Spine Information Service
• Spine Directory Service
• The Card Management Service, the Authentication Portal and the Spine Directory
Service were completed in June 2004. At May 2008 the Spine Directory Service
contained details of approximately 500,000 users, 75,000 organisations and 11,000
work groups. The Access Control Framework was implemented in December 2005.
Upgrades were planned for this service in May 2008 through the implementation of
an Access Control Service to enable additional functionality. New functions included
‘Sealed envelopes’ to restrict access to clinical information on the patient’s Summary
Care Record and patient choice over whether to have a Summary Care Record and
whether to allow information from it to be shared.
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NHSmail

NHSmail joined the National Programme in June 2003, Cable and Wireless was
contracted in July 2004 and the service was available for use in October 2004. The
service provides email and a national directory service for NHS staff across all NHS
organisations in both England and Scotland. The system replaces multiple email systems
and can be accessed securely from home. As of 23 March 2009 there were 400,000
registered users, and an average of 983,152 emails sent and received across the platform
in a week.88
Secondary Uses Service

The Secondary Uses Service (SUS) is a repository of person and care event level data
relating to the NHS care of patients.89 This data is used for management and clinical
purposes other than direct patient care. Uses of the information include examining public
health trends, analysing the effectiveness of treatments and planning the number of beds
and staff required by the NHS.
The data currently managed within SUS is derived from ‘Commissioning Data Sets’,
which NHS care providers must submit and make available to commissioners.90 Among
other uses these Commissioning Data Sets are consulted for the Payments by Results
scheme (for Trusts) and for monitoring waiting times between referral and treatment. The
Secondary Uses Service has replaced the former NHS-wide clearing service as the
system for processing these Commissioning Data Sets.
The National Programme for IT eventually plans to capture information for the
Secondary Uses Services automatically in future by collecting data from NHS systems
wherever possible. Systems for data extraction include the NHS Care Records Service,
Choose and Book, the Patient Demographics Service and the Electronic Prescription
Service.91 This process is yet to be initiated.
Quality Management and Analysis System

The Quality Management and Analysis System (QMAS) supports the ‘Quality of
Outcomes Framework’ (QOF) which became part of the General Medical Services
(GMS) contract on 1 April 2004.92 The QOF is a voluntary reward and incentive scheme
for all GP surgeries in England. The framework also gives GP practices and Primary
Care Trusts evidence and feedback on the quality of care delivered to patients.93
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Data for the system is collected from GP practices using information systems that
comply with a set of standards called Requirement for Accreditation 99 (RFA99). These
standards were introduced as far back as April 1993 to ensure that GP practices were
only paid for systems that provided the core functionality agreed upon by the Department
of Health and the profession. QMAS is not, however, limited to practices with RFA99compliant systems as these practices can submit their data manually though their Primary
Care Trust.94At 31 March 2008, 8,298 GP practices out of a total 8,444 were using the
system.95
Clinical Spine Application

The Clinical Spine Application enables healthcare professionals who do not have access
to compliant local NHS Care Records Systems to send and receive information to and
from the Spine.96 Initially the Clinical Spine Application will be the primary application
for viewing the Summary Care Record.97 The Clinical Spine Application is currently
being implemented in unscheduled care settings in the early adoption areas for the
Summary Care Record including walk-in centres and Accident and Emergency Units.98
As of 7 July 2008, the application had been implemented in 53 Primary Care Trusts and
77 Trusts.99
Transaction Messaging Service

The Transaction Messaging Service provides an interface between the Spine data and
other registered systems and users. The system currently supports the following message
types: Choose and Book, GP to GP transfer, Medication Management, Personal
Demographics Service, Legitimate Relationship Service and enquiries to the Personal
Spine Information Service. The Service was implemented in July 2004 and handles
around 108 million messages a month.100
Picture Archiving and Communications Systems (PACS)

The Picture Archiving and Communications Systems (PACS) joined the National
Programme in 2004. Picture Archiving and Communications Systems had previously
been procured in a piecemeal fashion across the NHS. PACS was added to the
Programme to enable centralised storage of images and full inter-operability and
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compatibility with the Programme’s other services. 101 The total cost for the central
PACS data stores was £245 million.102 127 PACS systems are currently live across
England and the solution has been deployed in all acute hospitals since December
2007.103 Work is now being done to enable image sharing between locations.
GP to GP Transfer (GP2GP)

GP to GP transfer was added to the Programme in March 2005 to facilitate the transfer of
patients’ records securely between GP practices. On average each GP practice in the UK
deals with around 500 patient transfers each year. GP2GP is designed to reduce the time
taken to transfer records as current systems take anytime between a few weeks and a few
months. It also aims to reduce the administrative burden associated with patient transfers
for practices.104
The service enables patient records to be transferred electronically and securely between
GP practices. As of March 2008, two GP practice systems (EMIS LV and Vision
produced by In Practice Systems) were accredited as fully inter-operable. A further 4
systems were expected to be accredited by the end of the first quarter in 2009.105 As of
23rd March 2009, the system has been used for 513,575 medical record transfers, and
5,225 of GP practices now actively operate GP2GP.106
HealthSpace

HealthSpace was added to the Programme in October 2005. Once completed, the
HealthSpace website will enable patients to view their Summary Care Record as well as
track information about their health such as height, weight, and blood pressure.107
HealthSpace currently offers two levels of service: the HealthSpace Basic Account,
which can be used to store and track information such as height, weight and blood
pressure, and the HealthSpace Advanced Account, which offers the additional
functionality of read-only access to the Summary Care Record. Currently only patients
registered with a GP practice in one of the Primary Care Trusts participating in the
Summary Care Record early adoption scheme can sign up for a HealthSpace Advanced
Account.
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As of 31 March 2008, 32,793 patients were registered with a HealthSpace Basic
Account.108 The account is available to everyone in England over the age of 16, the
number who signed up for the account represents less than 0.1 per cent of those eligible.
At the same date, 2,393 patients had registered for a HealthSpace Advanced Account,
153,188 Summary Care Records had been created meaning that 1.6 per cent of the
eligible population had signed up for an account.109
In June 2009, it emerged that plans to expand HealthSpace had been put on hold by
Connecting for Health.
NHS Connecting for Health Service Desk

The NHS Connecting for Health Service Desk was established in December 2006. It
provides support to users of the IT systems which comprise the National Programme.110

2.6 IT and Social Care
IT developments in social care have followed a different trajectory from those of health
care, owing to different organisational responsibilities and policy architecture. Unlike the
NHS, social care is a local government responsibility distributed across 150 Councils,
each responsible for developing their own plans and strategies but in the context of
relevant national policy frameworks. New legislation has meant that since 2006 most
Councils have combined children’s social care with education to form new children’s
services directorates. Adult social care in most councils now sits within a separate
department, often as part of other local authority services such as housing. This
separation has resulted in a much more differentiated approach to information systems
development than in the NHS. The transfer of national policy responsibilities for
children’s social care from the Department of Health to the Department of Children,
Schools and Families has led to significant differences in the national policy frameworks
through which Councils have attempted to develop these systems.
For adult social care, policy has been driven by wider objectives supporting the
integration of health and social care services. Current developments have focused on
supporting pilots and testing systems which enable health and local authority adult social
care information systems to effectively communicate with each other. These include
pilots to support the Common Assessment Framework for Adults and Whole Systems
Demonstrator sites to improve services for people with long term conditions. These are
the subject of a specific programme within Connecting for Health.
For children’s social care, the Department of Children, Schools and Families has adopted
a much more directive approach as part of the ‘Every Child Matters’ initiative. Its
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strategy has focused on integration of services across a much wider range of services,
supported by the development of three separate systems:

ContactPoint will be a national database holding a small amount of core demographic
data on every child up to their 18th birthday, available to authorized staff to find out
who else is working with the same child. It will not contain individual case or
assessment information.
The Common Assessment Framework (CAF) will enable professionals across all
agencies to gather and record information about individual children. A single national
IT system is being developed to support this (eCAF).
The third major development is the Integrated Children’s System (ICS), a framework
for managing and recording detailed information requirements related to children in
need, including those who have been neglected and abused. ICS supported by
information technology is the core of the electronic social care record for children. It
will be used primarily by social care professionals.

•

•

•

2.7 Information Systems in Wales and Scotland
The NHS in Wales and the NHS in Scotland have undertaken their own Electronic
Patient Record projects. The devolution of power to Wales and Scotland through the
Government of Wales Act and the Government of Scotland Act in 1998 gave power over
the governance of the NHS in Wales and Scotland to the National Assembly for Wales
and the Scottish Parliament respectively. As a result the National Programme for IT only
covers England. Details of the Welsh and Scottish programmes are as follows:
Wales

In Wales, an Individual Health Record (IHR) is being created for all patients registered
with GP practices,111 although currently the programme is only available in Gwent where
it is has been piloted. Gwynedd and Anglesey Out of Hours Medical Service has been
selected as one of the second sites to adopt the IHR. The record is created from data
contained in GP practice systems. At a fixed time each day data from the GP systems is
uploaded to the individual health record in out-of-hours care (IHR-OOH) system in
Cardiff.112 Information relating to sexually transmitted diseases, HIV/AIDS, human
fertility and embryology, abortion, and gender reassignment is prevented from upload for
the GP systems. Further information is removed from the data by the central NHS
computer systems including family history, social history, diabetes diagnoses, alcohol,
exercise and diet, height and weight, smoking, contraception and HRT and pregnancy,
birth and post natal information. The resulting IHR is currently made available to the
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Gwent Healthcare NHS Trust Out-Of-Hours Service, which is a telephone service
available when GP practices are closed. Explicit consent from the patient is required in
order to view the IHR.
Scotland

In Scotland a similar programme has created the Emergency Care Summary (ECS) from
GP records. The ECS contains demographic information and telephone numbers as well
as medication and adverse drug reactions.113 The information is taken from the practice
twice a day when any changes are made to the GP electronic record and can be viewed
by clinicians working in NHS centres.114 Patients can opt-out of the ECS. Patients will be
asked for their consent before a clinician views their information at Out-Of-Hours
centres.
An independent evaluation by UCL noted that ‘the developers of the Emergency Care
Summary ... attribute its success to a very simple, clearly defined and essentially nonnegotiable use scenario (emergency care)’.115

2.8 Conclusions from past NPfIT initiatives
When assessing the progress of the NPfIT to date, it is important to acknowledge that
certain facets of the Programme have enhanced the provision of care in the NHS. PACS
is an example of an initiative that has greatly aided the work of clinicians by providing
instant access to electronic images of X-rays and other scans straight from the desktop.
Not only does this process increase the efficiency of appointments, it allows clinicians to
manipulate PACS images and, as a result, improves their clinical judgement.
PACS implementation was occurring prior to the NPfIT and was not part of the original
scope of the Programme but the new injection of resources prompted by the National
Programme gave the PACS project the acceleration and national coordination it needed
to become fully operation across England: implementation was completed in 127 Trusts
by December 2007 within three years. The instigation of N3 has also provided the NHS
with vital connectivity and communication across Trusts.
However, there are other aspects of the NPfIT that have failed to attain the same levels of
success. As of April 2009, iSOFT’s Lorenzo product was not operational in a single
Trust; Cerner Millennium, whilst seemingly closer to implementation than Lorenzo, is
still significantly behind schedule and, whilst doctors and patients see the potential value
113
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of Choose and Book, many blame the slow uptake of the system on frequent crashes and
technical problems.116
Most of the problems that have arisen during the course of the National Programme stem
from Connecting for Health’s centralist procurement strategy and the lack of clinical
engagement prior to and during the implementation of new systems. Whilst a central
body such as Connecting for Health does have a role to play in the management of NHS
IT, its control over procurement means that systems have not suited the needs of every
trust: two of several examples of this incapacity to meet local requirements are
Rotherham NHS Trust, who decided to purchase a system outside of the NPfIT due to
delays in the delivery of Lorenzo, and the Wirral Hospital Trust, who, after waiting for
the Fujitsu contract to be resolved, contracted Cerner directly to implement the
Millennium system. This circumvention of Connecting for Health has meant that the
Department of Health is effectively paying for Cerner’s product twice over – once at a
national level through the NPfIT contracts and once at a local level where a growing
number of Trusts are seeking to contract Cerner directly outside of the NPfIT.
It is clear that the current strategy is not fulfilling the needs of Trusts and will prove
costly if more trusts procure away from the NPfIT and if local specifications cannot be
made within the scope of the original contracts. The purpose of this Review is to explore
new avenues for the Programme and recommend ways in which it can better cater for
Trusts and their patients and limit delays. It is not a matter of assigning blame but of
looking at ways of addressing the problems that Trusts are facing with a view to
maximising effective delivery of IT in the future.
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3

Lessons Learnt

During the course of the Review, the aim of the Health IT Policy Review Group has not
been to criticise the past but to look to the future to examine the ways in which IT can
better meet the needs of patients and the clinicians involved in their care.
Before drawing up recommendations from the written and oral evidence, the Review
Group considered two documents that it believes created a solid foundation on which to
introduce Electronic Health Records into the NHS before and during the conception of
the National Programme for IT (NPfIT). It also considered lessons that could be learnt
from the world renowned success of UK GP computing and the developments, both good
and bad, in community pharmacy systems.
From April 2000 to 2003, the Electronic Record Development and Implementation
Programme (ERDIP) was successfully piloting electronic records and other technology
on several primary and secondary care sites and making recommendations about
deployment of systems across the NHS. The Group chose to examine the findings of the
ERDIP report because of the range and depth of its pilot projects and the large amount of
clinical engagement undertaken by the initiative. Given that the ERDIP reports were
about to be published at the time of the Downing Street seminar in which the NPfIT was
launched, it is extraordinary that the ERDIP recommendations were largely ignored.
The Royal Academy of Engineering (RAE) and the British Computer Society (BCS)
published a report in 2004 on The Challenges of Complex IT Projects which examined
the characteristics of both successful and unsuccessful large-scale IT projects in the
public sector. The NPfIT has fallen into many of the pitfalls that this report identifies in
other IT projects. The report’s findings are testament to the fact that many of the
Programme’s mistakes were avoidable, had the Programme been subject to a rigorous
evaluation prior to its launch.
Much criticism has been made of the speed at which the NPfIT was embarked upon.
Critics have highlighted the lack of consultation with clinicians and other NHS staff and
the adoption of a monolithic, one-size-fits-all strategy that, arguably, was better suited to
political timescales than it was to the needs of the care settings into which the
Programme would be deployed. The fact that reports such as ERDIP and that of the RAE
and BCS were contemporaneous to the conception and roll-out of the NPfIT begs the
question as to why the Government did not take heed of the recommendations laid out in
both reports.
The role of the Review in assessing these reports is not to add to the mounting criticisms
of NPfIT but to outline a strategy for its future improvement. Part of this process
involves examining the relevance of recommendations that could have saved the NPfIT
from many of the pitfalls it now finds itself in. In doing so, this report will establish a
solid foundation on which to build its case in the forthcoming chapters of evidence.
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To this end, the Review Group has extracted several lessons that can be learnt from the
ERDIP and Royal Academy of Engineering reports which it believes go some distance
towards explaining where the National Programme has gone wrong to date and how it
can be put right in the future.

3.1 IT in healthcare: Lessons Learnt from the Electronic Record
Development and Implementation Programme (ERDIP)
The ERDIP initiative consisted of 19 national projects (demonstrator sites) designed to
test and demonstrate core elements of the technology and cultural change required to
develop electronic patient records and electronic health records. These demonstrator sites
were funded by the NHS Information Authority (NHSIA) and testing was completed in
March 2003 – its completion was almost contemporaneous with the launch of the
National Programme for IT.
After summarising and publishing the results of over 400 demonstrator deliverables and
numerous evaluation reports and workshops, the NHS Information Authority compiled a
series of recommendations from across the projects and published them in April 2003.
There was a consensus across all the sites that Electronic Records could improve
efficiency, communication and patient-focused care within the health service if deployed
in the appropriate way. The following key recommendations for achieving successful
implementation were made:
3.1.1
•
•

•

117
118

Strategy

Care pathways: cross-departmental communication through IT must always focus
on a patient’s care pathway to provided patient-centric care.
Scope of Integrated Care Record Service (ICRS): several worries were expressed
concerning the scope of the ICRS – if not clearly defined, the project could propagate
and not fulfil its original vision: ‘The ICRS must be considered within its context as
part of an overall healthcare system so that the system boundary can be defined
clearly.’117 In other words, IT must not become an end in itself but aid the work of
the overall healthcare system.
Staff involvement: involvement of clinicians and other NHS staff in projects was
deemed to be insufficiently achieved on the ERDIP sites. The reports recognised this
as a failing and underlined the importance of ensuring staff sign-up to systems if the
ICRS was to be extended118
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•

Clinical needs: systems must be designed to meet specific clinical needs and the
benefits of such systems must be conveyed to staff effectively.119

3.1.2
•

•

•

•

Architecture

Time scale: it was noted that any plan to scale up projects to cover the whole of the
NHS would require the provision of adequate time for such a project to complete.
This raises questions over the original timescale assigned to the National Programme
for IT and highlights the need for a realistic time frame for completion.
Relationship between new and existing systems: sites suggested that clarification
was needed regarding the interface between existing HRI developments and
emerging Integrated Care Records for creation of both local and national access.
Centralisation and localisation: it was recommended that different parts of an
electronic patient record project were suited to centralisation or localisation. The
ERDIP reports argued that these parts should be clearly defined from the onset. And
that standards should be established to ensure compliance of localised sections with
overall system architecture. South Staffordshire’s report on Local and National
Implementation of Electronic Health and Social Care records proposed ‘an
infrastructure comprising both national level products and services as well as services
operating within the local care economy’.120 It endorsed a degree of local choice over
systems.
Format of the EHR database: views differed on the way in which records should be
stored and accessed. One site stated that ‘integration of the EPR and EHR to create a
single patient database is a robust and practical model for the creation of an EHR.’121
But another site warned against the introduction of a single central database:
Whilst it may be theoretically possible to have a single physical
national EHR the level of risk makes this undesirable given current
technology. Even if it were more feasible, the implementation of a
single database on that scale would carry considerable risk of failure.
The NHS is not in the business of building the world’s fastest
operating system, or the biggest database. The Public Accounts
Committee in its report for year 2000 pointed at the need for the
breaking down of large, high-risk public sector IT projects into
manageable components. This would be such a case in point.122

•

It recommended following the advice of the Public Accounts Committee and split the
project into manageable components.
New technologies: any system and infrastructure must be flexible enough to allow
for the development and incorporation of new technologies.
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3.1.3
•

•
•
•

Staff awareness of benefits: Cornwall Core National evaluation report defines staff
awareness as ‘when the stakeholders no longer see the project as purely IT and have
more foresight to see the potential benefits’.123
Skills: it was recommended that the NHS ‘nurture the necessary skills within the
organisation’s workforce to develop best informatics practice.’124
Change management: There was a wide consensus on the need for adequate and
regular staff training to ensure a smooth and safe transition to EPRs.125
Information-sharing and confidentiality: a balance must be achieved between
appropriate recognition of the need to share information across care settings/along
care pathways and observation of confidentiality restrictions.

3.1.4
•

•

•

Staffing

Data Quality

Coding and standards: ERDIP sites widely recognised the need for national
standards and common coding practices to ensure data quality and the feasibility of
sharing information. The Technical Options for the Implementation of Electronic
Health Records Nationally report noted the difficulties caused by varying coding
practices and stated that ‘these problems will increase as solutions are scaled up’.126
Staff engagement: Cornwall Integrated Care Records Service: Data Quality - Issues
and resolution reported that ‘working with members of staff to develop consistent
processes and procedures makes a significant impact on data quality.’127 Several
other sites advocated a similar emphasis on staff training.
Patient access to records: Giving patients access to their own records was thought
to be a good means of ensuring accuracy of data.128

3.1.5

Project Management

Three project management preconditions for the local rollout of EHR were identified:
1. A central project office, managing timing and planning of overall project timing and
implementation
2. Local teams that report into the project office managing local resource and finances
3. A phased approach to implementation, with live testing, post rollout assessment
and feedback.
The ERDIP final report concluded:
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The combination of a central project manager/team and local
representatives has been a significant success factor in several ERDIP
projects. In particular, the phased approach for some has been
instrumental in ensuring delivery, and the local teams can co-ordinate
each area’s readiness with delivery timelines. Some (Suffolk, S&W
Devon) would extend it, the latter considering that a whole -system
design is essential to achieve joined-up care. We concur with this
view, and consider it consistent with the ‘design authority’ concept
that the NHSIA is now setting up. A national rollout will clearly
require many project teams and it is important they function at the
appropriate level for the project to be manageable but for the central
team to have sufficient leverage to unblock issues as they arise. The
project management approach depicted above, would be required if
that whole system approach were to be implemented successfully.129
Sites therefore concluded that coordination between a central management team and
local representatives would be required in order for an NHS-wide IT project to be a
success.
3.1.6

Social Care

ERDIP sites outlined the following challenges facing integration of health and social care
IT services:130
•
•
•
•
•

•

Gulf in infrastructure: social care has inadequate IT infrastructure and technology
to enable a connection to the NHSnet.
Difference in ethos: ‘In social care information is made available unless instructed
not to, whilst in health the opposite applies’.131
Communication: there is a lack of communication at national level regarding the
immediate data exchange issues of patient care that cross the two bodies.
Data Quality: the implication for data quality if records are shared/information is
exchanged.
Staff commitment to improving communication: West Surrey Core National
Evaluation report suggests that this could be achieved by ensuring that IT projects are
service driven rather than led by technology.
Differences in terminology and practice between social care and the NHS.

Recommendations:
•

Projects should be service-driven.
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•

A governmental/departmental drive is required if records are to be shared between
health and social care.

3.1.7

Suppliers

The ERDIP Lessons Learnt report on suppliers states that a principal issue that affected
ERDIP sites was the scale over which systems were supplied: ‘suppliers have had
significant problems in resourcing multiple projects, need to ensure the load can be
spread.’132
The ERDIP sites were unanimous in their endorsement of the close relationship between
the site and the supplier that developed during the projects and of supplier involvement in
the demonstrator projects. There were several recommendations for formalised
partnerships to be formed between hospitals and suppliers so that hospital staff could
have an input into the implementation/design of the system and suppliers could work
closely with staff to enable successful operation of the system.
5 ERDIP sites expressed concerns over the problems caused by lack of leverage they had
over key suppliers as a result of contracts and procurement being organised centrally. 133
The Tees site recommended the provision of ‘assistance and advice’ during the
procurement process to ensure systems meet health service requirements. This should
take place on a local level as well as a national level:
A specific issue raised by Local Authority staff was the requirement
for assistance and advice for their own procurement teams to ensure
that the systems they are buying will meet health service
requirements. This situation is probably reflected nationally, but
should be addressed on a local level as part of building a working
partnership.134
The Tees site, while seeking national guidance on procurement, believed that
nationalised procurement was neither efficient nor straight-forward:
The procurement process is long and complex, and acts as a barrier to modernisation
through innovation and adoption of new technologies. The NHS has developed its own
procurement practices, which are theoretically supposed to deliver value for money,
accountability and reduction of risk. However, the bureaucracy involved in the process
has reached such a level that the procurement of a clinical system can take up to 2 years,
and the process is so complex that contracting out procurement management is
commonplace.’135
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ERDIP, Lessons Learnt, Suppliers topic, 11th April 2003.
Ibid.
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ERDIP, Tees Final Standards: Gap Consultancy, 4th June 2002.
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ERDIP, Lessons Learnt, Suppliers topic, 11th April 2003.
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The final ERDIP national evaluation report noted that the ‘developmental’ nature of the
projects had allowed for a close partnership to form between site and suppliers. It warned
that these partnerships had much added benefit but ‘would not necessarily scale up’ if the
roll-out of EPRs was largely centralised. It stated:
Traditional processes that are in place for larger scale procurements
(e.g. ‘Shires’ EPR involving Cornwall, Gloucester) show that these
systems are not likely to build on the integrated working philosophy,
but result in procurement of large, predominantly organisationallybased (‘silo’d’) systems. It is hoped by the sites that the PSP work
from the centre will help to inform on a how to manage a relationship
that balances flexibility with accountability for delivery.136
The ERDIP technical standards review addressed the issue of suppliers and the standards
they set. It claimed sites felt they had to ‘make do’ with the standards available from
suppliers:
Suppliers often described themselves as ‘standards agnostic’, they would support
standards if implementation costs were funded or if supporting standards gave them
competitive advantage.137 ERDIP sites did not have sufficient influence over standards
choice and suppliers will support standards if costs are covered or they have something to
gain. If the NHS wishes to obtain standards support without funding the changes then
supporting standards must give suppliers competitive advantage.138
Despite the rigorous and extensive pilots of the ERDIP initiative, the Government did not
appear to take into account the programme’s findings when planning and launching its
National Programme for IT in 2002. Results from the ERDIP sites were still being
gathered at the time of the Downing Street Seminar in which Tony Blair first put forward
the notion of a national programme.
The final ERDIP national evaluation report noted that the ‘developmental’ nature of the
projects had allowed for a close partnership to form between site and suppliers. It warned
that these partnerships had much added benefit but ‘would not necessarily scale up’ if the
roll-out of EPRs was largely centralised. It stated:
Traditional processes that are in place for larger scale procurements
(e.g. ‘Shires’ EPR involving Cornwall, Gloucester) show that these
systems are not likely to build on the integrated working philosophy,
but result in procurement of large, predominantly organisationallybased (‘silo’d’) systems. It is hoped by the sites that the PSP work
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ERDIP, Core National Evaluation: final report, 31st January 2003.
ERDIP, Lessons Learnt, Suppliers topic, 11th April 2003.
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ERDIP, Lessons Learnt, Suppliers topic, 11th April 2003: ERDIP Technical standards review 18th
September 2002.
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from the centre will help to inform on a how to manage a relationship
that balances flexibility with accountability for delivery.139
The ERDIP technical standards review addressed the issue of suppliers and the standards
they set. It claimed sites felt they had to ‘make do’ with the standards available from
suppliers:
Suppliers often described themselves as ‘standards agnostic’, they
would support standards if implementation costs were funded or if
supporting standards gave them competitive advantage.140 ERDIP
sites did not have sufficient influence over standards choice and
suppliers will support standards if costs are covered or they have
something to gain. If the NHS wishes to obtain standards support
without funding the changes then supporting standards must give
suppliers competitive advantage.141
Despite the rigorous and extensive pilots of the ERDIP initiative, the Government did not
appear to take into account the programme’s findings when planning and launching its
National Programme for IT in 2002. Results from the ERDIP sites were still being
gathered at the time of the Downing Street Seminar in which Tony Blair first put forward
the notion of a national programme.

Conclusions drawn from ERDIP

The areas in which the demonstrator projects were successful prove that clinical
engagement in the implementation and procurement of systems is vital. While sites
requested guidance from a central body, they recognised the need for competition in the
procurement process and for local management of implementation. This localised,
clinically engaged approach to information systems is of particular interest to the Review
Group as it correlates with the comments submitted in the Review evidence and the
conclusions drawn from that evidence.
Throughout the ERDIP pilots, all the sites agreed that having a close relationship
between suppliers and clinicians was the key to successful design, implementation and
use of IT. Review evidence demonstrates a similar trend amongst witnesses and the
Review Group’s recommendations advocate a strategy that facilitates this partnership
between clinicians and suppliers.
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ERDIP, Core National Evaluation: final report, 31st January 2003.
ERDIP, Lessons Learnt, Suppliers topic, 11th April 2003.
141
ERDIP, Lessons Learnt, Suppliers topic, 11th April 2003: ERDIP Technical standards review 18th
September 2002.
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3.2 Public sector IT projects: Lessons Learnt from the Royal Academy
of Engineering/British Computer Society Report on The
Challenge of Complex IT Projects.
The Challenges of Complex IT Projects was published in April 2004.142 The report was
produced by fellows of the Royal Academy of Engineering (RAE) and the British
Computer Society (BCS) who consulted more than 70 individuals, including senior
directors, managers, project managers and software engineers from the public and private
sector, as well as academic experts.
The following recommendations are of relevance to the issue of IT in healthcare and the
roll-out of the NPfIT:
•

Skilled IT professionals and best practice: the report recommended that every
complex IT project should ensure that it is adequately staffed with skilled IT
professionals and software companies who both adhere to an established best practice
and possess Chartered status.
This principle highlights the importance of providing highly qualified and
experienced IT professionals both through Trust staff teams and the NPfIT suppliers.
In order for trusts to make full use of this expertise, there must be ample opportunity
for staff to collaborate with supplier professionals in the design, implementation and
maintenance of IT systems.

•

The report cited NHS direct as an example of a successful public sector IT project
and extracted the following recommendations from its success:
-

-

Short lines of communication between the project team and those responsible
for implementing the service at the local level to ensure that lessons are learnt
rapidly as the project progresses
Effective use of piloting
Wide-ranging consultation of key stakeholders, within the constraints of the
tight schedule.

As later evidence will elucidate, the Review Group deems communication between
NHS Connecting for Health, suppliers and NHS staff on the ground to be a key area
in which the NPfIT can improve and progress. Engagement of end-users has been
insufficient in the past and instrumental in the failings of the NPfIT to date.
•

The report referred to the work that has been done by the Office of Commerce to
establish criteria to minimise the risk of major Government IT projects failing. One

142

Royal Academy of Engineering, The Challenges of Complex IT projects (in conjunction with the
British Computer Society).
http://www.raeng.org.uk/news/publications/list/reports/Complex_IT_Projects.pdf
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criterion mentioned in the report is of particular relevance to the Review and to the
NPfIT:
No Government initiative dependent on new IT is to be announced
before analysis of risks and implementation options has been
undertaken.143
When substantiating these criteria, the report cited ‘specific difficulties’ that
public sector projects might face. These included, ‘their high visibility, the risk
averse culture of the civil service, the need to meet politically-driven timescales
and, in many cases, their enormous scale and complexity’.1

It is doubtful whether sufficient analysis of the risks and implementation options took
place before the NPfIT commenced. Moreover, the Downing Street Seminar with the
Department of Health suggests that comparatively little consideration was given to
the viability of a National Programme for IT prior to its launch and that political
timescales had a significant role to play in the planning of the project.
•

Scale: the report noted that there remains a tension in the strategy of projects between
the scale induced through centralisation and the costs arising from localised projects.

•

Business processes: the report observed that there is a two way relationship between
business processes/staff practices and IT; not only do business processes need to
change in order to accommodate IT systems, systems should take into account the
current and potential business processes of the customer.
In the context of the NHS, this means extensive consultation with clinicians and other
NHS staff to establish how IT can further business processes and to predict the
impact of a particular system on work practices.

•

Existing systems: the report states that ‘there is a strong tendency to start from
scratch each time a new project is embarked on.’ IT suggests viewing IT systems as
‘iterations of established processes or products with allowances made for novel
attributes.’ A high degree of novelty in projects increases risk of failure.
With regard to the NPfIT, this recommendation could be applied to the need for
CfH/suppliers to acknowledge the benefits of systems that were in place before the
programme e.g. in Primary Care.

•

143

The participation of end-users: the involvement of staff who will eventually make
use of the new information system in its specification and development was seen as
crucial to the success of any IT project. Equally important, according to the report,
was user training to ensure users benefit from IT and that systems are used to
Ibid.
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maximum effect. A key aspect of this participation stems from the relationship
between the supplier and the customer (in the case of the NHS, this must equal the
Trusts, rather than CfH)
•

Evolutionary project management: rapid learning cycles must feed into the
management of the IT project with regular occasions for review, feedback and
redirection. The Programme must be staggered to form a series of ‘small, welldefined steps, giving users a chance to evaluate the system and influence
development at a stage when the design can still be readily adjusted’. Management
should put in place a ‘project decision gate’ at the end of each step so that there is
ample chance to reconsider and, if necessary, alter the direction and design of the
programme.

•

Management and human factors, as opposed to IT, are largely to blame for the
failure of complex IT projects, the report argues.

Other issues raised by the report were the need for adequate testing of systems during
design; the benefit of risk and reward sharing contracts; the dangers of establishing a
project scope that is too idealistic; the pitfalls of holding the belief that software will
fulfil its specification perfectly without failure.

The implications of the report’s recommendations for the NPfIT are clear:
increased planning and a clearer strategy; more opportunity for redirection and
assessment; extensive participation of NHS staff in the design and
implementation of systems; an evolutionary approach to management. In an
ideal world, these recommendations would have already been heeded by CfH.
Since they have been largely neglected, it is important that they play their part in
this Review and, where there is still scope for redirection, shape future
developments in the NPfIT.
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3.3 Lesson Learnt from Primary Care
Year
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Figure 5 The Growth in GP Systems: Based on Department of Health figures.
GPs have been using computers for clinical records, electronic prescribing and decision
support for many years. Their systems also do all the administration of the practice
including medical audit and claims handling. Figure 5 demonstrates the scale of the
growth witnessed in GP computing during certain key periods.
At the beginning of this period of growth, it was just the enthusiastic GPs who used
computers, often designing their own systems. As these became more sophisticated and
the commercial suppliers saw a market, the data they were collecting came to the
attention of the Department of Health (DH). Thus the new GP contract in 1990 required
GPs to collect extensive data if they were to maintain their practice income. This explains
the sharp increase in growth around 1990. The next period of growth was related to Fund
Holding when GPs had to provide commissioning services which again required
computers.
By 2002 Nearly all GPs were making use of IT solutions. Over 90 per cent of GP-issued
prescriptions were processed electronically i.e. printed on paper after being entered into
the electronic medical record and then checked by the IT systems. A large proportion of
GPs have ceased to use paper medical records, opting instead for the EHR.
The range of systems in use has changed from over 120 in 1989 to about six today. This
change has been driven by an ever increasing amount of functionality required by GPs
and initiated by the GP Systems Requirements for Accreditation (RFA) - a combined
exercise between the profession and the Department of Health. The Joint GP IT

68

Committee of the British Medical Association and Royal College of General Practice
worked with civil servants to produce and develop these standards. They were mainly
instigated to meet the Department of Health’s requirements but did ensure that GP
systems had standardised functions. The systems developed under the RFA also had a
limited capacity for interoperability: electronic information-sharing could occur between
General Practice and various pathology laboratories and with health authorities. There
was also the scope for the electronic transmission of oratory results, patient demographics
and items of service payments between practices. However, the systems could not
communicate with secondary care services.
Thus, by the start of NPfIT, sophisticated systems, driven by a set of standards, had
infiltrated the GP market extensively. These systems tended to have been in use for many
years and thus were well adapted to the business needs of GPs. Their durability and
relevance were not understood by those producing NPfIT who did not comprehend the
needs of General Practice and as a result there was a significant revolt by GPs who were
mandated to change their software to new, centrally controlled systems with limited
functionality which would have damaged the care of their patients. Eventually NPfIT
developed GPSoC, an initiative that was outlined earlier in the introduction (section
1.5.1.). GPSoC provides a set of standards to control the range of systems that are
available to General Practice. GP practices are then permitted to choose which systems
they want to use. Unfortunately some PCTs try to railroad GPs into systems which are
not of their choice and thus may be unsuitable as time develops.
The success of GP computing prior to the NPfIT can be attributed to:
•

Clinical buy-in: the systems were designed by GPs and GPs had a free choice so
they developed a sense of ownership. This encouraged buy-in and effective use.

•

Understanding the nuances of General Practice: the original systems were
developed to serve the business needs of practices. It was only later that the
Department of Health started requiring functionality and data.

•

Standards: the functionality of GP systems was determined by the RFA
(Requirements for Accreditation) in consultation with the professions and the
Department of Health. Standards were not set by experts in a closed room.

•

Light touch regulation: GPs responded to an environment of choice combined with
incentives and penalties which they could manage.

•

Clinical involvement: professionals were involved in the design, procurement and
implementation of systems. Various GP bodies, including the RCGP, BMA and
PHCSG worked on improving the choice of systems and protected the profession
from unrealistic demands.

•

Management of a complex adaptive system: the NHS does not function as a tightly
managed system; it is not a ‘command and control’ organisation. It is best defined as
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a ‘complex adaptive system’. This definition is particularly true of general practice
where GPs are independent contractors, not subject to direct control. It is well
understood that a complex adaptive system should be managed by incentives rather
than penalties. The incentives which drove the computerisation of general practice
were the need for GPs to collect data for their target payments and their interest in
anything which improves their care of patients. Engagement of clinicians and other
front line staff is critical. The GP systems have been extremely successful and widely
adopted because they provide the functionality need by the end users – GPs and their
staff. This happened because the GPs themselves did the work to explore what could
be done and often invented features themselves. Even when commercial suppliers
began to dominate the market the designers were often GPs and there was a very
strong involvement from the users in what the suppliers developed.

Conclusions drawn from Primary Care

A key facet of the success of primary care computing is the amount of clinical
involvement that went into designing and selecting systems. The entire process,
from development to implementation, was clinically-led at a local level. The
NPfIT has much to learn from the early successes of primary care IT.

GPSoC demonstrates that CfH has learnt from past mistakes and is attempting to listen to
clinicians’ requests for more choice and control over systems. However, many other areas
of the Programme remain under central control with limited clinical engagement. If
lessons are learnt from GP computing, the Government will adopt a more localised
approach to design, procurement, implementation and standards across the National
Programme for IT to ensure that clinical engagement and choice is maximised: only then
will systems be able to be used to their full potential by their end users and deliver
tangible improvements to patient care.

3.4 Lessons Learnt from Community Pharmacy Systems
The development of systems in support of community (primary care) pharmacists
followed a similar needs-driven path to general practice. Pharmaceutical information
systems reached 100 per cent penetration very swiftly after they were made available.
The initial requirements satisfied by systems were as follows:
•
•

Adherence to the emerging professional standards regarding machine printing of
medicine labels (to replace the hitherto hand written labels).
The provision of local pharmacy-held medication records (PMR) to aid the efficient
and safe dispensing of an ever increasing proportion of repeating medication.
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•

The creation of sophisticated stock management systems to ensure a high patient
service level whilst minimising the investment in expensive medicines and valuable
time spent in the ordering process.

By the mid 1980s there was a wide range of systems available. The demands of users for
increasing sophistication led to severe market contraction and today, there remain only a
handful of available systems.
Unlike GP systems, no national standard requirements were set by professional bodies or
the NHS with regard to content or structure. Some elements of the systems met de facto
standards such as those necessary to communicate with pharmaceutical wholesalers but
the scope and content of data relating to patients was largely left to the individual
developer. In recent years, as NPfIT initiatives require integration of system data for the
delivery of, for example, the Electronic Prescription Service, it has been necessary for
pharmacy systems to comply with standards for spine connectivity together with
approved terminology (dm+d) and messaging (HL7) standards. These demands have led
to further suppliers exiting the market and less choice for end users.
Conclusions

The full implementation of pharmacy systems across the board is testament to the
benefits of a close working relationship between system developers and end users where
their needs are met through regular and managed dialogue. In the case of pharmacy, the
recent imposition of central standards has stifled innovation but this does not mean that
there should be no standards for information systems. National standards are required for
the content and structure of pharmacy-held records in order that they can be properly
shared and thus enhance improvements to patient care. However, there is an important
lesson to be learnt from the development of pharmaceutical systems: any future
developments in pharmacy which are required to meet national policy objectives should
be supportive of current systems and not stifle the development of additional
functionality by the profession.
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4

Method and Structure of Evidence

The Review Group gathered evidence from the key stakeholders in the National
Programme for IT and those with policy proposals for the future of the Programme.
Witnesses submitted evidence in written and/or oral form. The witness base includes
individual clinicians, civil servants and large organisations of stakeholders such as the
Royal Colleges. The Local and National Service Providers and their principal suppliers
also gave evidence. In addition to the evidence submitted directly to the Review, a large
amount of published literature was reviewed.
The Review Group held a series of oral evidence hearings to question witnesses further
on their written submissions or to hear new evidence. Details of participants and the
evidence they submitted are held in the appendix of this report: the Review Group were
working within a tight set of resources and focused their investigation on obtaining
quality witnesses to avoid sacrificing depth of analysis for the sake of scale. 80
organisations submitted evidence, many of whom carried out extensive consultation
amongst their members or workforce. Where requested, the anonymity of witnesses has
been preserved. For this reason, there are a number of submissions that are not contained
in the appendix. Where specific pieces of evidence are cited in the main body of the text,
references to the relevant section of the appendix can be found in the footnotes.144
References to written evidence are indicated by the letters Ev followed by the chapter
number of the submission in the appendix. References to oral evidence are indicated as
such in the footnotes.
The Review evidence will be outlined in the following 10 chapters. The presentation of
this evidence will be arranged into two sections according to each question posed to
witnesses with a third and final section at the end of the chapter:
•

The first section will constitute an objective outline of witnesses’ views and
comments.

•

The second section will contain an analysis of this evidence in the form of a
conclusion.

•

The Group will then issue a set of overall recommendations for the topics raised in
the chapter as a whole.

144

All written evidence is published in the online appendix on the following website:
www.stephenobrien.org.uk/healthitreview. Recordings of oral evidence have been submitted for storage in
the office of Stephen O’Brien MP.
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5

Strategy

This chapter aims to establish the objectives that should be embodied by IT in its support
of patient care. As was outlined in the introduction, past IT strategies have treated IT as
an end in itself and have not given sufficient thought to the ways in which IT can
facilitate the delivery and improvement of patient care. As the evidence in this chapter
makes clear, clinicians, IT professionals, managers and suppliers all believe in the
capacity for IT to effect change in the NHS if the objectives that drive its deployment are
sufficiently focused on the delivery of patient-centric care.
Witnesses were asked to consider the following topics to ascertain their views on the
strategic direction of NHS IT and the information required to support it.

5.1 Strategic objectives supported through use of IT in health and
social care
This section looks at what the Executive and NHS Trusts should be trying to achieve
through a long term view of healthcare supported by IT. It does not consider how these
aims can be met. As such it establishes a vision and a direction for the future use of IT in
the NHS and social care services.
It was argued that IT should aim to do the following:
Improve patient care 145

The objective of improving patient care was frequently referred to during the course of
the evidence. Witnesses believed that this objective should be the major driver of any IT
implementation in health and social care. Some of the evidence, in particular the British
Computer Society Primary Healthcare Specialist Group submission, observed that in the
past there had been a dataset mentality which drove information collection towards
management and administration of health.146 This mentality could distort the nature of
the systems provided, distract clinical staff from actually caring for the patient and make
them unwilling to use systems appropriately. Robin Abbi of Oxford Brookes’ School of
Technology also argued that IT should facilitate team-based and evidence-based care.147
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Roz Foad (Ev 1.65), BMA (Ev 1.8), RCOG (Ev 1.62), Anon, Logica (Ev 1.40), Tristran French (Ev
1.19).
146
Ian Herbert (Ev 1.25).
147
Robin Abbi - Oxford Brookes University (Ev 1.52) - Oxford Brookes University – School of
Technology (Ev 1.53).
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Whilst there was general agreement that there was unlimited opportunity to improve
access to health care, there was divergence on how well this could be implemented and
whether the increased use of IT would benefit all patients or cause some to be excluded.
Witnesses concurred that the care of those with limited access due to mobility or
knowledge would improve with the advent of remote monitoring.148 South East Coast
Ambulance Service (SECAmb), BT and Microsoft all discussed ways in which
information systems could engender progress towards the prioritisation of prevention
rather than treatment of illness.149 Telecare was one example given of a technology that
could help patients maintain their health.
Some witnesses expressed concern that those patients who cannot use a computer or do
not have access to a computer may be disadvantaged by the increased use of IT and
health inequalities would thus be compounded.150 NCRI informatics initiative added that
patient access to information on their condition and treatment might be restricted if the
patient in question is unable to use IT.151 Witnesses also speculated that the attitude of
using IT for IT’s sake would also be a contributory factor to creating a wider divide if IT
were to become the main vehicle by which care was delivered.
There was also a worry that more patient control over care could exclude some patients.
IT systems that claim to generate this control were cited as examples: the NHS Care
Record Service, HealthSpace and Choose and Book.152

Improve the interchange information between all sectors153

Improving the communication of information across sectors in health and social care was
seen by the majority of witnesses as a major advantage of using IT. Supporting the
concept of the patient journey across services with electronically transferred patient
information was perceived to be a successful strategy to improve patient care. Witnesses
agreed that there are many ways in which this communication could be managed
technically. They called for a greater understanding in the NHS of the risks and issues in
moving patient records around and a clearer outline of who possesses ownership of the
data. These issues included:
• Confidentiality
148

NHS Confederation (Ev 1.50), Research in Motion (Ev 1.64), Healthcare Commission (Ev 1.24), John
Griffin (Ev 1.22).
149
Microsoft oral evidence (Ev 1.43), BT oral evidence / (Ev 1.12) , SECAmb (Ev 1.67) oral evidence.
150
Andrew Bamji (Ev 1.5), Frances Blunden - NHS Confederation (Ev 1.50), Anon, NCRI Informatics
Initiative (Ev 1.47) (Ev 1.49), John Griffin (Ev 1.22), Joseph Rowntree Foundation (Ev 1.35).
151
NCRI Informatics Initiative (Ev 1.47).
152
BMA (Ev 1.8).
153
Andrew Bamji (Ev. 1.5), Roz Foad (Ev.1.64), RCS - Faculty of Dental Surgery (Ev 1.34)), RCOG (Ev
1.61), Grant Kelly (Ev 1.36), Vivienne Nathanson BMA (Ev 1.8), (Ev 1.59), UKCHIP (Ev 1.69), Cerner
(Ev 1.15), Intellect (Ev 1.31), NHS Confederation, Marlene Winfield (Ev 1.73), Logica (Ev 1.40), Robin
Abbi Oxford Brookes University (Ev 1.52) .
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•
•

Security
Control of the data.

However it was also pointed out that the environment in which data can be most useful is
the one in which it is collected.154 Most patients do not see multiple providers every time
they contact the NHS; less than 5 per cent of GP consultations result in referral.155 Thus
the patient journey is less important than the support the EHR can give at the place where
the data is collected; the support that an electronic record can give to prescribing by
junior hospital staff is more important than ensuring that the information about that
prescription is available to whoever else becomes concerned with that patient’s care. This
secondary objective does require consideration but systems should not be built around
this function to the detriment of providing real-time access to information.
Minimize risks to patients through accessible patient or treatment information156

Patient safety was also seen as a major strategic objective. Clinical errors have the
potential to endanger patients, particularly in the area of medication. Figures from the
Audit Commission on the impact of drug errors show that £500,000 is lost each year
from increased length of stay, not to mention the distress and harm caused to patients.157
Figures for the US suggest that electronic prescribing combined with warnings, prompts
and alerts can reduce this amount by up to 70 per cent.158
Boston’s Brigham and Women’s Hospital demonstrated that Computerized Clinician
Order Entry (CPOE), a form of electronic prescribing, reduced error rates by 55 per cent
- from 10.7 to 4.9 per 1000 patient days. 159
Rates of serious medication errors fell by 88 per cent in a subsequent study by the same
group. The prevention of errors was attributed to the CPOE system’s structured orders
and medication checks. LDS Hospital in Salt Lake City demonstrated a 70 per cent
reduction in ADEs (adverse drug reactions) after implementation of a CPOE system.
It is clear from the impact of electronic prescribing on the reduction of errors that IT
systems have the capacity to make a tangible impact on increasing patient safety.
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BCS PHCSG (Ev 1.6), Professor Trisha Greenhalgh (Ev 1.21).
National Audit Office, Department of Health, Patient Choice at the Point of GP Referral, January 2005.
156
UKCHIP (Ev 1.69), Intellect (Ev 1.31), BMA (Ev 1.8), Kate Verrier-Jones (Ev 1.70), BT (Ev 1.12),
Marlene Winfield (Ev 1.73), Anon, Robin Abbi - Oxford Brookes University (Ev 1.52) University of
Oxford Brookes.
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Audit Commission ,A Spoonful of Sugar: medicines management in NHS hospitals, December 2001
158
Health Informatics has had a favourable impact on patient care: agree or disagree? BCS report 2005,
http://www.bcs.org/upload/ppt/healthinformatics.ppt
159
Jama , Effect of Computerized Physician Order Entry and a Team Intervention on Prevention of Serious
Medication Errors, 1998.
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General alerts can also be issued electronically to doctors, warning them of abnormal
readings of blood pressure or unusual test results. However, as a recent Healthcare
Commission report found, work needs to be done to ensure that Trusts act on such alerts:
Safety alerts issued via the Safety Alert Broadcast System (SABS)
(and now by its successor, the Central Alerting System (CAS))
communicate vital information to trusts to enable them to take action
to improve safety. Despite this, implementation and auditing of
actions is poor. In 2007/08, 112 alerts were issued to Trusts via the
SABS. No trusts implemented all of the alerts within the specified
deadlines and, on average, Trusts implemented only 44 (40 per cent)
of them within the deadlines.160
Make information from different sectors more compatible/reduce variability of system
structures161

Witnesses discussed the role of IT in creating a common language and terminology
through which data can be communication across services. If designed appropriately,
witnesses of the Review believed that IT systems could facilitate the communication of
information across the NHS as well as supply specialist data to different departments.
Improve efficiency and lower cost of NHS care 162

Many witnesses suggested that implementing IT would reduce costs. However, it was
also noted that it takes several years after an implementation for these cost savings to be
seen. Thus IT must not be viewed as a quick fix for rising NHS costs. BT developed this
argument by saying that the NPfIT programmes will not reduce costs even as time goes
on but that there is potential to reduce the rate at which costs increase. He asserted that
‘we will not succeed in reducing costs but we can succeed in containing them’.163
Conversely, iSOFT said they had a firm belief in the ability of IT to reduce costs.164 It
also argued that information systems are an essential tool in delivering patient-centred
care and improving efficiency as they allow clinicians to use their time in consultation
with the patient more efficiently: the average consulting time is 6 minutes but the average
appointment time is 10 minutes – if deployed correctly, iSOFT believe that IT can extend
the former and decrease the latter.
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Whilst the potential for IT to reduce the immediate cost of healthcare is debatable, it has
a greater capacity to improve the efficiency of the delivery of care and this will mean a
better experience for patients and staff even before cost savings are seen.
Several major studies from the US show that, although it is not a simple solution, the use
of health IT does increase efficiency and decrease costs. For example, a landmark study
conducted by W.M Tierney and his group of US experts evaluating the economic impact
of implementing computerized physician order entry found that costs per admission fell
$887 and length of stay decreased 0.89 days.165
Another Review in the Annals of Internal Medicine showed:166
•

•
•
•
•
•
•
•

Health information technology has been shown to improve quality by increasing
adherence to guidelines, enhancing disease surveillance, and decreasing medication
errors.
Much of the evidence on quality improvement relates to primary and secondary
preventive care.
The major efficiency benefit has been decreased utilization of care.
Effect on time utilization is mixed.
Empirically measured cost data are limited and inconclusive.
Most of the high-quality literature regarding multifunctional health information
technology systems comes from 4 benchmark research institutions.
Little evidence is available on the effect of multifunctional, commercially developed
systems.
Little evidence is available on interoperability and consumer health information
technology.

An additional study on IT and inpatient outcomes discovered a strong relationship
between the presence of several technologies and complication and mortality rates and
lower costs.167 The specific technologies evaluated included order entry, clinical decision
support, and automated notes. For example, higher order entry scores were associated
with 9 per cent and 55 per cent decreases in mortality rate for patients with myocardial
infarction and coronary artery bypass surgery, respectively. The results for decision
support were also notable: higher decision support scores were associated with a 21 per
cent decrease in the risk of complications.

Other strategic objectives for the use of IT outlined by witnesses of this Review included:
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•
•
•
•
•

•
•
•
•
•
•
•

Provide clinical decision support at the time of decision-making.168
Avoid duplication of information/unnecessary bureaucracy.169
Increase visibility of health strategies and policies for the public.170
Implement a Child Health Information System which centralizes information from
health organizations and professionals.171
Create a national register of people with long-term/chronic conditions.172 Witnesses
recognised that many patients with long term conditions were already taking full
advantage of what technology had to offer them (e.g. remote monitoring) and that
good progress had been made and successful outcomes achieved.
Measure and improve clinical performance through analysis of electronic data.173
Consolidate information for research.174
Improve access to healthcare information at the point of care175
Implement standards of care176
Continue to implement/expand the Electronic Prescription Service.177 Ensure that
there is an integrated care record between health and social care.178
Ensure that the NHS number is the key identifier.179
Improve the quality and use of data recorded.180 Provide information on where to get
the best treatment for given ailments by measuring performance of different GP
practices and other services.181

In addition to the objectives listed above, John Griffin outlined the strategic objectives
established in the Wanless Report (2002), Delivering the NHS Plan and Delivering 21st
Century IT support for the NHS – A National Strategic Programme as those that should
be achieved and supported through the use of IT. Hewlett Packard stressed that an up-todate NPfIT vision and strategy is required before progress can be made.182 It
acknowledged that there have been attempts to establish a strategy in the form of the
Health Informatics Review but argued that strategic thinking behind the programme has
never reflected the reality of implementation challenges.
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Witnesses also detailed ways in which the current strategy of the National Programme
for IT could change to better accommodate the objectives above. Witnesses argued in
their evidence that IT should not be treated as an end in itself, as it has been in the past;
instead, the use of IT must be closely mapped onto agreed strategic objectives for the
care of patients.183
As part of this aim, IHE-UK asserted that NHS IT strategy must take into account the
constant evolution of healthcare policy and delivery and be able to adapt accordingly.184
It was noted by other witnesses that the emphasis of the NPfIT in Primary Care lies on
hitting targets, and in secondary care on how to collect secondary purpose data. It was
argued that, as a result, the support of direct care through information systems seems to
have been neglected and that this should be a core strategic aim.185 Three witnesses
suggested that in the past this has been an aim of IT strategy but that it has then been
forgotten during the course of implementation.186 Similarly, the British Computer Society
argued that the National Programme should be treated as a ‘service delivery’ project
rather than a ‘technical change’ project in order for IT to support rather than usurp the
provision of care.
ASSIST argued that information strategy must be aligned more closely with
developments in policy. It asserted that, too often, informatics planning lags behind
policy causing initiatives to be launched without a coherent plan of how to capture the
information required for these policies to be put into effect:
Informatics...often remains an afterthought in policy development and
planning processes, at all levels. Last-minute, ad hoc information
demands and system changes at best miss opportunities for innovation
through ICT and can only jeopardise delivery; as core systems become
integral to front-line care this sort of approach will increasingly put
patients at risk. Significant examples of informatics planning and
impact assessment lagging behind policy implementation include the
18 weeks referral to treatment target and Payment by Results, and
Vital Signs. Each of these has led to substantial, avoidable demands on
limited informatics resources and capacity.187
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Enhance access to patient records through the introduction of new technologies188

A number of existing and new technologies were cited as examples of how IT can
facilitate increased access to records for patients and clinicians:
•
•
•
•
•
•
•

The use of the red button on TV sets to bring up records is being used.189
Telecare can be introduced but must be easy to understand and use.190
At St Thomas’s hospital tablet PCs allow patients to provide feedback. This system
enables people with limited keyboard skills to contribute.191
Wireless communications can enhance access to records, particularly for patients
who are immobile or disabled e.g. windows terminal or Citrix.192
Electronic medication / regime reminders.193
Mobile technology: wireless devices can be used for ward rounds and home visits
e.g. Blackberry devices to provide remote data access.194
Radio Frequency Identification systems (RFID) can monitor patients with long-term
conditions and trigger drug usage.195

Increase patient access to care through remote monitoring and telecare196

There was a consensus that new technologies brought about by the increased use of
information systems in the NHS could equip patients with the tools needed for self-care
through remote monitoring and telecare.197 Other witnesses advocated the use of
handheld, portable devices to store, retrieve and send patient data so that patient care in
remote settings could be enhanced.198
The BMA called for a ‘careful consideration’ of the benefits of telecare for patients:
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Already we are seeing a range of sensors and monitoring devices on the
market. Whilst such products could improve patient care and potentially
reduce the number of hospital admissions there needs to be careful
consideration of benefits and financial impact to ensure that this is
driven by the needs of the NHS and benefits to patients rather than
commercially led.199
A number of other witnesses also outlined the potential for telecare to play a larger role
in the treatment of patients.200 However, BT conceded when questioned by the Review
Group that remote monitoring should not be seen as a substitution for direct care or face
to face support and advice.201
Conclusions

The Review Group advocates a future vision of IT that includes the ubiquitous use of
EHRs by clinical staff, the use of administrative systems to improve the service patients
receive and an ever increasing use of IT by patients to manage their own healthcare. Any
IT strategy must have the patient at the centre of its objectives.
In this vision, IT should support and enhance the care provided by clinicians to patients
rather than usurping or disrupting it. Patients’ needs come first; if they are struggling to
adapt to a new piece of technology then consideration must be given to the support
mechanisms and alternative means of accessing care that can be utilised to ensure equal
access to the NHS for all.
If driven by the wrong strategy, information systems will be viewed by clinicians
and patients as an irritating add-on that distracts from the delivery of care. For
this reason, there needs to be an understanding by policy makers that an
Information Strategy (not an IT strategy) is fundamental to any health policy
they devise. An NHS information strategy should include the provision of
information on the quality of services extracted from patient-level data to inform
service users and extend patient choice. Information Technology will be a key
enabler in the measurement of quality and the presentation of information for
patients.

The current practice of separating the two disciplines across the remits of different
Health Ministers should be re-examined as the Department of Health and the NHS could
benefit from a more coordinated approach to information and information technology
policy.
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A strategy for the procurement and use of systems should ensure that systems cater for
the ways in which the NHS delivers care. This will require significant further
development of some systems. It is also vital that systems are designed to meet the real
business needs of clinical staff. There are too many examples of clumsy and slow
systems that do not benefit the delivery of care. Every system must be judged by its
clinical users before it can be described as fit for purpose. Real improvements in patient
care will only come from systems which have been designed with this in mind. There has
been a tendency in the NPfIT to try to apply a system designed for one aspect of health
care to another discipline.
The approach of the NPfIT may seemingly cut costs but it is fraught with problems.
Different disciplines frequently require different functionality from their IT systems. As
one witness observed, a system that is appropriate for a district general hospital may not
be adequate for use in a complex teaching hospital with tertiary care, academic and
research needs. Similarly, what is suitable for community care may not be amenable to
general practice.
The original NPfIT strategy mandated the hasty installation of systems without first
conducting an appropriate analysis of business needs before the systems were put in. In
future, NHS IT strategy should be redesigned so that it is more evolutionary in its
approach to systems. In the first place, strategy should build on what is there: small scale
development of current systems can provide significant benefits. A future strategy should
also begin by ensuring that all care settings have modern PAS systems that are in
working order. There is no reason why departmental systems cannot be enhanced and
new ones installed as long as they meet centrally defined standards. Voltaire’s
philosophy that the perfect is the enemy of the good rings true even in the case of NHS
information systems; good departmental systems should not be sacrificed in the pursuit a
faultless and coordinated approach to electronic health records.
The installation of electronic prescribing will add major benefits long before a full
detailed care record can. The strategy required to direct this process must centre around
information rather than IT; it must constitute an information strategy that reflects the real
business needs of individual clinicians on the ground.
The preceding strategy will mean the renegotiation of the LSP contracts to free up choice
of systems and introduce other suppliers into the market.
The Department of Health should acknowledge in its strategies that the fundamental
purpose of the NHS and of the use of information systems within this organisation is not
to provide data for central purposes but to care for patients. There should be growing
acceptance amongst the Professional Bodies that the use of electronic records requires the
same commitment to professionally agreed standards as prescribing or ethics. Clinical
educators must understand the necessity of teaching the awareness and use of such
systems to students of their disciplines. Local NHS management should concede that
improvements in patient care are significantly helped by IT support and are more
important than meeting targets. Clinicians need to discover that the effective use of IT
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support will provide them with advances in patient care as valuable as any other major
medical advance. If the Department of Health wishes to transform the NHS, an effective
information strategy is paramount.

5.2 Information required to support strategic objectives
There are number of areas that will need to be addressed with regard to the new
technologies discussed in this section, not least, technology training for self care,
concerns regarding confidentiality and accountability for data collected from remote
monitoring devices and finally, patient access to commercial health technologies and
their ability to interface with NHS information systems.
Witnesses suggested the following information could support the objectives outlined in
section 1:
•
•
•
•
•
•
•
•
•
•
•
•

Surveys to assess failings and successes in current NHS IT systems.202
Systems should provide demographic data linked with outcome measures so that
purchasing and delivery of services can be tailored to a local population.203
Better technology/expansion of new technology to aid communication between
professionals.204
Use of existing data such as Summary Care Records.205
Development of professional guidelines and standards for use of electronic data.206
Computer access to professional guidelines for care pathways and specific events.207
Informing and training clinicians in the delivery and importance of IT in relation to
patient care.208
Instead of contracting for the National Programme through regional LSPs, a group of
national suppliers should compete for contracts among purchasing trusts.209
Understanding and agreement of standard coding between the different bodies.210
Wider consultation with private and independent providers when procuring software
to ensure interoperability.211
Support Trusts with tools to assess procurement/commissioning needs.212
Employ patient and public surveys, discussion groups, e-newsletters and other
involvement tools..213
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•
•
•

A metrics database per Health Authority to show how the hospitals and GP surgeries
are performing.214
Use of a CRM type system accessible via the internet to share information on a needto-know basis.215
Clinical databases that can be used to analyse the effectiveness of treatment regimes
across the country.216

With regard to the structure of this information, two witnesses outlined a need for an
aggregate information system where data is consolidated into a central bank to aid
overall management of information, performance assessment or research across the
NHS.217
However, seven witnesses suggested a different approach: they advocated the improved
use of integrated networks of information to facilitate communication between different
NHS organizations and other health providers. Witnesses substantiated their support for
interoperable systems with the following points:
•

Vivienne Nathanson (BMA) contested a shared aggregate record: too many
professionals contributing to a single record would reduce the quality of the
information e.g. TPP systems; information could become hidden if records are
overloaded, putting patient care at risk. She also asserted that different sectors
required their information to be structured in different ways.218

•

Marlene Winfield proposed creating direct links to electronic health records across
health services organizations.219

The Royal College of General Practitioners backed a unified system for management
purposes but says a set of interoperable ‘local record systems’ is a better solution for
individual patient care.220 The College stated that the original objective of the
Programme, as argued by Sean Brennan,221 was not a single national electronic record (or
‘spine’) but local community clinical systems in place and export of data into a local
clinical record – this objective has been distorted over time and there is a need to return
to it.
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Conclusions

The evidence makes a strong case for a greater understanding in the NHS of the issues
of data quality if information that will support the strategic objectives outlined at the
beginning of this chapter is to be obtained. It is not enough just to enter data into
systems: data should not only be monitored but also be directly relevant to the care of
patients and the service provided by the clinician.
Without quality data, these strategic objectives will remain unmet. One of the best ways
to improve data quality is to analyze and then provide feedback on that data to those who
entered it.222 A standard terminology or coding system should be used to ensure accurate
entry: SNOMED CT® has been adopted but is too imprecise to be used at present. It
requires modification to make it fit for purpose and should then be mandated across the
NHS. The flexibility of SNOMED CT® may need to be restricted so that each of its
terms is unique and unambiguous.
Aggregated identifiable data has many risks and problems. The issues of confidentiality
and responsibility are problematic in aggregated data but are equally prevalent in shared
records. Questions concerning who owns the data, who modifies what and when and how
it is audited have to be resolved before solutions are deployed. These issues will be
investigated further in chapters 5 and 6. However, there is no doubt that shared records
have a role to play in furthering the main strategic objective outlined in this chapter – the
pursuit of patient-centric care. As the BMA suggests in its evidence, part of the answer
is to keep the databases as small and localized as possible.223
Whilst patient safety is a notable concern for many witnesses when discussing the
objectives of IT, one strategic objective that was briefly touched upon but is no less
important is implementing standards for electronic records. This aim is vital to health
informatics and pushes beyond patient safety towards striving to improve the quality of
care provided by the NHS. The Electronic Health Record can have a significant effect on
the quality of care each individual patient receives. It makes patient information available
in a form that clinicians can easily assimilate and use to make better decisions. Electronic
integrated guideline systems drive towards best practice and they can also include more
formal decision support mechanisms where they are relevant. Despite the hurdles of
confidentiality and information sharing that the EHR induces, electronic records are
worth striving for as they will produce innumerable benefits for patients, if implemented
with the right strategic objectives in mind.

222
223

Mike Pringle.
BMA (Ev 1.8).

85

5.3 Overall Recommendations: Strategy

•

A future NHS IT strategy must use IT to support the provision and improvement
of quality care. Information systems and the possibilities of remote care should
never usurp direct contact between clinician and patient; instead they should seek
to enhance this relationship. An NHS IT strategy should do the following:

•

Encourage the NHS and its professional bodies to demonstrate the same
commitment to professionally agreed standards as prescribing or ethics.

•

Highlight the importance of IT in delivering patient care to both undergraduate
clinicians during training and qualified clinicians during their working life. IT can
has just as valuable a role to play in improving healthcare as any other medical
advance.

•

Inform local NHS management about the improvements in patient care that IT
support can help bring about if information technology is treated as a tool rather
than an end in itself.

•

The Review’s evidence suggests that the NHS must fully comprehend the issues of
data quality in order to collect information that will support the improved care of
patients.

•

A standard terminology or coding system should be used to ensure effective data
management.

•

Part of the answer to supporting patient-centric care through IT is to keep
databases as small and localized as possible.
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6

The capture and use of clinical data to support individual
patient care

Clinical data routinely collected at the point of care can support the ongoing treatment of
the patient. Increasingly, data is also required to manage the process of care, for example,
resources management, staff deployment and quality monitoring. The policy set out in
successive Department of Health strategy documents consistently support the view that
management data should always be ‘extracted from operational systems’. An almost
continuous stream of requests by clinicians for the collection of additional data items in
support of ‘managing the service’ is regularly received. Whilst each additional element
might be individually justified the cumulative clinical burden is now significant and
witnesses claim that such data collection may be compromising the care process. The
Review Group wishes to assess in this chapter the relevance of clinical data, captured for
the care of patients, to the management of the NHS and establish how IT can most
efficiently enhance the performance of both care providers and management staff. This
chapter will also address the subject of patient access to their clinical records.

6.1 The advantages and disadvantages of using person-centred data
captured in patient-focused records
This section explores the structure and use of electronic patient records that are centred
around the patient, as opposed to a department or particular clinical activity. It raises the
question of whether to grant patients access to patient-focused records and to what extent
they can input or amend information in records. The extent to which data in patientcentric records is amenable to research is also investigated, along with the issue of where
patient-centred records are to be held.
The Evidence

Emerging from many sources and witnesses was the concept of patient-centred records,
which capture operational, clinical data and from which many needs would be met,
particularly the longitudinal and integrated care of the individual patient but also as a
source of valid data to provide information for performance monitoring, service
planning, resource allocation, epidemiology and research.
In order to gain the most benefit from clinical data, a number of witnesses said it was
necessary for records to be interlinked.224 This would also facilitate tracking and care for
those patients with multiple morbidities. It was suggested that patient’s changing needs
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could then be monitored over time and tracked over multiple care providers.225 Others
argued that to facilitate communication and avoid ambiguity it is necessary to adopt a
standard meaning for all data items across all sectors of the NHS. 226 Has Joshi (RCGP)
summarises the advantage of interlinked records:
Person centred data captured in patient focused records improves
patient care in terms of safety, efficiency and satisfaction with the
process.227
Witnesses emphasised the differences between problem-centred records (i.e. records
centred on a clinical discipline) and patient-centred records and generally supported the
move towards patient-centred records: these records were seen to meet the needs of the
patient and improve safety by preventing silos of information.228
Two witnesses advocated a focus on ‘wellness’ rather than ‘illness’ in patient-centred
records.229 They both argued that, increasingly, patients will want access to their medical
data and will want to be engaged in their own care.
It was also suggested that, in addition to facilitating patient access to records and
allowing a focus on ‘wellness, patient-centred records produce benefits for NHS
management: patient-centred cost calculations230 and public health benefits such as
management of diseases and management of outcomes231 were both identified as tasks
that could be undertaken using data from patient-centred records. One witness observed:
The shorter the communication chain the fewer the opportunities
for distortion of data. Operational data is, therefore, of the highest
quality and most reliable for secondary purposes. The secondary
purpose must be carefully aligned to the original purpose if the
data is to be of use.232
ASSIST asserted the effectiveness of the Körner principle that ‘all information should be
derived as a product of operational systems’.233 It argued that stand-alone data demands
should therefore be avoided:
Ad hoc demands, often requiring inefficient and staff-intensive
solutions, are wasteful, produce poor quality data and continually
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divert resources and attention from addressing the underlying
information and systems gaps.234
The Royal College of Physicians reported recent work funded by Connecting For Health
on developing Professional Record Keeping Standards reflecting best clinical practice as
the basis for electronic patient record.235 The Clinician’s Guide to Record Standards
suggests that the structure of electronic records should be built around the standards
outlined in the document as they capture the clinical information recording data from the
clinical dialogues and care processes. The outcomes of clinical care can then be derived
from the change in patient level clinical data between beginning and end of episodes of
care. It was suggested that this data can be aggregated to departmental, hospital, area,
regional or national level to demonstrate attainment of policy goals and epidemiological
phenomena. An assessment of these standards in the BMJ observed that, as the data in
records is used in day to day care, audits can be readily conducted using the recorded
data. It was also argued that the data can also be used to vastly increase the scale and
efficiency of clinical and epidemiological research.
Implementing a national standard for structure and content of the
clinical record should provide immediate benefit by improving
ease and accuracy in communication of clinical information, and
the quality and safety of patient care, as well as enabling more
accurate clinical coding. Homogeny across patient records will
also be associated with significant benefits in relation to the
implementation and audit of adherence to evidence-based practice
guidelines.
Standardising the structure and content of medical records, and the
introduction of SNOMED CT®, could transform evidence-based
practice. Large-scale clinical trials will become far more costefficient and less complex to organise as clinical data from
everyday medical notes could be readily available for trial
participants. It would become possible to use routine hospital data
to test RCT (randomised controlled [clinical research] trials)
findings in real life and develop an evidence base for those areas
where there is currently a paucity of data.
Clinical and health services research on a large economical scale
will be able to generate evidence for policy and practice in a way
that is currently not possible. The McKinsey report has highlighted
the opportunities for pharmaceutical research and safety
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monitoring if a robust standardised patient record infrastructure
could be established. 236
The RCP also reported from a multidisciplinary workshop held in October 2008 that
proposals for the process of generating consensus based professional record keeping
standards had been associated with widespread and enthusiasm for engagement of the
clinical professions in the Electronic Patient Record programme in a way that has been
hitherto absent.237
There was a consensus that the balance between the volume of data required at the
detailed level of records and the amount of patient information that needs to be shared
continues to pose a challenge. BT emphasises that the NHS Spine delivers patientcentred data which is held in both local (detailed) and National (summary) care
repositories. The holding of large amounts of patient centred data in a central data
warehouse raised concerns amongst witnesses about confidentiality.238 Issues of patient
confidentiality were also explored by the Primary Healthcare Specialist Group of the
British Computer Society (PHCSG) who stated that:
Where data is required that does-or could readily-reveal the
patient’s identity, such uses should be the subject of explicit
patient consent either in advance or at the time of the research. In
all other cases patient data should be assigned a pseudonym or
kept anonymous.239
Conclusions

•

Patient-centred data was universally acknowledged as a worthwhile aspiration by
witnesses. In the opinion of the Review Group, management data could be derived
entirely from operational, patient-centred data so that there is no need for a plethora
of secondary data sets that bear no relevance to patient care. Such a feat is possible, if
driven by the right strategy. Future NHS IT strategy should have as its basis the use
of patient-centred records for all information purposes. Targets were seen as the main
obstacle to the extraction of all data from patient-centred records. Records should not
be centred around targets but around the care of the patient. If records are to be truly
patient-centric, both cultural and technological changes will be required in the NHS.

•

The view that interlinked records could facilitate the delivery of patient-centric care
was widely endorsed. Similarly, The Review Group conclude that this model would
allow NHS services to focus on care pathways rather than on the activities of each
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department. It would also prevent the formation of silos of data. Interlinked records
must employ universal descriptors and codes if they are to be interoperable. These
descriptors and codes should be decided by clinicians and professionals.
•

The lack of a clear definition of patient-centred records has inhibited the widespread
understanding and implementation of this concept but believe it is fundamentally
important to the future of electronic records in the NHS. The nearest that NHS
Connecting for Health has approximated to it to date is in the concept of detailed care
records but this concept has never been clearly defined, and the lack of clear
standards and definitions for the structure and content of such records has been a
serious omission which was highlighted by the Commons Select Committee on the
Electronic Patient Record.240

•

The Information Centre has set out new requirements for commissioning datasets in
its strategic outline case published in May 2008. The document emphasised that data
should be a by-product of operational systems and be patient-centric rather than
organisation- or consultant-centric. Such patient-centric records are also fundamental
to the future of the Research Capability Programme, which seeks to maximise the
opportunity for research derived from data captured in the course of the delivery of
care.
The Review Group believes that wherever possible records should be focused on the
patient. The method used to capture data must be appropriate to the context in which
the patient is being seen. Whether data is collected on the ward, in outpatients, in
specialist clinics, or when undertaking procedures, there must be mechanisms in
place to ensure that a comprehensive view of the patient’s care along the care
pathway is available. The continuing development of record systems focused not on
the patient but on specific diseases, procedures, disciplines or professions, will not
lead to seamless interoperability, and the growing number of such systems will be
unsustainable in the long-term.

6.2 Patient control over electronic records
In addition to discussing person-centred data captured in patient-focused records, a
number of witnesses outlined their views on the level of control a patient should exercise
over their record.
The Evidence

Witnesses supported the concept of patient-focused records but pointed out some of the
potential problems of allowing patients to edit, add to or delete elements of their records.
240
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The issue of security and the possible misuse of personal information as a result of
patient access to records featured in the evidence from clinical witnesses.241 Additionally,
Andrew Bamji addressed the potential for loss of records, were patients to be solely
responsible for transporting them:
Allowing patients to carry their own data leaves it at risk of loss
although encryption should ensure security. In my view the advantages
far outweigh the disadvantages.242
UKCHIP suggested that such access to records would incentivize patients to ensure that
data is accurate and up-to-date, increasing the reliability of records. Other witnesses
endorsed this view, arguing that the accuracy of clinical records could be improved by
allowing patient review:243 this would enable patients to view and comment on
information in their record but would stop short of allowing them to edit the record
themselves. Specific practical benefits of patient access to records were noted: patients
could view test results and consider treatment options. They could provide additional
‘lifestyle’ information, facilitating a more person-focused view of the care process.244
Cerner emphasised that the overall benefit of patient access is the sense of ownership
over care that it generates.245 Additionally, witnesses argued that the view of care from
the patient’s perspective may inform future care planning.246
The Association of Adult Social Services (ADASS) outlined the experience it had gained
from a series of pilots of person-held records in the Social Services. It affirmed that these
records strengthened the sense of partnership between social workers and the individuals
with whom they worked.247
The availability of patient-focused and controlled records would enable care to be
provided, whatever the location.248 However it was pointed out that the patient choice
prompted by open access to records could impact upon NHS service planning.249
Iwantgreatcare representatives at the NHS IT Review roundtable discussion outlined the
clarity that patient choice can provide to the measurement of outcomes: if patients can
choose the location of their care and those who administer it, they can exercise their
preferences and highlight where the quality lies and where it is lacking. Problems with
the latter can then be identified and addressed.
Other witnesses advocated complete access to the full patient record (including data from
the patient) at all interventions.250
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Conclusions

The various trade-offs and benefits of patient access to records should be investigated
further. The Review Group speculates that a ‘patient review’ model may be the first
step in the introduction of increased patient access and involvement records. In this
model, patients have the right to view records and comment on data in these records.
An indexing system can be established so that patients are informed when any new
information is written about them.

•

6.3 The measurement of patient outcomes
This section discusses the involvement of patients in the measurement of outcomes and
explores the definition of ‘good’ and ‘bad’ clinical outcomes. It weighs up the use of
targets as a performance indicator against the use of outcomes to define the quality of
care. It also addresses ways of generating clinical endorsement of outcomes through the
relevance of data in IT systems to the work of individual clinicians and explores the
potential role of Patient Reported Outcome Measures (PROMS) in NHS IT.
The Evidence

A number of witnesses observed that the definition of ‘good’ or ‘bad’ outcomes is
difficult and will depend upon the subject and the reason for the measurement.251 Clinical
witnesses argued that a good outcome for the service may be deduced from analysis of
complications, morbidity and mortality statistics, waiting times, patient number and
process management.252 Local Service Provider CSC asserted that good outcomes must
be clarified before software providers can measure them: ‘when we know what good
looks like, then we can measure it’.253
The alternative to measuring outcomes is targets which are to be avoided, Kate VerrierJones asserted (RCPCH). She argued that they may result in manipulation or the
compromising of clinical care.254 Additionally, the complexity of cases may skew simple
measures such as length of stay.255 One witness made the important point that ‘outcome
measures should be designed to be compatible with the content of the clinical record and
not vice versa.’ 256
A number of roundtable witnesses argued that, at present, there is no co-ordinated effort
to use outcomes to improve health outside of certain key sectors such as cardiac
251
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surgery.257 They highlighted the fact that it is much harder to identify outcomes in sectors
such as Primary Care where the final outcome can occur further down the patient’s care
pathway.
They observed that clinical endorsement of the dataset required for outcome measures is
generated if information is directly relevant to their working practices, as in cardiac
surgery. If outcomes are generated from information that is already collected by the
clinician then endorsement will be achieved more easily. Dr Justin Whatling and Tim
Benson stated that from April 2009, hospitals will start to collect outcomes data for four
routine surgical operations.258 However, the pair argue that this action is too slow, stating
that ‘traditional reimbursement models generate perverse incentives to maximise activity
irrespective of results’.
The Royal College of Physicians reported the benefits of using patient-centred records
for generating outcome data for certain conditions, and for patients with complex chronic
and combined conditions where outcome measures have hitherto been very difficult to
determine.259
A study illustrating how a database that meets the above criteria can
provide strong clinical evidence in complex populations was published
by Giovanni Gambassi and colleagues. They studied the effectiveness of
ACE inhibitors in a population of nearly 20,000 nursing-home residents
with congestive heart failure, a mean age of 85 years, and taking either
diuretics and digoxin or ACE inhibitors. Gambassi and co-workers
demonstrated that the survival and functional benefits of ACE inhibitor
treatment observed in younger patients meeting strict inclusion and
exclusion criteria of [Randomised Controlled Trials] were also present
in people aged 85 years and older, and predominantly women — two
populations systematically under-represented in randomised trials.
Due to the growing complexity of health care and increased prevalence of chronic and
degenerative diseases, multiple pathology and poly-pharmacy are increasingly the norm
in all industrialised nations. It is likely that research based on standardised records used
in routine clinical practice will fill the gaps left by Randomised Controlled Trials (RCTs)
or even replace conventional trial methodology in some circumstances.
SECAmb supported the shift to data that is directly applicable to the day-to-day work of
clinicians with hard evidence from its own IM+T experience where real-time data
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indicates the performance of their paramedic teams during and immediately after their
interventions. 260
The Trust argued that it would be able to improve performance by a greater margin if it
was given access to the final outcomes of patients who begin care pathway through
emergency care. This would enable a clearer assessment of performance within the Trust
and analysis of the effectiveness of its clinical practices.
Vivienne Nathanson of the BMA said that measurement of service management through
outputs was easier to achieve than measurement through outcomes derived from clinical
data. However, she stated that ‘outputs provide no means of gauging quality of care’.261
Witnesses observed that in some cases such as in paediatrics and mental health it may be
difficult to develop outcomes measures with the involvement of the patient. They
concluded that research is required into how outcomes might best be measured for these
groups of patients.
The BMA also promoted the quality and outcomes framework (QOF) as a means of
ensuring that measuring and improving outcomes does bear a correlation to the quality of
care.262 They argued that the framework:
• Elicits clinical involvement
• Restricts measure to those with a good evidence base
• Provides an independent academic overview of the process
The involvement of patients in measuring outcomes was supported by many of the
witnesses. Capturing the patient’s perception of the treatment’s success was regarded as
valuable in developing and improving treatment protocols and care plans.
Points for improvement in the use of such patient-sourced data and measurements were,
however, acknowledged: the objectivity of some PROMS methods, for example, can be
distorted if they are not structured in such a way as to eliminate a patient’s transitory
emotions or their experience of the care setting rather than the care itself from the
measurement of the outcome.
Witnesses recommended that any patient input should be measured as close as possible
to the point of care to maintain as much objectivity and relevance as possible.263
Methods mentioned by witnesses included surveys conducted within the surgery setting
or waiting room by means of tick box survey,264 touch screens265 and the use of handheld
devices or web-based applications.266 Public access web sites were widely discussed but
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witnesses highlighted the fact that they must be protected from abuse or security risks.267
In order for patient input to be most valuable, it was argued that standard reporting
templates should be employed as this could lead to the population of a patient-centric
database and prove useful in monitoring activity. 268
Conclusions

•

•

•

Clinical Records based on patient-level care generate the data that can be used for
determining the outcomes of clinical care both on an individual level and on a large
scale.
The Department of Health states that it has made progress in defining outcomes in
consultation with clinicians and trusts. It has created morbidity-based outcomes
through Hospital Episode Statistics and the National Centre for Health Outcomes
Development (NCHOD).269 However, as evidence has stressed, morbidity is not
always an appropriate measure of care. Outcome measures for various cancer and
heart disease surgical procedures are also being developed.270 At Trust level, the
Department has set out a vision for developing quality indicators through outcome
measures in its Measuring for Quality Improvement – The Approach document.271
Trusts have been assigned the target of publishing an annual Quality Account from
2010 onwards. The Review Group believes that this initiative must be accompanied
by robust local IT systems that can measure and record locally defined outcomes if it
is to succeed. Trusts cannot report to the Department of Health on outcomes if they
do not possess the tools to measure them.
To aid the measurement of outcomes through IT, standard definitions of outcomes
(patient focus) and output (system focus) should be agreed and published. Outcomes
measured from clinical data collected along the care pathway and Patient Recorded
Outcome Measures should be used in combination with each other to ascertain a
comprehensive view of the quality of a patient’s care. Research is required on the
best mechanism to integrate the factual health outputs, such as provided in the EHR
with Patient Reported Outcome Measures to provide a richer and more complete
record.
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6.4 The benefits and disadvantages of patient and service user
recorded outcome measures
This section outlines the potential role of Patient Recorded Outcome Measures (PROMS)
in the measurement of outcomes. It investigates the value of gauging patients’
experiences of the services they use and assesses whether patient feedback of this kind
can help improve care. It also explores the disadvantages of this measure when compared
to other outcome measures that could be used in the NHS.
The Evidence

The value of patient (or service user) reported outcomes was both recognised and
questioned by witnesses.
•
•
•

Several considered that patients will feel more involved in their care if they can
contribute to it
witnesses speculated that the overall quality of care would improve as a result of
patient involvement.272
Others claimed better quality research data could be derived if patient recorded
outcomes were available. Evidence suggested that, as there is no pressure on
patients to meet targets, outcomes measures captured from patients are likely to
be more accurate as they are less amenable to manipulation.273

There were a number of challenges and recommendations that witnesses outlined for the
future use of Patient Recorded Outcome Measures would need to address if they were to
obtain accurate and representative data from patients:
•
•
•

•

It was argued that safeguards should be put in place to ensure that negative reports on
care from patients do not prejudice future treatment.274
Witnesses believed methods of verifying the accuracy of captured information should
be established. 275
Witnesses suggested that precautions must be taken to avoid abuse of the recording
system by patients and the collection of inaccurate or overly subjective
information.276
Others stated that public access points such as web sites, if used to collect data
through PROMS, should be protected from becoming a focus of abuse.277
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•

•

•

•
•
•
•

The viewing public should be made aware of the full context and background of the
information they are viewing so that PROMS are not taken out of context or
misinterpreted.278
It was suggested that patients work with clinicians to assess their care through
PROMS (for example, measures such as EQ-5D that are completed with the doctor
during the consultation). 279
Witnesses observed that standardised capture methods and associated terminology
would be required if the data captured through each PROMS collection is to be easily
defined and linked to other PROMS data.280 Others advised that data should be
structured at the point of capture so that it is amenable to analysis.281
Evidence also highlighted the need for PROMS manage the potential difference
between a patient’s expectation of care and that of the clinician.282
Witnesses warned against the overrepresentation of negative experiences of care in
surveys and the impact that this trend could have on the reliability of data.283
Evidence suggested that thought must be given to the impact of a patient’s decision to
withhold information from a PROMS survey on the reliability of the data..284
It was advised that the NHS should cultivate a better understanding of how to make
use of qualitative data since most analysis is currently performed on quantitative
data.285

Additionally the Picker Institute stated:
There has been much emphasis on giving patients information to make
‘choices’ but a coherent system to do so seems as far away as ever. In
the wake of the Darzi review there has been an explosion of initiatives
that measure quality and patient experience, none of which are joined
up, and there is a real danger of fragmented, duplicative and chaotic
reporting on ‘quality’. If Patient Reported Outcome Measures
(PROMS) are to be introduced across the NHS, diverse patient groups
and clinical procedures then it would be advantageous to ensure that
data can be computerized. There are potential efficiency gains (versus
pen and paper); but also potential clinical gains – especially if primary
care physicians were able to track their patients’ progress thorough
regularly administered short PROMS.286
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Dr Justin Whatling and Tim Benson of Routine Health Outcomes Ltd, outlined the role
that PROMS can play in driving improvements in care. They listed the following
potential uses for PROMS in the NHS:
Patient choice. What is the likely outcome and recovery path of different options?
This will be key in personal health budgets – otherwise on what basis will patients
make choices?
Patient care. How am I doing? How has the patient’s condition changed?
Audit. How do our results compare with others?
Inequalities. Is this population group better than that one?
Demand Management. Are these referrals appropriate?
Research. What is the best treatment for this condition?
Commissioning. Is there any difference in outcome between care providers, health
services, or interventions? 287

•

•
•
•
•
•
•

Conclusions

There is widespread confusion about the differences between change in clinical condition
(clinical outcome) and evaluation of the patient perceived benefits of care (patients
reported outcome measures – PROMS). This must be made explicitly clear to ensure
that quality and effectiveness of clinical practice is not overlooked.


PROMS is an effective means of involving patients in their care and
generating feedback on the patient’s perspective of their treatment. The measure will
be most effective when used in conjunction with clinical outcome measures deduced
from data collected along the patient’s care pathway. There is often a difference
between a patient’s preferences and optimal clinical outcomes: the two measures
should therefore be analysed in partnership with one another.



The use of PROMS should be accompanied by adequate training and strategic
planning to ensure that the data derived from the measure is collected and analysed
effectively. The measure should be employed and analysed at a local level by Trusts
and practices rather than at an aggregate level. Due to the differing needs and
preferences of local populations and the diversity of specialist services between
Trusts, PROMS are most effective when used as a local – as opposed to a national –
performance measure.

6.5 Data capture: responsibility, method and accuracy
These topics prompted witnesses to discuss the practicalities of data capture within the
care setting by the clinician responsible for the patient about which the data is concerned.
287
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The pros and cons of enabling data capture at the point of care were detailed: whilst it is
relatively easy for a GP to enter data directly at the point of care during his or her
consultation with the patient, secondary care scenarios are more problematic. Ways of
ensuring the quality of data captured were examined in conjunction with these issues.

The Evidence

Several witnesses concurred that data should be captured and entered by the responsible
clinician at the point of care – or immediately thereafter, and that it should be part of the
care process.288 Others qualified this view by asserting that data should be inputted by
trained staff with adequate time made available for the task.289 This implied that, if data
is to be collected by a clinician at the point of care, clinicians should be given adequate
training and time to fulfil this duty. Elegant methods have been developed to reduce the
burden of data capture in the clinical process e.g. QMAS.
There was a difference of opinion amongst a minority of witnesses who questioned
whether clinicians should perform the data input directly or whether specialist staff
should later undertake the input.290 It was pointed out that the inevitable interpretation
and transcription of data required from specialist staff may reduce the quality of the data.
The source of the data, such as hand-written clinical notes, was also perceived by one
witness as a reason for possible poor quality data.291 A division between demographic
data entered by administrative staff and clinical data by clinicians was suggested as a
possible solution.292
The RCP reported the benefits for data capture of structuring electronic records around
professional record keeping standards. These include the fact that doctors will simply be
recording in electronic form what they normally record in paper, the information they
record will can be reused without having to be re-entered and when staff move between
hospitals, the need to learn new systems is reduced. They also emphasised the benefits
of including patients and carers in the development of the standards:
•

•

When junior doctors move from one hospital or department
to another, they will not need to familiarise themselves
with new document structures.
Clinical information in electronic records will be recorded
once, and made available when needed, thus improving
efficiency and saving time.

288

Andrew Bamji (Ev. 1.5), Roz Foad (Ev 1.65), UKCHIP, Intellect (Ev 1.31), Anon(2),Research in
Motion (Ev 1.64), Tristran French (Ev 1.19).
289
RCOG (Ev 1.62).
290
Andrew Bamji (Ev. 1.5).
291
Roz Foad (Ev 1.65).
292
UKCHIP (Ev 1.69).

100

•

•

Implementation of new clinical information systems will
be simplified, as the systems will all be built on the same
professionally developed and agreed standards for clinical
structure and content.
Patients and carers were involved in the development of
the standards and their considerations will become better
embedded in clinical practice. 293

In order for data to be of reliable quality witnesses agreed that there should be internal or
external audit features built into information systems.294
High quality data, it was argued, can be achieved and maintained through the uniformity
of data entry and standardisation of terminology and context.295 This may be facilitated
by input templates,296 reduction in the number of free text opportunities297 and analysis of
data against variance from normality and feedback to those who provided the data.298
Patients also provide a valuable check of the validity of data, as Grant Kelly suggests:
Verbal checks between staff and patients should not be undervalued.
Every department has its own method of verifying information
outside of IT systems and these should be taken into account.299
Other clinicians argued that the publication of valid statistics between patient improved
outcomes and data quality improvement will maximize patient benefit and motivate
clinicians.300 Roz Foad noted that training and service level agreements will be required
in order to ensure accurate data entry.301
Conclusions

•

•

Data should be captured as part of the care process. In order for this objective to be
achieved it is necessary for systems to be designed to reflect the care pathway and
allow clinicians to accomplish their professional duties without hindrance or
diversion. If the data is not collected in this manner then issues of data quality will
arise such as: completeness, interpretation, transcription and timeliness.
The issue of who collects the data is of primary importance to the implementation of
electronic records. The record, once mature and in use, will prompt and alert the
clinician to aspects of the record that they may not have appreciated. For example, in
prescribing, the system will prompt for possible drug interactions or
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contraindications. This functionality is one of the main benefits of EHRs. If the data
is entered by clerical staff after the consultation, the benefits of this prompting will be
lost. This effect has been described as ‘death in the car park’: it will be too late for a
clinician to intervene as a result of an alert if the patient has left the consulting room
by the time their data is entered onto the system.
In order to enable clinical staff to collect data and attend to alerts, Electronic Health
Records (EHRs) have to be intuitive, easy to use and beneficial to patient care. The
limitations of many current EHRs have been described in anonymous
communications to the Review Group. Data entry procedures were said to be clumsy
and time-consuming and witnesses complained of the difficulties clinicians face
when attempting to retrieve data. These problems demonstrate the failure to take into
account the real business needs of Trusts and the requirements of front line staff
during the development and selection of systems. One of the technical issues
hindering the provision of appropriate technology is the fact that developers tend to
employ form based systems. These solutions are simple to develop and use but are
often inflexible. For each function a new form has to be designed. In general practice
this problem has been overcome by using data-driven systems where the functions of
the system are controlled by the data entered by the clinician. This method of design
has proven to be much more intuitive and flexible.
Those responsible for defining policy should be constrained to developing the
requirements and business cases for any monitoring of such policies and not be
involved in the methods of implementation or the detailed definition of datasets in
support of this activity. Information in support of policy objectives must be gathered
in the course of the care process and not require additional disparate activity.

•

•

6.6 Data Quality
In earlier chapters, witnesses noted that the quality of secondary care data is lagging
behind that of primary care.302 This section will examine ways of improving the quality
of data both at entry level and through audits, monitoring and training. It will also
investigate ways in which IT systems can maximise the potential for high quality data.
However, as the evidence makes clear, no IT system can provide quality data in and of
itself: reliable systems must be accompanied by the right attitude, strategy and training
amongst staff.
The Evidence

Frances Blunden of the NHS Confederation observes that improvement of data quality is
of particular importance for NHS organisations with the tariff-based system of paying for
NHS care. Aside from this observation, the evidence given falls into four main
categories: training, IT systems, analysis of data and the nature of data.
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Training

There was wide support for adequate training of staff in the effective use of systems as
this was seen to improve the quality of data.303 Witnesses suggested the following
methods to ensure that training enhances data quality:
•
•
•
•
•

IT education should be integrated into the undergraduate curricula for clinicians.304
During training, staff must be made aware of the implications of poor data305 and
how poor data quality might impact their own work.306
It is essential that there is consistency between different data users and those who
carry out the input.307
Adequate time must be made available for clinicians, for instruction and practice in
data entry - outside of clinical duties.308
Incentives should be considered for good data quality. Additionally, Roz Foad states:
Where data has direct relevance to the individual responsible for it,
its quality improves.309

IT Systems

Witnesses made the following recommendations for the way in which IT systems can be
most effectively used to improve data quality:
•
•
•
•
•

Efforts should be made to clean up existing data as figures from the Audit
Commission show that one in ten hospital episodes are incorrectly coded.310
Systems should support data capture at point of care since quality of data
improves.311
Systems should be easy to access, intuitive and easy to operate.312
Systems should not force completion of all fields as this results in poor quality
data.313
Incentives such as provided in QOF result in better quality data.314
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Adequate funding is required for systems and training in how to use them: the quality of
secondary care data was thought to be lagging behind that of primary care due to a lack
of funds.315
• The context of data is important and facilities to record it should be provided.316
Analysis of data

•
•
•

Error alerts that report back to those responsible for input are important in avoiding
implausible values. Regular audit assists quality data.317
Local system error checking is important in preventing implausible data entry e.g. a
male patient who is recorded as pregnant.
BT is undertaking a ‘deep clean of NHS records to reduce the presence of duplicated,
orphaned or contradictory data’.318

Nature of data

Witnesses believed that high quality data possess the following qualities:
•
•
•
•

Grant Kelly states that ‘data should be contestable’.319
Data must be ‘transferable and interconnected.320
Data must be ‘confidential’.321
Data should be transparent and accessible to the patient. The NHS Confederation
asserts that:
If patients are able to view their data they will be able to point
out inaccuracies and increase the quality of data…If clinicians
have open access to their own data they can be reassured of
accuracy and alert the system to systematic errors.322

•

Several witnesses stated that data quality is not absolute but depends upon the
purpose for which the data is being used.323
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Conclusions

•

Detailed specifications for the use of information resources are required. Information
relating to health cannot be generic if it is to be of reliable clinical benefit. It is
essential that the output specifications of data resources are developed in concert with
the input mechanisms to ensure semantic reliability. Input specifications should be
supported by quality checking methods such as range, units and controlled
vocabularies checks.

•

The contribution made to data quality by the development of audit tools and
feedback to users by organisations such as PRIMIS+ cannot be overemphasised.
Linking results of data quality audit with continuing education and user training has
resulted in significant improvements to data completeness and overall quality. Such
initiatives must be supported and extended.

•

Grant Kelly’s point that data derived from IT system must be ‘contestable’ is concise
but significant: management should guard against a reliance of their workforce on IT
for decision support. Excessive dependency on system alerts to flag up abnormal
results or conditions or widespread assumption that data is always accurate can mean
that staff lose their rigour in checking for anomalies themselves.

6.7 The introduction of professionally agreed clinical standards for
data capture in patient records
If data quality is to be ensured then some system of standards will be required. This
section examines the differences in opinion concerning the level of standards required to
ensure safe and high quality data is captured and maintained and the various ways in
which these could be implemented and mandated.
The Evidence

A large number of witnesses attested to the necessity of adopting standards in this
area.324 One witness pointed out the shortcomings of coding systems when reliant upon
users’ differing data entry practices.325
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Compatibility of data

Witnesses emphasised the importance of ensuring that data entered into systems is
sufficiently compatible to allow communication across the NHS, if necessary. They
raised the following points:
•
•

•

Roz Foad stated that, ‘uniform coding and the same procedures for recording must be
established across the whole NHS’.326
Data entry methods must be standardised across the NHS wherever possible.327
Adoption of common clinical recording standards will facilitate interoperability of
patient records.328
Data collected conforming to national standards will assist benchmarking of service
providers.329

Existing standards and systems

There was consensus amongst clinically trained witnesses that the professions must be
involved in the creation of standards and The Department of Health should not set them.
A number of initiatives engaged in the development of standards were cited:
•

•
•
•
•

The Royal College of Physicians led a project funded by Connecting for Health to
establish consensus-based standards for the structure and content of clinical records.
These standards were agreed by all medical profession and signed off as fit for
purpose by the Academy of Medical Royal Colleges in 2008.330 The RCP model for
generating consensus standards was widely acclaimed with clinicians showing strong
endorsement for records standards to be ‘developed, agreed and owned by the
profession for which they are generated’.331 Those partaking in the RCP’s workshop
on clinical standards also believed that collaboration with Connecting for Health with
regard to standards was ‘logical and acceptable’.
The International Health Terminology Standards Development Organisation
(IHTSDO) are further developing the SNOMED CT® clinical terminology.
The Royal College of Obstetricians and Gynaecologists who are developing their
own standards and evidence based guidelines in areas of women’s health.332
Many International Standards Organisation (ISO) health informatics standards
relating to structure, content, security and terminology of health records.333
Reference should be made to the standards being developed by the European Union
and ISO to avoid conflict between EU and Royal Colleges or NICE which may result
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•
•

in later issues.334 The RCOG welcomed the lead that NICE is taking in developing
clinical standards for patient care and argued that data captured around these
standards would greatly enhance the care that is delivered.335
General Practice has developed good practice guidelines for Electronic Patient
Records.336
Cerner stated that it has been working closely with the Royal College of Physicians to
develop standards for electronic health records: ‘these standards have been developed
in collaboration with CfH and have been agreed by the Academy of Royal Colleges.
The standards ensure that information relating to patient care is recorded and
communicated consistently between clinicians. 337
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Method

Grant Kelly provides a valuable summary of the requirements of setting and adhering to
standards:
The right combination of training and system-imposed data standards is
needed. Templates cause unnecessary fields to emerge and damage data
quality. However, a structured approach to data entry is needed in
departments such as Accident and Emergency or where routine tasks take
place such as discharge or referral.338
Whilst there was universal accord on the need for rigorous implementation of standards,
witnesses qualified their support of standards with the following recommendations:
•

•

Whilst the importance of data standards is recognised it is vital that some flexibility is
allowed to ensure that the clinician can focus primarily on the immediate care of the
patient.339
All National Service Frameworks require shared information standards to ensure that
profession-based or sector-based paradigms for records do not inhibit the holistic care of
the patient.340

David Ingram suggested the formation of an Information Standards Laboratory to bring about
the necessary changes and adoption of appropriate standards. He proposed that:
The NPfIT needs a much more robust and responsive way of agreeing
information standards that allow local systems to progress whilst allowing
standards to grow through use.
Intersystems asserted that while relatively few standards are needed for the technical aspects
of a health care record, medical coding and results recording standards are vital, along with
patient identification such as the NHS number. Health information poses challenges that
require standards as solutions.
Conclusions

•

The NHS must integrate with international effort (especially within Europe) to
investigate ways of making health data amenable to international research i.e. Ensuring
that it can be understood by an international, as well as an NHS, audience. This should
not equal the adoption of a monolithic approach to health data but should facilitate
communication both internally within the NHS and externally with Europe.

•

There are several policy, professional and economic drivers for ensuring that
standardisation of terminology, records structure and records keeping is afforded high
priority to meet European requirements. It was reported that efforts are already underway
to deliver a terminology which is useable across the EU and wider for the identification
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of medicines. The NHS should engage with such initiatives and seek to appropriately
influence the developments in the interests of UK practice.
•

Staff must be involved in the development of standards and trained in how to implement
them: they must be made aware of the benefits of keeping standards so that they are
preserved at the point of data entry as well as at a national level. Organisations such as
PRIMIS+ must be supported and their role extended if data quality is to be mainlined and
further improved.

•

Data standards may not be the solution to all the issues raised. However, without
underlying data standards and relevant professional practice standards, the reliable
sharing and viewing of high quality patient data will be severely hampered.

•

The established NHS Information Standards Board should be strengthened or refocused
to facilitate proactive development of standards. The Information Standards Board (ISB)
must be recognised as the single point of contact for adoption of all standard by the NHS.
The present role is restricted to only the evaluation of developed standards. The ISB is in
a good position to identify areas which require standardisation and should be encouraged
to commission any required developments. The work programmes of standards
development within the NHS must be integrated with and harmonised with the work of
ISO, CEN and others to avoid any possible future conflicts

•

Where the NHS has engaged and collaborated with the Service Delivery Organisations,
useful and robust standards have been jointly delivered. Such collaborative working
must be extended, encouraged and supported.

•

The influence of the Department of Health should be limited to those standards relating to
audit and central returns and must not be allowed to divert focus away from the
development of technical standards to facilitate clinical care.

•

As reliance on good quality data increases, the NHS must focus on business continuity
issues and ensure that information critical to the care of patients is widely available at the
point of care. Any possible sources of failure must be evaluated with systems in place to
address faulty data and communicate the presence of an error to staff.
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6.8 Overall Recommendations: The Capture and Use of Clinical Data
THE CAPTURE AND USE OF CLINICAL DATA
•

Health data should comprise of the clinical information captured as part of the care
process. Clinicians should be able to capture this data and yet accomplish their
professional duties without hindrance or diversion. Information captured under
these circumstances will be of a higher quality if it is directly relevant to the care
of the patient and the work of the clinician.

•

Clinical records that are truly patient-focused will make clinical information
available along patient care pathways and over time. The record will not place the
activities of each department at its centre but capture the relevance of those
activities to the patient. Such a record would prevent the formation of silos of data.

•

Data used for management purposes should be derived entirely from data used in
the course of caring for a patient (operational data). Information in support of
policy objectives must be gathered in the course of the care process and not
require additional unrelated activity.

•

Tried and tested Patient-Recorded Outcome Measures such as EQ-5D or
SF36/SF12 are a helpful means of involving patients in their care and generating
feedback on the personal benefits that a patient has derived from their treatment.
The measure will be most effective when used in parallel with clinical outcome
measures deduced from data collected along the patient’s care pathway. Only then
can patients and clinicians ascertain a comprehensive view of the quality of a
patient’s care.

•

Those responsible for defining policy should monitor the effectiveness of NHS
strategy but they should not be involved in the methods of implementation or the
detailed definition of datasets.

•

Patients should have more of a say in their health information. The Review Group
suggests that a ‘patient review’ model could provide the first step towards
increased patient access to and involvement in their electronic medical records: in
a ‘patient review’ model, patients have the right to view records and add
comments on their data.

•

The use of audit tools and the provision of feedback to users by organisations such
as PRIMIS+ should be maximised and expanded.
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7

The Approach to System Architecture

The architecture best suited to healthcare requirements has been the subject of many
discussions with witnesses. Most agree that the most appropriate solution is a balance
between centralised systems for maintaining interoperability and data sharing and
decentralised systems for operational utility. This chapter will explore the practical and
strategic facets of incorporating both centralised and decentralised systems into the National
Programme for IT.
The NPfIT has opted for a largely centralised approach to system architecture with two main
systems – Cerner Millennium and iSOFT’s Lorenzo – forming a national roll-out of EPRs
and PAS. The evidence makes a case for introducing grass roots systems on a local level that
use common interfaces and data standards to communicate information across trusts. This
allows for different specialisms, sectors and Trusts to tailor systems to their needs whilst
ensuring interoperability on a larger scale. There are of course complications to this
approach which will be discussed in the chapter. The Review Group will investigate through
the evidence whether the NPfIT has followed the right course in establishing a central
architecture through systems such as the Spine, N3, PACS and NHSmail and those of the
NPfIT Local Service Providers. It will also explore the advantages of a localised approach
and the potential for this approach to be introduced more effectively into the NPfIT in the
future.
As it became clear in the oral evidence hearings, there is a case for introducing grass-roots
systems on a local level that use common interfaces and data standards to communicate
information outside of the Trust. This allows for different specialisms, sectors and Trusts to
tailor systems to their needs whilst ensuring interoperability on a larger scale. The evidence
received by the Review Group points to the advantages and disadvantages of both
architecture models.

7.1 The balance between centralised and decentralised systems
This section will examine witnesses views on whether the NPfIT has followed the right
course in establishing a central architecture through the Spine and its two suppliers. It will
investigate the extent to which witnesses believe the NHS’s IT infrastructure should be
localised to allow local control of data and system specification. The Review Group will also
attempt to define which functions of NHS IT work best when centralised and which aspects
should be decentralised to maximise benefits.
The Evidence
Centralised systems

Grant Kelly stated that ‘all systems are effectively decentralised and completely centralised
systems are unworkable’. There seems to be confusion in some circulars regarding the
concept of centralised approaches and standardised approaches. Whilst the use of established
technical and terminological standards is essential in maintaining the highest data quality,
utility and resilience, this does not predicate the sole use of centralised systems as many have
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suggested. However, several witnesses deduced that some of the administrative systems are
best provided centrally. These included:
•
•

PDS and PACS341
N3 and NHSmail342

Witnesses asserted that all these systems should operate in a similar manner, wherever
implemented, and are not required to be configured to suit local situations or specialisms.
The centralisation of functions and standards is therefore appropriate in the case of tools that
can be applied to the work of NHS staff across the organisation: connectivity, email and
digital imaging are areas that fit into this category.343
In their oral evidence, BT said that local systems may meet specified requirements of local
staff, but they are not resilient in their potential to link with the rest of the NHS or in their
ability to adapt. Wider systems might lack the specificity of local systems but they offer
access to a resilient communication network. The challenge is minimising the loss of
specificity when introducing national systems.344
However, other witnesses endorsed the use of records systems that can be tailored for use in
specific services alongside these centralised tools. They argued that such systems must be
purchased on a local basis but conform to national standards of terminology, data structures
and terminology.345 Indeed Sir Jonathan Michael, whilst endorsing the creation of a national
infrastructure, stated that he believes in local responsibility and vision for the use of IT in the
NHS. He said that people need to be given responsibility for systems to
ensure buy-in.
In contrast to BT, Microsoft branded large centralised systems as ‘clumsy’ and hard to direct.
It did, however, suggest that they had a role to play in the NHS but warned that centralised
strategies should be embarked upon with great care.
Professor Greenhalgh also expressed misgivings towards the notion of an architecture
focused on centralised systems. She believed that the balance in NHS IT has recently been
skewed towards a centralised approach:
The balance as been too heavily weighted towards centrally developed,
nationally mandated technologies that are assumed to have widespread if not
universal suitability. The time is ripe to introduce a much more small-scale
and bottom-up approach to design.346
She highlighted the problem of ‘meta-data’ and stochastic events in centralised approaches –
the larger the network of systems, the bigger the proportion of meta-data (data about data).
This, she said, is the root cause of slow systems and raises questions about the effectiveness
of nationally integrated systems. She gave evidence to support her theory that it is impossible
to eradicate the occurrence of stochastic events in large-scale IT projects. These events
341
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constitute problems that can be analysed statistically but cannot be predicted with any level
of precision.347
The consensus amongst the Review’s roundtable witnesses was that the top-down structures
of Connecting for Health should be opened up so that, while guidance, standards and
accreditation processes are issued from above, bottom-up solutions can be embraced.348 The
market would then be stimulated to create better solutions and clinicians would be able to
choose the systems that best meet the needs of their Trust. Procurement cannot be localised
unless the system architecture supports grass-roots systems.
Scotland was heralded during the roundtable discussion as an example of where a
combination of top-down and bottom-up solutions have been successfully deployed together.
Representatives from System C argued in the roundtable discussion that CfH is good at
generating clinical content that suppliers can use in their systems. CfH has successfully
gathered the input of all the royal colleges into the Programme, he argued: before this, there
was a series of mini-clinical systems that could not communicate.
However, it was noted elsewhere in the discussion that some systems procured by CfH
through the LSPs were never going to work in certain Trusts but deployment carried on
regardless due to the centralised nature of the programme.
The Primary Health Specialist Group of the British Computer Society highlighted an
important distinction between centralised data storage and centralised systems and specifies
some essential characteristics of centralised data storage:349
•

Patient data storage must be extremely reliable (unprecedented accidents like Buncefield,
and the North West outage demonstrate the knock-on effects of data loss: this may imply
keeping local copies of local data, e.g. at practice level), and where relevant offer
retrieval fast enough to enable patient data to be accessed and updated during real-time
care provision without interfering with the patient-clinician relationship.

•

To ensure adherence to best professional practice, many of the smaller care providers,
such as community care units and general practices, are happy to leave the provision of
data storage to larger scale organisations such as Local Service Providers (LSPs) or
supplier-run server farms provided the original care provider remains in control of the
information governance. This complies with the model assumed by the Data Protection
Act: the data is processed and stored but the data provider remains the data controller
and is responsible for ensuring that the data is processed appropriately by authorised
personnel.

•

It is essential that where it is proposed to copy data from a local system to a central one,
as in the CFH Summary Care Record, the data controller (e.g. GP) and patient ensure that
the central information governance arrangements are in keeping with their wishes.

347

Hanseth O, Integration-complexity-risk: the making of information systems out-of-control in Ciborra CU,
2007; Hanseth, O., Risk, complexity and ICT, 2007.
348
NHS IT Review Roundtable event for healthcare suppliers.
349
BCS PHSG ( Ev 1.6).

113

‘Rip and Replace’ strategies

One problem cited by witnesses as endemic in centralized approaches to system architecture
was the tendency to deploy ‘rip and replace’ strategies whereby legacy systems are removed
all at once and replaced by new systems with little thought to the disruption caused to the
care setting in which systems are being removed or implemented. CSC argued that this
method had not been used in the NPfIT unless justified.350 It cited Birmingham hospitals as
an example of sites where integration of legacy systems with new ones (eRx, with a new
Patient Administration System) is taking place.
In contrast, Intersystems believed ‘rip and replace’ strategies are occurring unnecessarily in
the NPfIT and are ‘extremely difficult, very expensive and often lead to failure’.351 It
preferred a model where a medical records system is built as a new type of application that
‘sits on top of’ existing departmental applications and ‘glues them together’: this would
allow a staggered implementation process, whereby consultation with clinicians guides the
delivery of each stage and the proportion of old and new systems that are used.
One anonymous witness gave a case study from his own trust to demonstrate the dangers of
‘rip and replace’ strategies.352 He outlined the way in which, 15 years ago, before the NPfIT,
his Trust had acquired a ‘community activity’ system called Comcare that used Psion
Organisers, a device similar to a PDA, to capture activity data from a variety of remote as
well as in-house settings which could be downloaded into the Trust’s HQ system.
However, with the introduction of the NPfIT, this legacy system came under the control of
the Local Service Provider for the Trust’s cluster. The Trust soon discovered that the Local
Service Provider reference solution could not work with handhelds or tablet PCs due to the
requirement of a strong signal for a PDS search which has to take place before data entry can
occur. The witness outlined the negative effects of this shortcoming on staff and patients:
Our nurses have to resort to fighting for access to a PC at a clinic in the
morning to figure out their daily schedule, use scribbled paper notes whilst
with the patient, get back to their HQ late afternoon and again fight to gain
access to a PC in order to key in their daily data. Unlike Comcare, the
Lorenzo system has no user-defined fields, so additional information which
we have captured in the patients home over the years (e.g. for the elderly,
dietary information) now cannot be collected. Also, being open architecture,
we could dynamically link other data sources to Comcare. This is not
possible with Lorenzo… The system mandated for our SHA has set back
clinical information acquisition, processing and interpretation significantly,
with an unavoidable negative effect on patient health
As a result of this disruption, the witness asserted that clinicians are spending far more time
on administrative work, there are not enough PCs available for clinicians to use and the
capture of patient data has been significantly impeded and there is an insufficient level of
connection to other data sources.
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Decentralised systems

A large number of witnesses advocated an evolutionary approach to the Programme rather
than a top-down revolutionary strategy or centralised architecture.353 Others detailed the
practical steps that need to be taken to achieve such an approach:354 the strategy of the NPfIT
needs to be redefined accordingly so that innovation and partnership between Trusts and
suppliers are fostered – this can largely be achieved by opening up the procurement
structures of connecting for health to allow for local procurement.
In its oral evidence, Hewlett Packard detailed how CfH had taken steps towards localisation
through the introduction of the National Local Ownership Programme. However, it believed
the programme had not yet done enough to create more local responsibility for systems.
Other witnesses advocated the development of standardised system dialogues with a similar
look and feel across the board. This would be combined with common terminology and
operational attributes so that systems developed and implemented in different locations are
able to communicate with one another.355
It was made clear that this does not entail the implementation of wholly centralised systems;
all that is required is interoperable internal standards and reliable, semantically coherent
messaging between systems . BT states:
Any major programme requires an element of central control to establish
common standards and interoperability. However in this core framework
there must be the flexibility to create autonomy in the integration of legacy
systems.356

Witnesses suggested three possible methods for achieving semantic interoperability across
separate systems:
1. Total standardisation of structure and terminology of the system-held data
2. Mapping of data items from one terminological structure to another, together with
data migration tools to facilitate data sharing
3. Profiling of inputs and outputs from disparate systems in a manner which ensures
that the migrated data is semantically valid – such profiles are tested and validated
against clinical scenarios to ensure safe and reliable operation.
IHE (UK) supported distributed but shared data and systems and stated that:
The greater part of information communication takes place at a local level.
Therefore the primary store for shared information should be physically
situated in the area in which care is being delivered: patients prefer it if local
353
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people are responsible for their data…National implementations of complex
systems are likely to fail/be costly. Robust architectures depend on diverse
systems communicating through simple interfaces.357
Two witnesses described the possible financial benefits of a distributed approach. Intellect
argued that decentralised systems bring data storage closer to the user which could be useful
in driving up quality of data. 358 However, it stressed that localised systems should be able to
demonstrate their economic value and manageable risk before they are selected for
implementation.
Kate Verrier Jones of the Royal College of Paediatricians and Child Health outlined the
potential for a decentralised architecture to support a variety of diverse systems. She argued
that this approach made sense financially as it would give rise to competition and choice.359
Witnesses proposed that decentralised systems should possess the following functions:
•
•
•
•
•

•
•

Day-to-day management and commissioning.360
Interoperability.361
Gaining staff commitment to the use of IT through local systems that enable them to find
better ways of working rather than enforcing a way of working.362
There must be tools to assist communication between various decentralised systems e.g.
in General Practice, between EMIS and Vision.363
The greater part of information communication takes place at a local level. Therefore the
primary store for shared information should be physically situated in the area in which
care is being delivered: patients prefer it if local people are responsible for their data.364
National implementations of complex systems are likely to fail/be costly. Robust
architectures depend on diverse systems communicating through simple interfaces.365
The single patient record does not have to equal a single, central IT solution.366

However, witnesses pointed out that economies of scale (reduction of costs and duplicated
data) can be better realised the more centralised the systems and their data resources
become.367 Other economies of scale discussed by witnesses included:
•
•

Cost reduction as a result of using a single system.368
Any major programme requires an element of central control to establish common
standards and interoperability. However in this core framework there must be the
flexibility to create autonomy in the integration of legacy systems.369
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•

The creation of an IT infrastructure to facilitate the development of information sharing
applications; it would not deliver patient benefits itself. 370

The BCS Socio Technical Group claimed the recent Health Informatics Review
acknowledged the flaws of centralised systems: according to BCS, it had shown signs of shift
to a more decentralised approach with trusts being given more freedom to find their own
suppliers. However, the BCS also issued words of caution about adopting this approach as
Trusts may risk falling back into their previous ‘silo’ state if interoperability is not
prioritised.371
The issue of creating reliable access to patient information at the point of care was also
addressed in the evidence. Witnesses voiced a number of arguments against a purely
centralised model of data storage but noted some of the necessary controls that would be
required to ensure the avoidance of information silos: Andrew Bamji argued that not all data
needs to be held on a central system yet authorised users should always have the capacity to
update individual records.372 Other witnesses observed that the trust of staff is maintained in
systems if they have control over them.373
This point was developed by NCRI Informatics who claimed that decentralised systems
allow the collectors of data to curate data and decide who has access to it. It advocated an
information governance structure whereby each source of decentralised data should have a
‘controller’ in charge of data access and quality. It also promoted the use of a default policy
of open access to data for authorised users.374 According to the institute, central systems can
feel remote for patients and for staff who therefore may not put the same amount of effort
into accurate data entry as they would a localised system.
Other witnesses argued for the devolution of system functionality as well as data control. The
NHS Confederation outlined complaints made to it regarding the inability of NPfIT products
to adapt to local systems. It also claimed that services could not adopt alternative systems
without incurring financial penalties for doing so.375 It argued that some local control of
systems was therefore essential given the very diverse nature of operational and research
activities in the UK.376
Milton Keynes Hospital Foundation Trust also endorsed a degree of local control by
advocating a move to a single domain per Trust, allowing for greater autonomy at Trust
level.377 Morecambe Bay University Hospital Trust was a stronger advocate of centralised
systems but underlined the ways in which it had sought to develop its own local systems to
cater for the specific needs of the Trust: at the time of taking evidence, it was in the midst of
implementing patient discharge summary transmission software that had been developed
with the Trust in mind.378
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Other witnesses said that if completely decentralised systems are to be employed, federated
access to local systems will be needed for management/research departments. This way, data
does not need to be duplicated on a central system. Access requests can be passed to local
collections and responses passed back to requesting users. NCRI Informatics Initiative
outlined the following advantages to adopting this system: 379
•
•
•

The most up-to-date data values are retrieved
Only one copy of the data is needed
There are fewer central points of failure. Loss of one local system has a smaller sphere of
influence.

An integrated architecture of local systems meeting national standards of interoperability is
worth serious consideration and a number of reasons are given by witnesses in support of this
model:380
John Griffin observed, ‘GP2GP is a good example of how a function can be centralised yet
use different distribution systems’.381
The RCPCH gave an example of an integrated approach to child health:382 child health
services require detailed care records to support children with chronic illness. Yet this sector
also needs a management system at population level to aid screening newborn children,
organising immunisation and implementing Child Health Protection Programme; both
centralised and decentralised functions are required to enable the successful operation of this
service.
Whilst advocating a more competitive market of suppliers, ASSIST warned against the
creation of silos through decentralisation.383 It recognised the value of individual local
systems but argued that they must be developed ‘in line with standards and support the flow
and integration of information along care pathways’ in order for their potential to be
maximised.
Conclusions

There is no need for the enforcement of a universal architecture, whether centralised or
decentralised. However, the benefits of localised systems that conform to central standards
far outweigh those of centralised systems imposed from above. Different NHS sectors have
certain IT needs that can be met through centralised systems but careful consultation with
clinicians must be conducted before such systems are imposed on trusts by central
management.
Localised systems can cater for the specialised work practices of different services but such
systems must adhere to interoperability standards and facilitate communication with other
specialist systems. As will be discussed in our chapter on procurement, opportunities for
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innovation and choice would greatly increase if Trusts were offered more flexibility in the
choice of system and its specification on a local level.
Even trusts who endorse the centralised architecture of the National Programme concede that
local systems still need to be introduced to facilitate solutions to local information
challenges. E.g. Morecambe Bay University Hospital Trust.
Most transitions along a patient pathway are the result of a referral e.g. GP to District
General Hospital, DGH Consultant to Tertiary specialist hospital etc. In each case,
appropriate EHR systems should be able to pass on the relevant information as a message
under the control of the referring clinician. This ensures that the receiver of the referral will
always have access to the information they require. The case of the emergency situation has
been promoted as the justification for a centralised database. In fact, as was described by the
South East Coast Ambulance Service, emergency practitioners are already functioning
without such information and do not regard it as anything more than an accessory to the care
they provide.
As the evidence emphasised, the danger of endorsing the use of both centralised and
decentralised systems in conjunction with one another is that silos of information can occur,
creating an inefficient overall system architecture. Integrated records and standards for
interoperability can prevent silos but, as is observed in the later chapters on information
governance and data quality, care must be taken to establish a secure system for granting
permissions to access data to protect both patient security and data quality.
Those systems which lend themselves to standards of functionality and operation or which
have already establish de facto standards are candidates for centralised systems e.g. email,
demographic enquiries, PACS. Patient demographic data can be maintained by the PDS and
all systems carrying this data can be updated automatically. All other information should be
held at a local level and controlled by the GP who can grant access to other carers involved in
the treatment of the patient. Systems which require significant configuration to suit local and
specialist needs are less likely to provide reliable or acceptable operation if centralised and
are candidates for local development.
In all cases there is a requirement for the adoption of National (at the least) or International
data standards and terminologies which facilitate safe and reliable interoperability between
systems, sharing of data and which support the movement of the patient between care
settings.
Given the advantages of localised systems outlined in the evidence above, more work must
be done to facilitate the use of such systems by Trusts as the NPfIT does not currently make
adequate provision for localised choice.
The capacity for systems provided by the Local Service Providers (LSPs) to connect with and
relay data from tablet PCs and other remote devices must be assessed so that the potential for
patients to receive care in alternative settings is not thwarted. If the LSP systems do not have
the ability to interface with emerging technologies or even legacy systems that provide
remote care then they do not possess the longevity to justify their cost to the taxpayer.
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7.2 The use of systems designed to support specific interventions,
professional disciplines or patients
There have been many developments involving systems that support individual clinical
specialisms or sectors. Such systems have been implemented widely and continue to thrive.
However, as parts of the evidence demonstrate, many condition or disease specific systems
are unable to share information with other related systems. This incapacity to communicate is
particularly problematic when patients suffering from multiple conditions are being treated.
This section will attempt to establish whether there is a way of preserving specialist functions
whilst allowing interoperability and communication with other sectors.
The Evidence

A number of witnesses highlighted the fact that, if information sharing between specialist
systems is to occur, standard terminologies and data structures are required.384
The NCRI Informatics Initiative argued that a viable approach would be to design systems
around the patient rather than place the emphasis of the system on a particular disease or
professional discipline.385
Two witnesses asserted that if the underlying data is in standard form then it is possible to
design system/ human interfaces around the requirements of the individual specialism,
allowing relevant enquiries and information display in a manner meaningful to the discipline
in question.386 Additionally Nathanson observes that system functionality is required to store
potentially sensitive information specific to a particular discipline or sector in a secure area
that cannot be accessed outside of the sector.
Intellect proposed that, where possible, general information about the patient should be
standardised and used wherever required.387 It argued that any specialist system should
employ such standardised data and be linked to a core database. Other witnesses stressed,
however, that care must be exercised in ensuring that common data can be appropriately
shared and that silos are not created by duplicating data in disparate systems without
synchronicity. BCS Socio-Technical Specialist Group stated:
•

Prior to the NPfIT, there were many innovative health informatics systems being
implemented but with a large ‘silo’ effect from a lack of communication between NHS
Trusts. While the NPfIT sought to address this effect, it did so with a ‘one size fits all’
strategy.388

•

The ‘one-size-fits-all’ strategy cited by BCS was also addressed by Newcastle
University.389 It endorsed the view of the RCGP and BMA expressed in Guidance for GP
Practices in relation to the NPfIT that NPfIT had neglected legacy systems in Primary
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Care and should have worked to integrate these systems, making them ‘NPfIT compliant’
with the rest of the Programme.390
However, in its evidence, the BMA noted that compliance through interfaces may not be
appropriate for all sectors: there is a need for different views of information which may
include transformation of the underlying data e.g. the viewing of a written report on an
image, rather than the image itself.391
It was also argued that the work practices adopted by many specialisms may require support
systems to be designed to suit a particular workflow pattern. Some workflow practices are
tightly necessarily reflected in the system design (e.g. pharmacy); others are less so with
more built in flexibility.392
Cerner emphasised the need for systems to enhance the clinical process but stressed that one
system could be tailored through interfaces to provide for several specialisms:
The intense nature of delivering clinical care in a busy and often chaotic
environment demands that knowledge be specifically tailored to the individual
patient’s clinical problem and available at the clinician’s fingertips. This
requires smart systems to enhance the workflow and clinical processes without
impeding throughput or the very real need for contextual decision-making by
the clinician. The use of disease-specific summary screens allows clinicians to
quickly access information needed to treat the patients resulting in less time
spent accessing patient.393
However, others argued that generalisation of systems to meet organisational needs can
reduce the usability for individual specialties. Milton Keynes Foundation Trust, who are in
the midst of implementing Cerner Millennium, commented:
The functionality available to the Trust is limited and fails to meet the requirements
of a number of user departments. Inevitably, we will need to seek alternative
systems for some functions until the NPfIT solution can provide more
functionality. The more we are forced to seek interim alternatives, the greater the
risk of fragmentation and lack of integration.394
The Trust also stated that there is ‘very little control over national systems’ for Trusts and
only minimal opportunities exist for local customisation or flexibility. It added that, ‘where
changes are possible, a complex and lengthy process ensues’.395
The British Institute of Radiology described a patient case study in its evidence to
demonstrate the advantages of having an Integrated Care Records Service (ICRS) and the
human price paid for not having one. The case study pointed out the short comings of the
‘cluster’ system if patients use services supported by different LSPs. It also highlighted the
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difficulties in transferring images between different sectors and advocated the introduction of
a multi-site ICRS digital imaging system.
The faults and delays of the N3 system were noted by the Institute. It gave the example of
digital imaging where images cannot currently be shared over N3 between hospitals in a
cluster let alone between clusters. Data sharing currently relies on the goodwill of
doctors/carers/patients who go out of their way to ensure different services have the data they
need to treat patients using multiple services.
HISG also endorsed a form of integrated records: it promoted a system of messaging
between detailed care records that are held within local organisations. It believed multiplecontributor records can function within organisations such as General Practice but it did not
advocate multiple contributions from different organisations due to lack of universal
terminology, differences in professional opinion, different datasets etc. SCRs fit into the
former remit but the HISG voiced concerns about the accuracy of diagnostic coding: it said
the IT DES helped rectify inaccuracies.
The British Society for Rehabilitation Medicine (BSRM) outlined a number of
recommended requirements for the dataset for Long Term Neurological Conditions. They
include the tracking of patients through different services and evaluation of complexity of
patient needs and outcomes/person-centred outcomes.
The BSRM emphasised the importance of mapping standards of data collection to cater for
different quality requirements (sudden conditions, progressive and intermittent conditions,
in-patient rehabilitation). It outlined problems with diagnostic codes when dealing with longterm conditions.
Conclusions

Trusts should not be penalised for procuring and implementing systems that suit their
specialist needs better than those selected by their LSPs. Ways of integrating legacy systems
with the NPfIT initiatives should be explored so that effective software solutions developed
before the NPfIT do not have to be replaced entirely but can interface with national systems.
These systems must be encouraged to export data to wider systems to prevent silos. Instead
of creating a punitive culture whereby trusts are penalised for wanting to meet local IT needs,
the Government should work to ensure that specialist systems can offer the same
communication capabilities as centralised systems when exchanging data with other Trusts
and services.

7.3 The role of other health informatics models: HealthSpace,
HealthVault, Google Health and Open Source.
It is important to look ahead to technologies that could be incorporated into NHS IT in the
future and to assess whether or not they are compatible with the NHS health system. Many
new technologies are emerging from the U.S. and other countries possessing private
healthcare sectors. It should be taken into account that these models may not always be
immediately applicable to the NHS and may need extensive adaptation to benefit the
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provision of care in the UK. This chapter will examine the worth of two informatics models
in relation to the NHS:
•
•

Personal health databases
Open Source software.

The personal health record

Personal Health Records (PHRs) are systems which allow the patient or their representative
to store and manage their medical records, usually online. The PHR solution currently being
explored by Connecting for Health is HealthSpace (see section 1.7 for further details). In
essence, the solution will allow patients to view their own NHS records. There has been
extensive work to show that, for some patients, seeing and interacting with their own records
improves the accuracy of their data and enables them to be more involved in their own
healthcare. This approach, where the records being viewed are the patient’s main records,
seems more efficient than using yet another set of record held by a third party solely for the
purpose of patient viewing. This chapter will explore the various options for the use of the
PHR in the NHS and compare HealthSpace with its alternatives.
The Evidence

According to the RPS, developers of HealthSpace are taking into account existing systems in
the NHS as well as the unique characteristics of the health service in the UK.396 She argued
that, by doing so, the PHR can gain the confidence of users. It was argued that there must be
an assurance of interoperability from commercial developers offering commercial
applications that have not been involved in the NHS IT Programme if these options are to be
considered. Data will have to be uploaded to these solutions separately.
The BMA suggested that the success of HealthSpace will determine whether or not Google
Health takes off in the UK.397
BT pointed out that NHS Choices and HealthSpace were cited in the NHS Next Stage
Review Final Report, High Quality Care for All, as able to give patients more choice and
information concerning their healthcare.
Other witnesses reiterated this argument in relation to other PHRs. They said that Google
Health and MS Vault offer more patient control over/responsibility for care data as patients
can access records, manage prescriptions and find more information about conditions.398
However, several witnesses expressed anxieties about third party records. BT pointed out that
Google Health and Microsoft HealthVault have emerged from the U.S. where health services
are vastly more fragmented, where consumers do not have a single point of entry to the
system, where inequalities are extreme and many have little choice but to manage their own
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care.399 It argued that business models that enable patient payment and advertising and
accompany the introduction of Google Health/MS Vault are not supportable here in the UK.
There was concern elsewhere that such solutions could become vehicles for advertorial
promotions, viral marketing and propaganda.400
Specific concerns were also expressed about the level of adaptation required for Google
Health and Microsoft HealthVault to operate in the UK.401 It was thought that the two
systems would duplicate much of what has been implemented through the NPfIT.
UKCHIP described research that has shown that patient control of data on systems of this
kind create a trend where the mother in each family unit takes charge of the family’s data.
This could lead to family members withholding important data e.g. a teenager or spouse’s
sexually-related health information. Reliability of records may therefore be compromised .
A note of Caution was raised by ASSIST who said that these technologies, and others not yet
known about, should be approached with an open mind. Assessment should be based on the
following core principles:
•
•
•

PHRs should meet legislative requirements, particularly around Data Protection,
confidentiality and security
patient/client benefits and risks from use of PHRs should be assessed
This form of record should be consistent with health and social care strategy and
comply with NHS standards for interoperability.

With regard to this last principle, it was noted that where there are proven benefits from these
new technologies, the NHS should be prepared to adapt and amend standards if required.402

7.4 Alternative models to HealthSpace
The two major players in commercial Personal Health Records are currently Microsoft
HealthVault and Google Health. Other competitive solutions may well emerge in the future.
Google did not respond to the Review Group’s request for evidence therefore observations
about Google Health do not include any responses from the developer.
Google Health

Google Health is a relatively simplistic means of patients recording their health events in a
non-standardised form on the web. In principle these are simple lists of conditions but they
can also be downloaded from provider health record systems. The system is supported by
advertising and there are questions over what use the data could be put to and how privacy is
managed. Many in the US have expressed such anxieties. The system is not relevant to the
health records kept by the NHS as the data is unstructured and presented in a free format. It
could be possible to download data from NHS systems into Google Health but the product
399
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would have to adapted to cater for a public health service that differs significantly from the
private U.S. system.
HealthVault

Microsoft HealthVault is an online personal health database used by patients to store and
monitor their health information on the web. The solution has a set of XML interfaces that
allows third parties to create health, wellness, and fitness services for HealthVault users.403
Thus, in its basic, US centric form, HealthVault is a means of enabling individual patients to
manage their health data, including data from measuring devices such as BP machines and
data entered by the patient themselves. It also has the capacity to store data from hopsitals’
and practices’ electronic health records systems. The patient or their representative controls
the permissions for the data. The data held in the record is copied from records held locally
by the NHS.
Its primary implementation has been in the US where there is a diverse and disjointed health
service. However it is now being considered for Canada as one of the complimentary
programs to Infoway. It is also being seriously considered as part of the solution to the needs
of several other national health systems.
HealthVault can perform two joined but separate functions: firstly, it can operate as a
software and services platform product to link diverse data sources into a whole and pass
data from one system to another. This is where its XML interfaces manage the data transfer
and HL7 and other standardized message format are used as the messaging standard. It does
not try to control the representation of data items which it is transporting unless they can be
represented in its own data storage structures. These data structures do not try to abide by any
international data standards. They have been used with the ASTM Continuity of Care Record
(CCR) but that itself does not cope with true semantic interoperability using coding and
defined data structures.
Its second function is a patient-held record, again using non-standard data structures. All
activity is audited so the patient or representative can see who has accessed what and when.
Microsoft has established a definitive set of Privacy and Security standards.404 It has done
this to distance itself from other Personal Health Records such as Google Health. These other
Personal Health Records maintain privacy through patient control of data. The use of
standards as a means of ensuring privacy has been one of the attractions of HealthVault in the
Canadian healthcare sector. The other attractions were its use as a patient data store and its
ability to interface with consumer applications.
The architecture of HealthVault remains flexible as Microsoft wanted to encourage third
party developers to produce add-ons. There is a NET API and an SDK reference set
downloadable by anyone who wishes to see it. The XML interfaces are in the public domain.
API wrapper libraries are available via Open Source hosts such as Source Forge and have
been developed for Java and Ruby.

403
404

Microsoft (Ev 1.43), http://healthvault.com/personal/index.htm
Microsoft, privacy policy, [online] https://account.healthvault.com/help.aspx?topicid=PrivacyPolicy

125

7.4.1

HeathVault and Google Health: NHS compatibility

The two areas of NHS IT for which HealthVault and Google Health could be considered are
in the area of Patient-viewed records such as HealthSpace and as an infrastructure product to
link disparate Electronic Health Record (EHR) systems within the NHS.
To achieve either of these functions in the NHS, commercial products would have to undergo
the following modifications:
•

The Review Group recommends that, at least in the initial stages of the project, the
absolute patient control of data should be modified if the record becomes the principle
medical record that the clinician consults. There are a number of scenarios in which a
patient may not be in a position to give consent for their record to be viewed despite
being in need of care. The consensual framework and capacity for clinical access to data
surrounding the Personal Health Record must therefore be set in stone before the PHR is
deployed. A local store of data that is held in addition to the record so that doctors can
found their clinical decisions on a reliable dataset may solve these complications.

•

The data being transferred by an EHR system would have to use nationally agreed
standards for terminology and structure. These could be defined by the NHS and as long
as the Electronic Health Record system always used these coding standards, the
infrastructure in which records are held could be relatively flexible. The Personal Health
Record would transfer what it received and the destination system could do the
translation.

To conclude, there is some scope for HealthVault to be used beneficially in the NHS and the
product currently demonstrates more worth than Google Health which, in the U.S., is
primarily deployed as a mechanism for personalized advertising. It also caters for an
American health market where patients have a greater need to manage data themselves due to
the disparate systems of a private healthcare sector. However, if Google was prepared to
adapt its product for a UK market, subject to further assessment, it could be considered
alongside HealthVault as an alternative to HealthSpace.

7.4.2

Open Source and Health Informatics

It is important to differentiate between Open Source and Open Standards. Open Standards
refers to agreed standards for data and functionality which are in the public domain and thus
available for use by any software developer. They are an important part of ensuring a healthy
degree of competition and innovation and, as such, are very valuable for the software
industry.
The principle of Open Source is that an individual develops a piece of software and makes it
available at no cost to anyone who wants to use it. Others who are interested in the relevant
software will take the original code and modify it as they see fit. They then have to make the
software they develop available to all so everyone can see and use their changes. When a
significant number of users have made alterations to the software it will have developed
significantly from the original: the sophistication of the end product depends on the scale of
the interest in the software undergoing development.
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The advantage of Open Source is that its vast base of developers makes the software more
stable. Moreover it caters for a wider range of user needs the more it is developed. Its
stability and usability result from the size of the open source community and the number of
people involved in the software’s development. As such, only software that interests a large
community of users is amenable to Open Source development.
For underlying software such as the platforms which run the Internet and web browsers, there
are hugely successful Open Source applications available because they are applicable to a
large community of users. This is not the case in healthcare where there is a limited group of
people who are both clinically and technically trained to sufficiently develop appropriate
software. This problem is embodied by Vista – a GP system which is rarely used: it is poorly
built due to the lack of users in the Open Source community who are interested in GP
software.
Open Source is a viable and innovative option for many sectors but raises challenges when
applied to health informatics. Open Source solutions may have no purchase price but the cost
of configuring them to fit local circumstances and of maintaining them means it may not be
cheaper if one takes into account the total cost of ownership. As the evidence in chapter 3
demonstrates, there is demand amongst clinicians for systems that are highly specialised and
yet are interoperable with other systems – there are a limited number of healthcare
professionals and software designers engaged in the coding of open source health solutions.
The success of Open Source depends on the size of the coding community who are interested
in editing the software.
Work could be done to increase the level of interest in healthcare software solutions if the
benefit of this software to society at large was more widely publicized. Localising the
National Programme, as recommended in the Executive Summary, may generate interest in
healthcare IT solutions as clinicians, IT companies and software designers will have more
power and responsibility over the type of system they purchase or develop.
Other questions raised by the use of Open Source in medical applications are as follows: no
one is legally liable for open source software - what happens if a piece of software damages a
patient? Who can be made legally responsible?
Witnesses who were healthcare software suppliers largely supported the concept of Open
Source and some stated that they use elements of Open Source software in their applications.
Despite the dearth of tools to enable the direct development of Open Source healthcare
solutions, there is no reason why more generalised Open Source software cannot be
incorporated into the systems suppliers are developing and tailored to the needs of a
healthcare environment.
However clinicians on the ground have expressed concern over lack of defined scope and
health-specific IT expertise for such initiatives; they advocate the creation of open standards
that enable any supplier to produce software that can interoperate with the NHS.
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Conclusion

The area of the NHS where there is immediate potential for the use of Open Source is in nonclinical applications such as desktop operating systems. Open Source software has the
potential to create efficiency savings in the NHS through offering a cost effective but reliable
alternative to large central contracts for non-clinical IT software.
If clinical Open Source solutions do emerge in the future through an increase in the size of
the healthcare coding community, these applications should initially be considered in the
catalogue of systems alongside commercial software solutions for the NHS: Trusts will have
to weigh up the cost of configuring the Open Source system to fit their local requirements
and of maintaining against procuring a bespoke system. The number of professionals
working in the NHS or IT who are proficient in both clinical and technical expertise and
interested in developing IT solutions is relatively small.
A first step towards embracing Open Source would be for the Department of Health to
specify and publish standards for interoperability and, where necessary, functionality, to
enable any supplier to develop a compliant system to offer to Trusts. These applications
could compete with commercial solutions in the catalogue and each NHS Trust could select
the system they deem to be most adequate. Open Source solutions already play a role in
commercial healthcare solutions as suppliers incorporate open source software into some
components of their products.
However, in the opinion of the Review Group, Open Source is only part of the solution for
clinical applications and the power for NHS Trusts to choose their computer systems must be
preserved, even if Open Source solutions do become available.

7.5 The role, responsibilities and structure of a national centralised IT
support body
Connecting for Health has formed the national centralised IT support body for the NPfIT
since the Programme’s inception in 2002. It has taken on responsibility for central
procurement and management of the Programme and controls the outsourcing of the
implementation of systems to the Local Service Providers. Recently, responsibility for the
delivery of systems has been devolved away from CfH to the SHAs. However, contracts for
systems are still held centrally. This chapter will examine the level of involvement in NHS IT
appropriate for a national centralised IT support body such as CfH and will outline witnesses’
views on the extent to which the responsibilities of such a body can be devolved.
The Evidence

One witness suggested that the functions that should be handled by a central IT support body
are as follows:
• Data Standards
• Record Architectures
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•
•
•
•

Procurement and Contracting – localities need to know the contents of the contracts but
they should be held centrally.
Expertise – no individual Trust or SHA will be able to attract and retain high level IT and
Project management skills
Guidance on Benefits Realisation
Integration Testing for product control – the NIC405

This witness also proposed that ETD (Education, Training and Development) should be
mainstreamed and devolved into the mainstream NHS workforce activities.
However, others took a more strategic view. ASSIST, Roz Foad and UKCHIP suggested a
central Body must communicate with all levels of the NHS and must consult and engage with
the trusts themselves.406 Thus there is a two way requirement for a central body to inform the
DH and policy makers as well as communicate down to the NHS. Witnesses also wanted the
central body to be the controller of the suppliers and to ensure interoperability and uniform
roll out but to be open about the selection process.
Other elements of the Programme that witnesses deemed amenable to a centralised support
Body included purchasing, contract support, standards arguments, controlled development,
N3 (the communications infrastructure), drug database and terminology, standards for
terminology and political liaison.407
The BMA wanted a central body which was representative of all the stakeholders and
independent. There needs to be an emphasis on local delivery and choice but there is still a
role for centralized IT support to monitor delivery and performance of SHAs and suppliers,
consult stakeholders, ensure joined up thinking of the home countries and advise on national
strategy.
UKCHIP argued that a central support body should take charge of technical standards for
data and functionality.408
The NCRI believed a central body should coordinate research and ensure that research bodies
are properly represented and are able to participate in strategy and policy developments.409
Intellect proposed that a central body should have responsibility for:
•
•
•
•
•

Procurement –direct by the NHS but negotiating contracts for the NHS to access and use
locally.
Subject matter expertise – for example business case development or benefits guidance
Standard setting – where national or international standards are required
National systems procurement – where required
Research and development projects.410

BT added the need for a central body to provide leadership and innovation.
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To summarise there were four main areas that witnesses assigned to a centralized body: it
should be noted that many advocates of one area chose to contest another.
Contracts and Costs: a centralised body should do the following:

•
•
•
•
•

Ensure value for money/negotiate costs.411
Meet with suppliers and ensure interoperability between their systems is part of their
contracts. Ensure uniformity of contracts.412
Ensure there are no financial penalties to the NHS for foreshortening contracts due to failure
of delivery.413
Enforce deadlines for implementation.414
Specify which systems are to be used in the NHS. UKCHIP stated: ‘ this cannot be
prescriptive due to different local needs but the body should provide standard interfaces’.415

Communication

•

•
•

Engage and collaborate with all users and seek the input of end users/healthcare
professionals.416 Andrew Bamji noted that this has not been the case with the
implementation of the CRS systems.
Ensure joined-up thinking across NHS.417
Create an effective communication channel for updating all disciplines.418

Quality control

•
•
•
•
•
•

Monitor delivery of technology and information governance
Offer training to maintain quality use of systems419
Set national standards and dataset requirements420
Monitor performance of SHAs.421
Documenting and promoting best practice.422
Benchmark ICT development.423

Leadership and expertise

•

Provide expert IT advice424
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•
•
•

Provide leadership and innovation.425
Co-ordinate research and advise on strategy and policy developments.426
Offer subject matter expertise E.g. business case development or benefits guidance.427

Conclusions

It is clear that there is still an appetite for a central support body for NHS IT. No one feels
that local health economies should function alone. There was also considerable agreement
amongst witnesses on a number of the functions of this body. Witnesses were almost
unanimous on the need for this body to hold the data and functionality standards which
ensure systems are fit for purpose and interoperable. In a model of a choice of systems at
local level there have to be national standards which control these.
The next area of common agreement is in centralized accreditation. Economies of scale and
negotiating capability will be even more important in a decentralized, choice-based
evolutionary approach. The Review Group recommends that a centralised body agrees
suitability and price of systems with the suppliers and then holds a catalogue to offer a choice
of accredited systems to local health economies.
A number of witnesses cited the provision of expertise as a key function of a centralised
support body. However, if local economies are to make choices on systems and then
implement them, they will need the skills to do so successfully. One of the problems with
Connecting for Health central control of the NPfIT has been the migration of skills to the
centre and thus a loss of skills at a local level.
A central body must possess the appropriate expertise to develop standards and manage
procurement but the majority of expertise in health informatics needs to be on the periphery.
ETD must be enhanced so that health informatics staff are sufficiently trained at a local level
to deal with a choice of systems and control over delivery. The localisation of IT support
would also increase the opportunity for patients’ views to be taken into consideration during
the implementation of information systems.
The research and development of health informatics is currently limited and should have a
high a level of central engagement: health informatics is still a poorly understood science and
this must change if effective information strategies are to be deployed. The central body
should not conduct the research or development itself: it would not have the experience
necessary for research which is the province of academics. Neither would it fulfil the
demands of technical development as this is the province of system developers. It can,
however, take charge of standards to which system developers will have to conform.
One of the most important functions of a central IT body is to support the development of
policy. Currently policy makers do not realize that there are information requirements to
almost all they do and an information strategy must form part of every policy decision.
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7.6 Overall Recommendations: System Architecture
•
•

•

•

•

•

•

•

The IT infrastructure of the NHS should support local systems that conform to
central standards of interoperability and capacity for information sharing.
Trusts must be given the opportunity to develop specialist systems and make use of
legacy systems where relevant, under the guidance of interoperability standards to
facilitate communication with other systems and compliance with the use of IT
across the NHS.
All patient administration systems already deployed in Trusts or on offer to Trusts
through the catalogue recommended in chapter 7 should have the capacity to
interface with remote devices and relay data from these devices. This functionality
will be key to accommodating the development of telecare and other opportunities
for community care in the NHS.
Systems that serve a common purpose across the NHS, e.g. PACS images or email,
can be centralised whilst systems that cater for specialist or local needs should be
developed locally.
In all cases, systems should be required to adopt national or international data
standards and terminologies which facilitate safe and reliable interoperability so that
data can be shared along each patient’s care pathway.
NHS Trusts must not be penalised for procuring and implementing systems that suit
their specialist needs better than those selected for them by their Local Service
Providers. Instead, the Executive should facilitate a choice of IT solutions for all
Trusts.
Further investigation is required into the use and role of personal health databases in
the NHS such as HealthSpace, HealthVault, Google Health and any other
commercial or NHS-funded solutions that may emerge. These products, if deployed,
must prove their readiness for deployment in the NHS before they are considered;
the Government must no longer foot the cost for the design and development of
software solutions; they should look to purchase finished products that are already
fit for purpose as part of the architecture of the NHS.
The evidence of the Review suggests that the concept of creating a central Spine of
patient data is no longer an essential driver for improving patient care, if ever it was.
Data must therefore be stored and accessed locally on interoperable systems that
release information on the basis of patient need. Patient data must be processed in
forms that carry continuing patient confidence. Emerging technologies that increase
patient involvement in their health information can play a role in strengthening this
confidence if they prove to be NHS compatible.

Recommendations continued overleaf
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SYSTEM ARCHITECTURE CONTINUED
•

Open Source is a valid and cost effective solution to procurement in many sectors.
The use of Open Source solutions for non-clinical applications in the NHS such as
desktop operating systems could be explored and exploited to bring about cost
savings. Given the paucity of the coding community, there is a challenge to
overcome if Open Source is to be used in clinical IT solutions. The sector
presently lacks a qualified community of system developers with both the
technical and medical expertise necessary for clinical applications. Measures to
widen the number of professionals engaged in healthcare Open Source coding
could be investigated. If these measures are successful, Open Source products can
be included in the catalogue of systems from which Trusts would select their
clinical IT solutions. Trusts can then weigh up for themselves the benefits of Open
Source applications against those of commercial solutions.

•

A centralised IT support body should control standards for systems and ensure
value for money but must allow Trusts to select information systems from a
catalogue of approved solutions. It should also support the development of an
information strategy for the delivery of patient-centred care. Such a body will not
centralise IT expertise but ensure that local health informatics staff are well
equipped at Trust level to choose systems and support their delivery. Localisation
of expertise will enable patients to voice concerns or questions about systems and
data more easily.
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8

Procurement

The centralised procurement structures of the NPfIT were cited by a recent Public Accounts
Committee report as inducing a ‘high dependence on just two major suppliers’.428 The
Committee said that this dependence has ‘implications for the Programme’s capacity and
capability and for the Department’s leverage’. It called for an assessment of the current
procurement arrangements and NPfIT contracts. The Review Group aim to provide just such
an assessment through the evidence described and analysed in the sections below. The Group
will examine whether centralised procurement mechanisms adequately cater for the needs of
patients and clinicians situated in diverse care settings and investigate the capacity for the
development of localised, interoperable systems. It will then conclude as to whether a
centralised procurement model can provide systems that support a vision of patient-centred
care and whether a decentralised model is strategically possible at the level of individual
Trusts.
The Evidence

Unsurprisingly, it was the Local Service Providers who voiced strong support for
maintaining the centrally drawn contracts whilst smaller companies offering grass roots
healthcare solutions wanted to see the introduction of more competition through localised
procurement. NHS Trusts were divided in their views on local procurement: some had a good
relationship with Connecting for Health and felt that centralised procurement had saved
money and resources. Others protested about the lack of choice and control they had over
systems and supported a move towards localisation.
Whilst the majority of witnesses favoured a decentralised approach to procurement guided by
standards and accreditation, CSC advocated the use of Output Based Specification (OBS) as
a means of selecting and procuring software. It claimed that OBS is less definitive in the
demands made of suppliers and can allow the NHS to relate to a dynamic market, freed from
excessive technical specification.429 It did not, however, endorse procurement powers for
individual Trusts for the following reasons:
•

•

Before the NPfIT, local procurement decisions to purchase systems suited to the needs of
individual teams of clinicians proved to be expensive, haphazard and inefficient; most
significantly, it claims, the systems inhibited interoperability.
CSC doubts whether individual trusts would be able to provide adequate investment for
companies looking to develop products.

However, smaller suppliers who attended the roundtable oral evidence session were strong
advocates of opening up the procurement process through localisation: ‘an open market
would foster innovation and push down costs’.430 They argued that the NPfIT’s centralised
428
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contracts stifled innovation as smaller companies lack access to NHS custom and therefore
have no incentive to innovate better IT solutions for the NHS.
Similarly, Intersystems stated that smaller companies who previously offered Health IT
solutions have been frozen out of the market by the NPfIT contracts. It described the
contracts as ‘tough and punitive’431 and outlined the way in which centralised contracts of
this scale tend to prompt suppliers to focus on fulfilling the terms of the contract rather than
on meeting the needs of clinicians and patients. It said that the chosen LSPs ‘had no relevant
products and often had little or no expertise in implementing complex healthcare systems’.432
Some clinically trained witnesses believed most of the delays in the programme were caused
by complications in the central contracts. As Grant Kelly notes, ‘ there is no over-riding
financial motive to drive design and provision which leads to uncertainty’.433 To resolve this
problem, two witnesses recommended the adoption of a localised, evolutionary approach to
system development or, as the RCPCH phrased it, there should be a return to ‘an iterative,
Darwinian approach to systems’.434 David Ingram also advocated this ‘iterative’ approach but
said it should be combined with a national strategy to ensure consistency and communication
across the NHS.435
Milton Keynes NHS Foundation Trust observed that currently, Trusts are not the true
‘customer’ in the relationship with the supplier as the contract exists between CfH and the
LSP. 436 It argued that while the Trust is merely a third party in receipt of services, it often
has to bear the brunt of the problems encountered. The Trust commented on the delays that
the centralised contracts had caused:
The Fujitsu exit, and the lengthy process for agreeing an alternative,
means that we have encountered further delays in making advances with
the system. In reality, it now looks like we will not see anything
significantly new until mid-2010.437
Lynn Woods of Adastra substantiated the argument made by Milton Keynes NHS
Foundation Trust that there is limited local control over systems:
The NHS has effectively surrendered control of systems deployment to the
five LSPs which have now condensed down to three contractors. That
influence has been used by the LSPs, and especially by CSC, to
superimpose upon Trusts and provider services IT solutions in which the
LSP has a commercial interest, invariably without regard to the
performance and cost of the system presently deployed. CFH are aware of
the need to control this abuse of contractual authority and Adastra detects
encouraging signs (at least in the context of GPSOC) that the issue is
being tackled.438
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Newcastle University asserted that Primary care services do not have enough say in
procurement of systems.439 It said that those working in the Primary Care sector feel the
NPfIT has overlooked existing systems that could have been made to be what the BMA and
RCGP call ‘NPfIT compliant’.440
Finally, Hewlett Packard advocated a solution where ‘system integrators’ are selected and
rolled out at a local health economy level. These integrators would be responsible for
organising and implementing the systems; they could support the NHS with highly skilled
programme management but could be more adaptable to local NHS needs.
Conclusions

When forming recommendations on localised procurement, the Review Group have had to
take into account the long-term nature of the contracts and the fact that confidentiality
agreements with suppliers make it impossible to ascertain the extent to which contracts can
be terminated.
The Group understand the need for a balance between a coordinated strategy and local choice
to encourage innovation and drive down costs. The Review Group therefore endorse the use
of centrally set standards and functionality for locally procured systems to follow. The Group
also recommend the introduction of rigorous assessment and accreditation of systems to
prove that they conform to these standards. With these two initiatives in place, localisation
can encourage innovation and yet ensure that the use of IT across the NHS in co-ordinated
and consistent.
Whilst standards can be implemented from above, there is a pressing need for proficient
health informatics staff on a local level in order to facilitate trusts in selecting their own
systems. Staff are not currently equipped with the right training and guidance to maximise
the benefits of possessing this choice. Adequately trained informatics staff will be required to
advise management on the appropriate systems for each Trust and oversee the
implementation and the maintenance of these systems. The NHS must develop the skills and
professional capacity to accommodate local procurement as a matter of urgency.
Not only is there a gap in the workforce required to enable localised procurement, there has
been a damaging separation to date between the application providers who know the
healthcare environment and the local NHS where the systems are being implemented. System
integrators, suggested by witnesses in the evidence, could ensure a balance between listening
to and providing for local needs and ensuring that systems fall in line with national standards
and strategic objectives. Trusts should be given the option to deploy a system integrator
during the implementation process as this would help them navigate from their legacy
systems to new systems.
There is, however, always a need for a direct relationship between the system supplier and
the end users whether or not integrators are involved. Centralised procurement has impeded
the partnership between these two stakeholders and work must be done to ensure that any
439
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localised procurement strategy has at its core a partnership between the IT professionals
implementing the systems and the clinicians who will use these systems.

8.1 Models of procurement that meet the needs of patients and clinicians
Over the last year, there have been a series of decisions by trusts to procure systems outside
of the National Programme for IT. The failure of the LSP structure to cater for the needs of
the Trust, either through delays in implementation or through failure to meet local
specifications, was often cited as the reason for rejecting central procurement. This section
will examine how an NHS IT procurement model can best accommodate the needs of end
users at the same time as providing value for money.
The Evidence

A number of witnesses opposed the view that, due to a lack of IT training, clinicians prefer
central rather than local procurement. During the roundtable discussion, EMIS
representatives argued that the reason why Trusts requested central procurement mechanisms
prior to the NPfIT was because they had experienced systems going wrong and they were not
sufficiently informed about what a choice of systems might entail.441 EMIS asserted that this
perception can be changed if the right guidance is given to clinicians and Trusts choosing
their information systems. Intersystems noted a further complication in the origins of the
National Programme: in the past, health was divorced from IT and responsibility for IT was
outsourced.442 The more outsourcing took place, the more complex the contracts became. It
argued that if Trusts are willing to engage with suppliers then grass roots procurement can
take place.
ASSIST asserted that, in order to maximise the potential for IT to improve care, there is a
need for an ‘innovative, robust and competitive supplier market’.443 It suggested that there
would be ‘considerable value – both to UK health and social care and to UK plc from an
economic perspective - in encouraging small to medium sized enterprises back into the UK
healthcare systems market.’ It suggested that competition could be achieved by ensuring that
there are market opportunities to encourage innovation.

Conclusions

The NHS must not return to the haphazard and uncoordinated approach to IT procurement
prior to NPfIT; neither must it continue with the present situation where centrally procured
systems often fail to meet local needs and innovative suppliers with the potential to offer
systems that improve care are frozen out of the market.
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Before the NPfIT, there was a set of disparate systems developed on a local level that were
unable to communicate with each other. Whilst these systems were not interoperable, some
did succeed in meeting the specialised needs of the sectors in which they were conceived. In
General Practice, the clinicians made the purchasing decisions regarding their pre-NPfIT IT
systems: implementation was virtually 100 per cent and the benefits were widely seen. In
some NHS Trusts, these systems had buy-in from senior management and were supported by
good IT skills amongst clinicians.
The Department of Health’s decision to implement the National Programme using centralised
procurement structures was made because it overcame the lack of local skills in some areas
of the NHS. It also ensured consistency across the organisation and could be controlled by
centrally-held contacts. It was assumed that these would ensure value for money as well as
quality. The contracts have meant that the suppliers have not been paid as much as was
originally suggested because they have not delivered. This has been championed as a benefit
of the Programme but this advantage is tarnished by the delays that, arguably, were caused
by the top-down procurement set-up and the fact that the NHS still does not have the systems
it needs.
Evidence shows that central procurement has not succeeded in engaging clinicians in the
design and implementation of systems but that the majority of suppliers are very open to
engaging with clinicians if given the opportunity to do so. There has been a separation to date
between the application providers who know the healthcare environment and the local NHS
where the systems are being implemented. This separation is partly due to the complexity of
the tripartite relationship between CfH, Local Service Providers and contracted suppliers.
NHS Trusts have therefore often been forced to implement systems which do not suit local
choice. Thus there was no buy-in from either management or clinical staff. Steps are,
however, being taken through the ASCCF to give trusts more choice over systems.
The contracts have become increasing complex and are not understood by the staff who are
on the receiving end of the contracted suppliers’ systems. Thus there is little opportunity for a
Trust to be able to audit contract performance.
When it became apparent that systems would either be late or not fit for purpose in the UK
there was no mechanism for varying the contracts or moving outside them (except for
foundation trusts who are increasingly choosing to negotiate deals outside the contracts).
The Review Group therefore recommends the provision of a catalogue of successful systems
with agreed NHS prices to enable Trusts to choose systems that are nationally compliant and
yet flexible enough to cater for specialised needs. The stakeholders and end users should be
given the opportunity to determine the standards required for systems and accreditation
should be performed by a separate body such as CfH.

8.2 Improvements to current procurement structures
It is clear that if the Department of Health is to prevent rising costs and further delays,
changes need to be made to the current procurement structure of the NPfIT. This section will
examine the long-term prospects of the LSP contracts and use the evidence to assess whether
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or not they can provide the NHS with the IT support it needs at an affordable cost and to
explore alternative ways forward for the NPfIT.
The Evidence

To solve the problem of closed markets, roundtable witnesses proposed that CfH must supply
key decision-makers on the ground with the funding to choose systems that best suit clinical
requirements. There was also a consensus that there must be more opportunities for
companies to talk to central management about the NHS’s requirements.
Robin Abbi of Oxford Brookes’ School of Technology advocated a system architecture
similar to that of HM Revenue and Customs:
There, the government defines the information which it needs to administer and
collect tax revenues. A specification is then published which anyone is free to
implement and the resulting software product is then submitted for testing and
approval, after which it competes in the marketplace with other similar systems.
HMRC is happy because they set the rules of the game and control who gets to
play, the end users are happy because they are free to choose among a field of
competitors without having to adopt an enforced supplier. Provided the HMRC
does not start to game the approval process, for example by setting unduly
onerous fees for the approval of new products, the market for compliant systems
is healthy and responsive to the needs of users. Thus the government can choose
the data it wishes to collect as a first step. Then it is able to publish its interface,
the low level methods that computer systems may use to supply and read such
data. The market then takes over. 444
In this approach, both the Government and the end-users are involved in the choice of
systems: the Government specifies the type of system developed by suppliers and trusts
exercise choice over which system they purchase.
The grass roots approach to NHS IT procurement advocated by many witnesses was
examined by others in relation to the recent shift towards localisation instigated by
Connecting for Health. Some witnesses argued that the Additional Supply Capability and
Capacity Services framework (ASCCS) starts to create a choice of non LSP services but
noted that this appears out of line with the NPfIT objectives.445
Witnesses also observed that the ASCCS does not introduce enough competition to drive
down costs as the fees for contracts are still determined by the CfH Local Service Provider
fees, which, it was argued, are ‘extortionate’.446 It was therefore recommended that CfH give
key decision-makers on the ground the funding to choose systems that best suit their clinical
needs. Logica also endorsed the introduction of more competition into the ASCC:
The Government should continue to promote the use of the multiple selected
standard applications and increase the competitive pressure on LSPs – it can do this
by encouraging NHS providers and PCTs to prefer and use the ASCC Framework
where products, suppliers and contract terms are already agreed promote ‘positive
444
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implementation’ changing attitudes of ‘too hard’ and ‘not here’ by making the
focus of both CfH and SHAs on overcoming the deployment issues. 447
Another witness argued that the NHS tends to contract IT companies with previous NHS
experience, ruling out those who bring experience from other sectors rather than health: ‘this
means that a high profile national programme is artificially limiting the pool of expertise
from which it is prepared to recruit’.448 However, others warned against relying too heavily
on expertise and experience from other sectors such as banking or telecoms.449 They argued
that imported strategies were particularly dangerous given the idiosyncrasies of health
records and systems.
One anonymous witness argued that the centralised approach to procurement runs counter to
the Government’s policy on creating competition between Trusts.450 This witness observed
that trusts need to differentiate themselves from one another if they are to compete: their
choice of information system is one such area where differentiation can be made.
Conclusions

The Department of Health has committed itself to spending large amounts of money on
contracts that may no longer provide value for money.
The NHS is exhausting large amounts of money as a result of clinical errors and omissions
patient damage as well as administrative improvements which come from good IT
installations (see Strategy Chapter).
The Review Group have concluded that the contracts must be halted and renegotiated. There
will be a cost to this course of action but this will be mitigated by overcoming the LSP failure
to deliver and also must be set against the large amounts of money being lost due to the
delays. Moreover, there is a growing cost to CfH incurred by Trusts who are choosing to
procure outside of the National Programme. Where trusts are procuring systems separately
from the NPfIT, the DH are paying for systems twice.
If delays continue, and it is likely they will, more Trusts could be forced to take this course of
action. Either the Department will bear the brunt of this cost or they will pass it onto the
Trusts themselves – a decision which would divert vital trust funds away from the direct
delivery of patient care and deter them from exercising a choice in which system they
implement.
The Review Group recommends restructuring the strategy of the NPfIT so that schemes such
as the National Local Ownership Programme (NLOP) and the Additional Supply Capability
and Capacity Framework (ASCCF) reflect the overall strategic direction of the Programme.
Currently, they are the afterthoughts of a largely centralised strategy and, due to their
contrary emphasis on localisation, have not been realised effectively. In order to boost their
impact, the overall NPfIT strategy needs to shift towards local choice and responsibility for
Trusts in the selection of information systems.
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The opportunity cost of the National Programme has long reached the point where it
is disproportionate to the intended benefits of the NPfIT in the NHS. The centralised
procurement and implementation structures of the Programme have created
diseconomies of scale. These inefficiencies require a rigorous and robust
reassessment on the part of the Government. A more practical assessment of the
costs should be a priority for the Government: a re-evaluation of the Programme’s
cost effectiveness should be driven by the benefits derived for patient care.
Scaling back and localising the centralised procurement arrangements of the
National Programme through a catalogue of suppliers would point towards a more
cost effective approach to NHS IT. There is scope for cost savings in the competition
generated between suppliers and the reduction in the size and scope of a central
management and support body (currently in the form of Connecting for Health).

141

8.3 Overall recommendations: Procurement
•

A future IT procurement strategy should encompass the following:

•

A practical assessment of the costs of the current contracts in the context of the
Programme as a whole: any re-evaluation of the Programme’s cost effectiveness
should be driven by the benefits that can be derived for patient care.

•

Subject to any applicable constraints, halted and renegotiated LSP contracts.

•

Centrally set standards and functionality for locally procured systems to follow.

•

Assessment and accreditation of systems to prove that they conform to these
standards.

•

A catalogue of successful systems with agreed NHS prices to enable Trusts to
choose systems that are nationally compliant and yet flexible enough to cater for
specialised needs.

•

The Government should avoid signing any more large, central and inflexible
contracts and instead give local Trusts the power to purchase systems. Under the
Review Group’s proposed catalogue system, large contracts will not be held by
central Government but broken down into small, manageable procurement
arrangements between local trusts and their chosen suppliers. Central Government
will assess the cost of each system on the catalogue through the accreditation
process and allow competition to drive down prices.

•

The quality of informatics staff should be strengthened so that local choice and
procurement of systems can be supported by on-site expertise.
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9

Health and Social Care

The importance of information sharing between health and social care has been recognised
since the inception of the NHS. Receiving the right care in the right place at the right time
often depends on skilled team work involving a range of health and care professionals. This
team work, in turn, is dependent on appropriate sharing of information across boundaries of
organisations, systems and processes.
In addition to helping to achieve better patient outcomes, information sharing is crucial to
making the best use of limited resources across the whole system of health and social care.
Information sharing between health and social care can facilitate a more preventative
approach care. For example, reducing the number of emergency hospital admissions through
effective falls prevention for older people, or medicines management.
Modern computerised information systems create new possibilities but also risks and
challenges. Poor practice and weak systems can lead to breaches of confidentiality; but
failure to exchange information in a timely way can have catastrophic consequences e.g.
when information is not shared between agencies about a child at risk of harm.

9.1 Information sharing between health and social care
The purpose of this section is to examine the variety of evidence put forward on sharing
information between health and social care and recommend ways in which IT can facilitate
this process, along with the organisational changes that would be necessitated by information
sharing.

The Evidence
Support for the principle

Witnesses concurred on the positive value of information sharing and the need for further
policy-making in this area. It commanded strong support from most witnesses, including the
three principal witnesses from the social care sector – the Local Government Association
(LGA). Association of Directors of Adult Social Services (ADASS) and the Commission for
Social Care Inspection (CSCI). As the LGA phrased it:
..local government believes that concerns about misuse or loss of
personal information can easily obscure the benefits to both individuals
and local communities that can flow from proportionate and careful
sharing of information between health and social care. 451
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CSCI described three different levels of information sharing that impact on the outcomes of
people who use services:
•
•
•

Information for people about how to access health and social care services;
Information that needs to be shared about an individual’s situation to help ensure health
and social care is co-ordinated for the person; and
Strategic information that councils and PCTs need to share in order to develop and plan
good quality local health and social care services.

Similarly, many providers described other benefits, such as reduced bureaucracy452 and
increased safety, arising from carers having more access to information about the patient.453
Alongside general support for and commitment to information-sharing, our attention was
drawn to significant concerns about how these benefits could be secured in practice – the
term ‘challenging’ was frequently used. A range of challenges were identified, including
inter-professional Trust and cultural differences, organisational complexity, different
operating and governance systems. Particular anxieties were expressed by some witnesses
about the confidentiality of individual patient data.

The policy & organisational context

Several witnesses highlighted the complex matrix of organisational responsibilities, scattered
across the NHS, local government and central government, in which individual professionals
attempt to share information. The main features of this matrix were:
•

•

•

150 local authorities with social services responsibilities (and in most cases involving
separate council departments for children’s and adult services) each accountable to their
local electorate, and each developing their own, local ICT strategies - taking account of
national frameworks and guidance where these exist.
239 NHS Trusts, managed through the SHAs and the overall management structure of the
NHS with information systems driven centrally through a strongly directed national
programme.
Two different Government departments responsible for social care policy: Department of
Health (DH) for adults, Department of Children, Schools & Families (DCSF) for
children. The strategic and operational differences between these two departments was
noted. A third arm of Government – the Department of Communities and Local
Government (DCLG) - is responsible for local government finance, through which most
public funding of social care is channelled.

The Review Group heard that this division of responsibilities is producing diverse approach
to information sharing, especially at the national policy level. For example, although DCSF
had been very directive in developing a framework of national information sets (Contact
Point, Common Assessment Framework and the Integrated Children’s System), these
452
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initiatives were originally developed using parallel rather than complementary systems. It
seems that little effort had been made to achieve any degree of interoperability between these
information sets and those of adult social care services or the NHS although this has now
been recognised and is being acted upon.
In contrast, witnesses explained that DH had adopted a much more laissez-faire stance,
regarding ICT primarily as a matter for individual Councils and apparently eschewing a
national leadership role. ADASS concluded:
Social Care is lacking in clarity of leadership of its information strategy.
It has no equivalent to the Chief Information Officer for Health. It is
unclear whether the remit extends to social care, and if it does, (or
could,) what levers of influence are needed to make the role effective in
social care? 454
Irrespective of these different national arrangements, it was the view of ADASS that local
government has shown a high commitment to the development of electronic care records for
adults and children and that most councils had invested in ICT infrastructure and staff to
develop electronic systems for assessment and care planning.

Problems…and progress

The system developments described to us by providers involved in CfH did not appear to
address information-sharing requirements, largely because of priority had been given to
internal business needs of NHS organisations.
Although all witnesses supported information-sharing between health and social care in
principle, there remain discernible anxieties about what this might mean in practice,
particularly from a clinical perspective.455 Vivienne Nathanson of the BMA, for example,
commented that:
Most clinicians are very cautious about sharing more information than at present
with social care due to concerns about standards of existing records. Social care
would need to reach agreed standards of competence prior to greater sharing. 456
This caution echoes the view of other witnesses who argued that the issues were as much to
do with culture and values as technology and systems.457 Frances Blunden of the NHS
Confederation cited the Contact Point database for children as an example:
Rather than technical issues (which are no doubt significant), the focus
has been on different approaches to vetting staff, consent and
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confidentiality, highlighting the significant cultural issues that need to be
addressed if real progress is to be made.458
Several ideas and suggestions were proposed as to how these issues could be tackled. In
relation to the sensitivities around information sharing, for example, UKCHIP emphasised
that best practice should be guided by the individual care pathway:

Information should be shared on a need to know basis, governed by
professional probity; with care taken over third party onward
transmissions and additional features to ensure consistency is maintained
however long the chain of sharing is. This should be managed carefully
on a real need to know basis and with a good audit trail to monitor any
abuse of the information with explicit subject agreement at all stages.459
The unified care pathway and single assessment was also emphasised by Roz Foad, who
pointed out that not all clinical information needs to be shared with social care and that a
‘role based’ access model is needed: ‘patient wishes on what is and is not shared should be
respected unless the welfare of another is at risk by not sharing’.460
Some witnesses were strongly supportive of a shared electronic record. David Johnstone
described how this was being rolled out in the South West, with acceptance gained through
involving patients, service users and staff in the design of the system format.461 The benefits
of a single integrated record in reducing the risk of mistakes and care breakdown were also
endorsed by Logica.462 Others favoured a more eclectic approach; the British Computer
Society proposed that:
The first milestone is to ensure that both are aware that the other is
involved with the patient/client. This could be recorded in the NHS
Personal Demographic Service record for the patient / client. The next is
that each is aware, where relevant, of the work being done by the other.
This is probably best done by explicit messaging, rather than browsing
each others records. A joint record will fail, as (certainly at present)
both sides have very different cultures and record keeping practices, and
the governance issues will be significant.463

Conclusions

The breadth of the social care sector, the division between children and adult services and the
complex organisational arrangements has meant it has not been possible to fully explore all
of the issues within the scope and timescale of this review. Instead the Review has
458
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concentrated on headline findings and set out a direction of travel that will not pre-empt the
outcomes of any further work. There are particular aspects, such as children’s social care and
the diverse range of situations in which information may need to be exchanged, that merit
further and more detailed examination.
Demographic change, the heightened expectations of the baby boom generation, increasingly
personalised forms of care and the rising tide of dementia and other long-term conditions will
together require the NHS and social care to work together more closely to meet the
challenges of the future. Information-sharing will need to become the life blood of this
relationship and the Review Group would argue that it should be given higher priority in the
information strategies of both sectors.
In surveying the current position, our report has highlighted the fact that there are three sets
of information system developments which have been pursued, for the most part, in isolation
from each other: the NHS CfH programme; the individual adult social care plans of 150
councils; and the national information sets/databases for children’s social care.
These separate programmes reflect the complex web of governance, organisational
accountabilities and political responsibilities that straddle local government, the NHS and
central government. The Review Group acknowledge the real difficulties these arrangements
create for adopting a coherent approach to information-sharing across such a multiplicity of
bodies. The prospect of significant change to this national architecture in the foreseeable
future appears unlikely; any notion of developing a single overarching strategic approach that
will meet the needs of all stakeholders seems fanciful. Instead the Review has concentrated
on identifying both strategic and pragmatic opportunities that will help health and social care
bodies to develop local solutions.
At a strategic level, it would be helpful to have a high level mechanism for the DH, DCSF
and NHS Management Board to share information about their plans and strategies for
information systems so that at the very least there is a shared understanding of each other’s
programmes and an opportunity to identify opportunities for consistency - for example in
data definitions. A particular priority should be to agree the essential core information items
to be held within a personal health record.
Within the existing Connecting for Health Programme, the Review Group saw little evidence
of work to address in a systematic way the information-sharing requirements of enabling
communication between the two sectors. There appears to be no lack of commitment towards
this goal and social care colleagues have welcomed the interest and support of CfH in
relation to pilot projects but for understandable reasons the internal imperatives of the NHS
have commanded higher priority. Options for future of the CfH programme should address
how information-sharing between health and social care will be taken forward as a
mainstream facet of any future work programme.
In relation to adult social care, stronger leadership from the DH would offer real
opportunities to build on the commitment of local government by significantly strengthening
information governance arrangements. Mandatory guidance would enable the development
of nationally consistent data standards and definitions across all 150 councils with adult
social care responsibilities. As part of the overall strengthening of arrangements, the DH’s
role in relation to leadership and resourcing of information strategy work should be reviewed
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– perhaps in the context of the ‘Putting People First’ concordat. The potential advantages of
an enhanced governance and leadership framework could include:
•

•
•
•

Creating a consistent national framework in which health and social care professionals
can develop greater trust in data sharing, and where appropriate help their organisations
to procure local systems.
Faster progress in developing a single, shared health and social care record.
Using the roll-out of personal health budgets to experiment with patients holding their
own record.
Supporting effective local implementation of national initiatives such as the Common
Assessment Framework (CAF).
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9.2 Overall Recommendations: Social Care
SOCIAL CARE
•

Demographic change will require increased information sharing to manage care: it
should be given higher priority in the information strategies of both health and
social care sectors.

•

At a strategic level, it would be helpful to have a high level mechanism for the
DH, DCSF and NHS Management Boards to share information about their plans
and strategies for information systems.

•

Options for future of the National Programme for IT should address how
information-sharing between health and social care will be taken forward as a
mainstream facet of any future work programme.

•

The Department of Health should issue guidance that supports local government in
developing nationally consistent data standards and definitions across all 150
councils with adult social care responsibilities.

•

The Department of Health’s role in relation to leadership and resourcing of
information strategy work should be reviewed – perhaps in the context of the
‘Putting People First’ concordat.
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10 Management of the Service
The centralised structures of the National Programme for IT not only impact upon the
systems supplied to Trusts but also on the management strategies and structures that are
required to adapt to the systems within those trusts. Information systems have the potential to
produce meaningful information upon which to base management decisions. However, if
deployed without reference to the working practices of Trusts or the needs of management
staff, they will disrupt rather than facilitate the management of trusts. This chapter will
examine the information and data required by management and investigate ways in which
information systems can successfully support a patient-centric approach to management.
In today’s NHS Chief Executives spend the majority of their time assessing the
organisation’s progress against national targets which are used as a proxy for good patient
care. IT systems have been developed to produce data for the myriad of daily activity reports
that a Trust is expected to submit. The Department of Health employs large numbers of
analysts to interrogate the data and brief civil servants on the level of central intervention
which may or may not be required to ensure an organisation is brought back into line should
it fail to hit any of the targets.
As a result of these processes, the current information systems available to managers are
suitable for measuring activity and progress against targets rather than defining the quality of
care against clinical outcomes. A shift has taken place in recent years with Lord Darzi’s High
Quality Care for All placing emphasis on the provision of quality care. For this vision to be
realised, it must pervade every aspect of the NHS, from frontline clinicians to management.
IT can be an enabler in this process by providing management with tools for measuring
performance, not in terms of targets but according to outcomes. It can facilitate efforts to
orientate every aspect of management around the needs of the patient.
The purpose of this chapter is to determine how information technology can support patientcentric management strategies that are not constrained by targets but are focused on the
improvement of care. More specifically, the chapter will investigate ways in which IT can
support the following managerial tasks as part of the NPfIT:
•
•
•
•

The commissioning of improved services through World Class Commissioning
The management of clinical services and patient care across the health and social care
divide
The measurement of clinical and operational outcomes against which organisations can
be held to account
Change that is dictated by evidence based clinical pathways rather than centrally
constrained requirements and targets.

To ascertain how this could be done, witnesses were questioned on three topics detailed in
the sections of evidence below.
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10.1 Information systems to support the management of the Service
If Information Technology is to provide added benefit to management, it is vital to view it as
a facilitator and not as an end in itself. Management staff must feel able to manipulate the
tools it can offer them to suit local needs and not feel that systems are imposed on them as a
means of measuring activity to meet targets. The section below will establish ways in which
witnesses believe IT could support management in innovating improvements to care.
The Evidence

In his evidence, Professor Mike Pringle stated that the collection of accurate and complete
clinical and administrative data generated during clinical encounters could significantly
increase the potential for better health and social care. He argued it could enhance safety and
improve outcomes.464 The implications of this statement for management are twofold: firstly,
management data should not require any further datasets other than those derived from
operational data. Secondly, the use of data collected at the point of care for management
purposes can help improve care by enabling patient-centric management strategy. The
extraction of information for management purposes will be discussed further in the following
section.
Witnesses proposed that communication through IT could make a positive contribution to the
management of patient care by:
•
•
•
•
•
•
•

Facilitating the delivery of prevention and well-being models by making further progress
in integrating clinical data across the care continuum.465
Creating a common language across the organisation.466
Offering better methods of entering and transferring information.467
Providing systems to help govern the sharing of information.468
Streamlining and support processes in secondary care, order communications and
prescribing.469
Spreading performance information on achieving quality care across the NHS.470
Measuring cost and quality of care delivered from one end of the pathway to another.471

A number of witnesses believed that IT should facilitate communication between sectors.472
In order for this to occur, it was noted that managerial decisions need to be made about how
to harmonise working practices and data sharing between the health sector and the following:
• Social Care
• Charities/third sector organisations
• Other public sector organisations such as the police473
464
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Three witnesses believed that IT could prevent management from treating patients as
statistics and facilitate patient involvement.474 Care from the home was one practical example
that was given.475 It was also thought that IT could maximise the role of patient choice in
management strategy by measuring and valuing what matters to patients e.g. PROMS.476
In addition to discussing the ways in which IT could support the management of care,
witnesses outlined the impact that new information systems could have on management
strategy. Vivienne Nathanson observed that the introduction of information systems should
be accompanied by a change in culture, business redesign and training, all of which comes
under the remit of Trusts’ management teams.477
The Health Facilities Consortium noted that better-equipped IT managers are needed in
healthcare environments as the current quality of IT staff in the NHS is very variable.478
UKCHIP substantiated this point by asserting that IT staff must demonstrate their ability to
contribute to the goals of the NHS and then participate at board level.479
Conclusions

The use of patient-centred records across trusts can enable patient-centric management
strategies to be developed and sustained.
IT is not a solution in and of itself, it is a facilitator and should be treated as such by
management.
IT systems can facilitate the measurement of outcomes which can be used by
management to identify strategies to improve patient care.
Management can benefit from the use of IT systems to govern the sharing of information
within the Trust.
IT can help management disseminate information across the trust on how to improve
care.
IT can prompt the development of a common language across organisations.
It can help manage resources, performance and training.

•
•
•
•
•
•
•

10.2 Data to support the management of health and social care
Due to the differing tasks of management and clinical practice, it is easy to assume that
diverse datasets are required to support the functions of each role. This section will
investigate the potential for deriving all data from clinical encounters, including data to
support management. It will also explore the issues of confidentiality and cross-sector data
sharing.
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The Evidence

A number of witnesses highlighted the need for data derived for management purposes to
remain patient-focused. Two witnesses asserted that the anonymity and privacy of patients
should be preserved where necessary.480 Whilst others suggested that system data should be
considered alongside patient/carer feedback.481
The use of data as a performance measure to manage, benchmark and drive improvements in
the delivery of quality care was widely endorsed.482 Intellect emphasised that performancerelated data is much more powerful when it is focused on a particular service or sector.483
Two witnesses were of the view that data should primarily be acquired from the data that is
derived from clinical encounters and supplemented by administrative data where
necessary.484 It was noted by several witnesses that this method of using existing databases
can improve efficiency. They suggested that, to ease this process, any gaps in the data
required for management should be identified and filled.485
In addition to taking the patient into account, witnesses highlighted the fact that management
must also factor in the needs of clinicians when they derive data. Two witnesses stressed that
collection of data should not place additional burdens on NHS clinicians or compromise
clinical care.486
A number of witnesses outlined the way in which IT systems that are designed to measure
data for targets can inhibit the work practices of management and the efficiency of Trusts as
a whole. Andrew Bamji noted that the weekly data for 18-week targets currently takes one
person a full week to enter.487 Roz Foad suggested the introduction of a programme similar to
PRIMIS+ into secondary care to reduce the six-week delay between discharges and data
reaching the Secondary Uses Service.488
With regard to management of care across the health and social care boundaries, John Griffin
outlines the culture that needs to exist in the management of both sectors before IT can
facilitate the partnership between them:
For some time there has existed a great sense of ‘common purpose’ between
Local Authorities and the NHS. There is recognition that the care of the
individual is not best served by hard boundaries. Depending on locality and
circumstances, similar care for an individual can be commissioned from either
health or social care, or both. With a patient-centred approach the needs of the
individual transcend those of the organization. This approach mirrors the
shifting view of the purpose of care services from establishing an absence of
illness /problems to establishing the presence of wellness. Children and Young
480
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Persons, in particular have access to a range of service providers, which include
the NHS, social care, education and other agencies.
He then detailed the role that information technology can play in enhancing the relationship
between the two sectors, arguing that a successful partnership ‘will require good quality
information to be available to both health and social care, so that each can know the patient
status and service user status and the basis for initiating a care pathway’. He emphasised that
shared information must be protected with role-based access for staff.
Conclusions

Data should be derived as a measure of performance but this should be done in a patient
centric way through the use of outcome measures.
Data should be derived from existing databases wherever possible.
Anonymity and privacy of patients should be preserved wherever possible.

•
•
•

10.3 Supporting Commissioning
The effective commissioning of services is in many respects dependant upon the provision of
data to inform management of the areas in which services are required and improvements
need to be made. Ways in which IT can aid the provision of this information are explored in
the evidence below.
The Evidence

In order to support commissioning, it was argued that IT must enable the provision of
comprehensive and timely data.489
Vivienne Nathanson states:
With accurate, comprehensive and timely data commissioners can have
evidence-based discussions with providers to inform future decisions about
services. The Secondary Uses Service offers the potential to improve access
to commissioning data and tools to analyse and provide reports. It will be
possible to access data on commissioning activity, referral patterns, QOF
and prescribing. IT is only a tool and if data held centrally are inaccurate or
out of date IT will not improve processes. Poor data quality can affect
payments, comparators and linkages of data. There needs to be resources in
place to regularly audit data and train staff so that data are of the highest
quality.

The view expressed above was reiterated by Intellect who advocate the use of IT in
commissioning to acquire source data from various systems i.e. data extraction and
consolidation which can them be manipulated to inform decisions, utilizing such vehicles as
489
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analysis, modelling and simulation.490 Similarly other witnesses advocated ‘analysis of
current trends’ in demographic data through IT as well as cost analysis to improve value for
money.491
Intellect goes on in their evidence to state that IT solutions of these kinds are widely used in
the private sector although their use in the health and social care system remains in its
infancy.
Other witnesses argued that information systems for commissioning must extract and
consolidate data from a wider range of sources/systems.492 One advocated the use of websites
by departments/centres to detail their activities. These sites can then be interrogated. The
commissioners could access these objectively to analyse throughput, attitude, clinical skill
etc.493
Tahir Mahmood of the RCOG believed that a single database was required to cover
management data required for local needs assessment, disease morbidity figures,
demographic profiles and information on service providers.494
The NHS Confederation observed that information about quality - a key component of the
information required to commission services - was vital to the improvement of patient
care.495 Commissioners also require information to monitor providers and performance
manage complex contracts. Logica in its evidence recommended the use of Business Process
Software for these purposes:
Sharing of SLA agreements between the PCT and Social Care maybe
difficult because of contractual reasons but the use of Business Process
Software could help to share and monitor the outcomes and benefits of
commissioned services. Including Public Health in this process would also
help to develop services. Both the commissioning and decommissioning of
services should be done based on the outcomes of both organisations. IT can
improve the SLA monitoring and outcomes. The sharing of information is
key but the input along the contractual process could bring real benefits.
Witnesses outlined the way in which IT can enhance the relationship between the
management of primary and secondary care. Roz Foad emphasised that secondary care data
is in need of improvement:
The lack of decent reporting has been one for the reasons for the failure of
practice-based commissioning. This is admittedly partly due to poor and
absent secondary care data, but also the inability to provide suitable reports
to primary care which enables them to check the validity of the activity data.
What is needed is the ability to search across primary and secondary care
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together, which will only be achieved through interoperability.
suppliers are more accepting of this than others. 496

Some

In doing so, she advocated the introduction of a cross-service approach to management data
into the NPfIT. She said that there were exciting pilots of interoperable primary and
secondary care data outside the National Programme but that the National Programme itself
did not yet accommodate wide-spread sharing of data across the two sectors. She said the
Programme ‘needs to take seriously the understanding that interoperability is the only way to
achieve an electronic patient record’.497
It was also brought to the attention of the Review Group that the development of service line
reporting and PLiCs can be supported by the IT system. It was suggested that this could
enhance the ability of management to review costs at both service level and patient level.
This technology will enable Trusts to better understand their costs drivers and assess
performance at service level and team level. Costs can thus be controlled and planning for
future investment improved. Trusts may also be better able to determine where continuing in
certain areas of health care are likely to impact on future financial viability.

Conclusions

•
•
•
•
•
•
•

496
497

IT should provide comprehensive and timely data e.g. by contributing to joint strategic
needs assessments.
IT should aid the extraction, consolidation and analysis of data required for
commissioning from a wide range of sources and systems.
In order to improve reporting in Secondary Care, data collection must be improved to
match collection and reporting in primary care.
There should be facility to search across primary and secondary care data, as Roz Foad
suggests.
The potential for IT to facilitate a cross-service approach to management should be
investigated further.
Workforce planning and service planning and reconfiguration can be enhanced through
the use of IT.
Management should guard against a reliance of its workforce on IT for decision support:
excessive dependency on system alerts to flag up abnormal results or conditions can
mean that staff lose their rigour in checking for anomalies themselves.
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10.4 Overall recommendations: Management of the Service

•

IT is not a solution in and of itself, it is a facilitator and should be treated as such
by management.

•

Patient-centric management strategies based on outcomes, not targets, should be
implemented through the use of information systems to extract and consolidate
data collected in clinical encounters.

•

Managers should exploit the potential for IT to enable the following:

•

Performance: measurement and management of Trust and Service performance
according to outcomes.

•

Information sharing: the governance of information sharing across the Trust and
between sectors; the facilitation of a common language through which to share
information across Trusts.

•

Training and education: the dissemination of information on methods of
improving care across the organisation.

•

Resources: the management and monitoring of resources and services across the
Trust. IT can help provide management with comprehensive and timely data to be
used for tasks such as joint strategic needs assessments. IT can aid the extraction,
consolidation and analysis of data required for commissioning from a wide range
of sources and systems.

•

In order to improve secondary care reporting, the standard of data collection
practices in secondary care must match that of primary care.

•

There should be the facility to search across primary and secondary care data to
strengthen a joined-up approach to managing patient care across the care pathway.

•

The potential for IT to facilitate a cross-service approach to management should
be investigated further.

•

Workforce planning and service planning and reconfiguration can be enhanced
through the use of IT.
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11 Leadership and Human Resources
The Purpose of this section is to define how professional leadership both on a local and
national level can best be developed to encourage the effective use of health informatics and
social care performance and business information to support patient and service user care. It
will investigate how staff commitment can be maximised at a local level and review the
education and training required by health and social care staff to gain maximum benefits from
systems.

11.1 Change Management
Underpinning the topics of leadership and staffing in relation to IT is the NHS’s approach to
change management. It is through establishing a desired approach to change management
that the Review will explore the failures of the above and develop the recommendations for
the future. More specifically, it will be necessary to examine the approach to change
management adopted during the National Programme for IT and to address the question of
how the change management process should be managed to ensure that the objectives of the
programme are achieved.
During the conception of the National Programme for IT, much was said concerning the
introduction of the Electronic Patient Record into England. However, tellingly, change
management was mentioned only briefly’ in Delivering 21st Century IT support: ‘Finally we
will work closely with the Modernisation Agency to change working practices so that IT is
used effectively’.498 The supporting chapter reflects the lack of real understanding of the
importance of change management in the implementation of IT – it is as vital to the success
of the National Programme as the system architecture and procurement of software.
In reviewing the large volume of literature on change management, it is clear that the
National Programme failed to cope with the following basic premise: a change management
programme is a structured approach to change in individuals, teams, organizations and
societies that enables the transition from a current state to a desired future state.
Gabrielle O'Donovan’s definition of change perhaps best describes the reasons why the
programme has failed to deliver the changes it determined. She concludes that, in making any
change, the organisation in question must determine the following:
a) What the strategic purpose of the change is
b) The vision and conditions within which the change will take place
c) The likely impact on the behaviour of the workforce. 499
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In rolling out the Programme in each NHS Trust, it is important to manage the human
landscape, communicate the vision and maintain momentum. With this definition in mind,
what is clear is that both the procurement and implementation process were not conducive to
a successful deployment.
In seeking evidence for the Review, there was less written evidence on change management,
leadership and the workforce than on the procurement and technical issues entailed by the
National Programme and this is perhaps at the heart of why the programme has realised its
full potential – whilst the issue has elicited debate and discussion elsewhere, there has not
been any substantial action on a national scale to ensure that Trusts have the resources they
need to invest in change management prior to, during and after the National Programme for
IT.
The Programme will continue to struggle unless progress is made in this area. The main
challenge in implementing new systems is not technology; it is people. Unless systems are
used to their maximum potential and staff are trained in the benefits and use of systems then
the investment will have been wasted.
The Evidence

Overall there was consensus that investment in change management and the continued
support of change management was essential. The costs of change management are largely
borne locally and the investment and skills required may be too great for some organisations
to successfully deliver against the objectives outlined in the introduction. Witnesses argued
that the NPfIT should not be seen as a one off project but as a long-term, continuous initiative
that will support the delivery of improved health care.500 This makes it imperative that change
management is at the heart of the programme.
There was widespread acknowledgement that there had been a failure to engage the clinical
leadership and recognise the scale of change required. The impact of the Programme on care
and working practices was not fully addressed.
As the NHS Confederation explained:
There has been a tendency to treat NPfIT as just a one-off, major IT
project and to concentrate on the technological aspects. However,
successful implementation of the programme requires significant
behavioural and cultural changes, and should be supported by a change
programme.501
A number of respondents concluded that successful deployments of IT systems took place
where they had been customised to meet local needs.502 Others argued that involving staff in
the management of systems on a local level can create a sense of ownership.503 The BCS
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stressed that any change in system must be accompanied by training, not just in the use of the
system but in how to alter working practices to gain the most benefit from the new system:
The national programme will need a competence development initiative
that provides guidance and training in the tools and processes necessary
to encourage the active design and adoption of new working practices in
care settings. This should not be styled as change management as this
implies predefined change – it should instead be styled as local design
by local people. 504
This emphasis on local ownership and development was widespread and is summarised by
Sir Jonathan Michael of BT’s view that local responsibility and vision for the use of IT in the
NHS should be endorsed and that staff needed to be given responsibility locally for systems
to ensure buy-in.505
He was among many giving oral evidence who adhered to the view that people and change
management were at the heart of the implementation of new systems.
Morecambe Bay University Hospital Trust described how it assessed the benefits it could
draw from Lorenzo and then changed its processes to maximise these benefits for patients
and staff alike.
This approach was strongly supported by other witnesses; the majority of witnesses agreed
that, where there was local ownership, staff were more likely to be proactive in exploring
ways in which their IT systems can enhance improvements in care. There was consensus that
change management is eased when there is local ownership of the issues that need to be
addressed and ownership of the systems to support those changes and developments.
Others described how efforts to introduce new IT systems had been met with resistance
because of the cost of changing processes and the resulting training had to be born locally. It
was noted that at the beginning of the NPfIT, there was a strong drive to implement the
system rather than explore its full potential to support the work of staff in improving patient
care.506
Evidence was given by a number of suppliers to suggest that working more closely with
individual trusts to scope the IT requirements not only improves clinical engagement but
would enable more benefits to be yielded from the systems. By working in partnership there
would be a deeper exploration of the issues facing Trusts and localised design to ensure a
patient / clinician centric approach. iSOFT stated in its oral evidence that it would welcome
more opportunities to interface directly with trusts and clinicians on the ground to facilitate
the change management process.507 Presently, its interaction with clinicians is often by proxy
through CSC. iSOFT explained that, whilst Local Service Providers are key to a centralised
procurement model and have brought added value to managing a number of sub-contractors,
the split between software implementation and support is worrying.
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iSOFT’s view of implementation was that the company who designed the software should be
involved in support on the ground and with implementation and that early clinical
engagement with software designers must be a priority. In contrast to iSOFT, CSC endorsed
the Local Service Provider structure of which it is part and took a very different approach to
change management whilst still recognising its importance. It worked closely with individual
services to ensure that clinicians could maximise the benefits from its system of choice but
strongly believed in restricting choice for Trusts so that companies can gain enough
investment to develop effective systems; it did not think that companies would have access to
adequate investment if Trusts had a completely free reign over choice of system and
procurement. Like iSOFT, CSC recognised that it was imperative to support change to ensure
that the potential of systems was maximised.
Cerner stated that:
The expertise of clinicians is paramount to improved efficiencies and safer
delivery of patient care through the use of information technology. The
promotion of clinical engagement (inclusive of clinical benefits and patient
safety) needs to be a focus for success. Providing expertise in core Trust
activities such as change management, clinical adoption, and integration with
centralised systems, areas that Trusts are not typically experts at, would help
develop the importance of clinical engagement.508
In doing so, it outlined the way in which suppliers can support Trusts in change management
by fostering a close relationship with them and making efforts to engage clinicians in the
implementation of systems.
Intersystems argued that ‘the best results come from working with small teams at the
frontline for an extended period of time’.509 It made a case for the full support of local
leadership by suppliers in the implementation of systems prior to, during and after the
software has been deployed. As a system integrator, it outlined ways in which system
integration software can empower trusts to take control of the implementation process
through change management: Trusts can create a tailor-made implementation plan
incorporating functionality from legacy systems with that of new systems. This technology
allows them to select the aspects of the new system they want to adopt and the period in
which they want to adopt them.
It was argued by witnesses with a clinical background that clinical engagement failed to
occur at the start of the Programme because speedy political solutions to NHS IT were more
attractive and beneficial in the short term than practical ones.510 They asserted that the
development of systems should be made in consultation with clinicians and existing good
practice should be built upon. Tahir Mahmood of the RCOG cited evidence from David
Kreps and Helen Richardson’s report on large-scale IT projects to demonstrate the
importance of engaging stakeholders in IT systems.511 It warns against the ‘costly waste’ and
‘failure’ of ‘overly large IT projects’ with illustrations from the NPfIT to highlight how a

508

Dr. Wale Lawal, Physician Executive, Cerner (Ev 1.15).
Intersystems (Ev 1.32) oral evidence.
510
Grant Kelly (Ev 1.36).
511
RCOG (Ev 1.61).
509

161

local, modular approach to system implementation might have helped solve some of the
problems the Programme is facing.512
Trusts also described the importance of preparing staff for the go live phase and making solid
support available in case of system failures or staff difficulties in adopting the new system.
Conclusions

It is clear that successful change management which engages clinicians on all levels is the
key to the implementation of IT. System integration can provide trusts with a tool to control
the implementation process but such solutions must be accompanied by a desire for change
and an acceptance of new systems amongst staff. Otherwise the implementation process will
be drawn out and will encounter resistance from end-users adapting to new systems.
However, this resistance is greatly reduced by change management processes that seek to
involve end-users in the development and deployment of systems. This engagement, whilst
supported by national initiatives, can only be achieved on a local level where it is encouraged
by local leadership and realized by suppliers who are open to engagement with clinicians and
accountable to them.
Staff should be made aware of the fact that a degree of disruption to normal working
practices is to be expected during the initial stages of implementation and that the benefits of
information systems will not be seen by clinicians for a significant amount of time.
The number of days allocated by CfH to change management on a local level is too small
given the scale of the National Programme. For example, CfH allocated 100 days to change
management for each Trust in London but outside of these days, individual Trusts were
expected to set up their own change management timetable. The process was further
complicated in London by the presence of Perrot – the company contracted by BT to supply
change management support across the London cluster, working alongside Cerner. This
arrangement created an even more complex set of relationships between the supplier, the
LSP, Cerner and those managing change within the individual trusts and did not facilitate
board-level leadership of the Programme at a local level.
Change management is best conducted by suppliers who know the systems and
clinicians/managers who are familiar with their Trust’s working practices. In order for both
parties to conduct effective change management, the right structures must be put in place to
ensure that suppliers have direct access to the end users of their systems and that leadership
are given more time to develop an effective change management strategy.
Thought must be given also to the impact that the introduction of new information systems
will have on patients. Extensive effort must be made to help patients, as well as clinicians,
adapt to new models of care entailed by IT; a change management strategy that takes into
account the needs of both patients and clinicians is required at a local level.
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11.2 The development of professional leadership to enhance the use of
health and social care information
The disruptive nature of a major deployment can be damaging to confidence of an
organisation and can incur difficulties that may not be tolerated either within or form outside
organisations. It must be accepted that there will be a period where the organization has to
bear some unexpected or unhelpful circumstances. Where these do not affect patient safety
there must be some guarantee that punitive action will not be taken but that there is a period
of support while new systems bed in.
This section will examine the impact of these inevitable disruptions on local trust leadership.
It will investigate the ways in which leaders can encourage buy-in across their workforce and
ensure the successful adoption of new IT solutions.

The Evidence

Broadly, the emphasis in the evidence was on changing the way that IT was viewed amongst
staff and managing change to ease the transition from old to new systems.
It was argued that staff should be encouraged by their leadership to view IT as an integral
part of the work of health care organisations and the delivery of health care rather than as a
stand-alone function.
Witnesses were clear that health informatics staff had a more important role to play in the
delivery of health care than currently recognised and needed to be mainstreamed in
operational management and strategic planning activities.513 ASSIST argued that more
investment was required to develop informatics skills and leadership:
The full benefits of investment in informatics depends critically on the NHS
and Social Care workforce – care professionals, managers and
administrative staff – having the necessary core skills to make effective use
of information and ICT. It also requires a skilled informatics workforce,
operating to the highest professional and operational standards, and having
the capacity to exploit the opportunities ahead. The time for enthusiastic
amateurs is over and the adoption of engineering disciplines to be
encouraged. There should be formal assurance of informatics specialists,
informatics processes and informatics services. This should be underpinned
by: explicit national standards for education, training, experience and
behaviours; formal mechanisms for procurement, project and programme
management, service management and data quality; objective measures of
service quality, efficiency and investment; and evidence-based
assessment.514
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Other witnesses emphasized the danger posed to patients by IT systems that are at odds with
the reality of clinicians’ work practices: they engender a dependence on IT that can impede
the rigorous checking of test results, symptoms or allergies etc. Professor Trisha Greenhalgh
called for more work to be done on studying the detail of working practices at a local level so
that leaders can instigate the development of systems that compliment these practices and
plan for possible changes during implementation.515
Additionally others argued that a more consultative style was required from the overall NHS
leadership in the approach towards policy and procurement:516 local leaders cannot manage
change successfully if they are not fully briefed by national leaders on the nature of the
systems and the timescale for delivery. The RCN stated that health IT policy should ensure
that:
•
•
•

Nurses are fully involved in decisions and developments at local, regional and national
levels concerning the development and use of eHealth applications and services.
Systems should be established for nurses to agree on appropriate structures and content of
eHealth applications and services
Adequate funding is assured along with appropriate structures and processes to support
nurse engagement.517

The oral evidence laid bare the more fundamental issues of clinical leadership and the
importance of this leadership in delivering real benefits to patients and clinicians.
Whether or not witnesses advocated centralisation or decentralisation of systems, it was made
clear that where clinical and administrative staff see the benefits of systems, they are more
engaged in the implementation and uptake of these systems.
The success of the PACS system is one such area where clinicians could identify immediate
benefits and, in many cases, had witnessed PACS in operation elsewhere.
The importance of relationships was stressed throughout the evidence and it is clear that the
most successful deployments are gained where clinical and managerial leaders felt a sense of
ownership over systems and were listened to by suppliers, LSPs and Connecting for Health.
Finally, on many occasions in both the written and oral responses clinical leadership was
emphasised as one of the most important factors in a successful deployment. Witnesses
agreed that the best way to generate buy-in and encourage effective change management was
through peer to peer education: the RCOG and BMA argued that professionals who have
already mastered a new system should be engaged in the training of other clinicians.518
Evidence suggested that clinical enthusiasm and support of IT is generated only when
clinicians are consulted about the local deployment and when the difference that systems
make to the delivery and improvement of patient care is made clear.519
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The evidence in this Review made clear that clinicians felt most distressed and ignored when
legacy systems were lost or when loss of functionality occurred. Due to the fact that the
NPfIT systems have not yet been seen to enhance patient care, clinical leadership and buy-in
were deemed to be weak.
The importance of clinical leadership has also been stressed many times in documents such
as the Public Accounts Committee reports and in the various reviews that took place prior to
this one.
Conclusions

In order for data entry to be correct and data management to be of a high order with good
governance it is essential that all staff involved are mindful of the reasons for the
implementation of the national system both strategically and locally. As discussed in Chapter
1, the improvement of patient care should be the primary objective of NHS IT.
All those involved in the implementation of IT systems, whether suppliers, LSPs or CfH,
should seek to understand the impact of these systems on the working practices of staff.
Systems that do not take into account working practices or offer clear improvements to
clinicians’ delivery of patient care will struggle to achieve full buy-in from staff. There fore
local ownership at executive, and senior management level is essential to ensure that all staff
are aware of the benefits of systems for patients and clinicians and to lessen the amount of
disruption to workflows caused by the implementation of new systems.
Whilst leadership from the medical professions is vital for the uptake of systems, Connecting
for Health’s emphasis on clinical champions seems to neglect the fact that, without boardlevel leadership, systems will not be used to their full capacity.
Up until now local leadership for the NPfIT has been practised at a strategic level by finding
clinical champions from within organisations to take part in the development of the NPfIT
systems. Often these are limited to one or two clinicians per Trust. The late delivery of the
project has meant that those initially involved have felt that time and effort has been wasted.
If the project gains momentum there is likely to be greater enthusiasm.
Whilst the national champions scheme is laudable, it would be more effective for system
standards to be agreed nationally through the Royal Colleges so that the design and
implementation of systems is guided by clinically-led standards from the very beginning. A
decentralised approach, guided by the use of standards, would allow clinicians to work within
a set framework whilst feeling more able to take the lead in choosing and implementing IT
systems. This in turn will enhance the care of their patients as systems will have increased
support from clinicians.
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11.3 Staff commitment to IT
The BCS noted that healthcare staff are already motivated to improve care.520 Therefore if IT
equips staff with tools that they can shape to serve the healthcare challenges they encounter,
they will back the use of IT.
Others recommended Peer-to-peer education whereby professionals who have already
mastered a new system should be engaged in the training of other clinicians.521
Incentives were identified as a method for encouraging staff to adapt to new information
systems. Examples discussed include:
•
•
•

Highlighting the personal benefits of new technology. E.g. blackberry devices fitted
with emergency alarms.522
Releasing staff for training and allowing backfill so that staff do not begrudge the
adoption of new systems.523
Funding work on IT as additional NHS work in new consultants’ contracts.524

In all the evidence, both written and oral, the overwhelming conclusion reached was that
encouragement and engagement of staff are key to the uptake of systems. Both of these are
intertwined with change management and sound leadership and highlights the necessity for
both these elements to be in place for the NHS to capitalise on the benefits accrued by the
delivery of the system. The need for local ownership was stressed throughout: increased
engagement between clinicians and suppliers and a decentralised approach to system
development were the two principal methods of achieving local ownership recommended by
witnesses.
Conclusions

The delays to the delivery of the National Programme systems, in particular, Lorenzo, were
felt by witnesses to be a factor that inhibited the engagement of staff. Many NHS staff have
reached the point where they do not believe the NPfIT systems will ever be fully operational
and therefore believe it is no longer necessary to engage in the implementation process.
Many clinicians who had previously given time to the project and failed to see their work
come to fruition found it hard to maintain momentum and enthusiasm. For those not yet
engaged, it is likely to be even harder given the history of delays to date. However the
evidence outlined above suggests that, if the Programme changes tact and concentrates on
increasing the involvement of clinicians and Trust leadership in the implementation and
development of systems, then the situation can change.
Giving staff the incentive to engage with the implementation of IT systems is best achieved if
the role of IT in supporting the provision of improved care is outlined clearly to all clinicians.
Secondary incentives can help achieve roll-out but if this first benefit is not evidenced and
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explained effectively, systems will fail: in short, staff will use systems that improve the
services they can offer to patients and they will reject systems that impede this work.

11.4 Staff education and training
The need to improve education and approaches to the adoption of IT is well documented in
Working Together with Health Information, Learning to Manage Health and Information:
The European Computer Driving Licence (ECDL).
The original business case and various reports since then recognise and reinforce the need to
improve training and make a number of recommendations - all of which were reflected in the
evidence given. Progress has been slow and, while the original recommendations still hold
true, there needs to be an urgent assessment of why sufficient progress has not been made and
the further action required to ensure that staff are adequately trained and educated about the
use of IT.
How to ground staff in the NHS IT strategy both locally and nationally through training and
education presents a real challenge and will be discussed in the following section.
The Evidence

In both the written and oral evidence there was general agreement that IT training should be
incorporated into the curricula of the medical schools and nursing colleges with an emphasis
on how IT can enhance patient care.525 IT literacy across the existing NHS workforce was
also perceived to be in need of improvement.526
The Royal College of Nursing (RCN) endorsed this recognition of the need for IT training by
calling for ‘adequate resources to be allocated to the development/commissioning and
delivery of appropriate education and training for nurses to enable optimal use of emerging
systems and services’. 527 Others stressed the need for specific training on information
governance and appropriate handling of patient data whilst using systems.528
There was widespread agreement that IT training should raise staff’s awareness of the
capacity for IT to support the improvement of care.529 However, other witnesses highlighted
the fact that training would take time and that adequate provisions must be made to ensure
that staff do not feel burdened by the extra demands on their time.530
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Conclusions

Whilst doctors and nurses may well be in the position to receive IT training, other health care
professionals will require the same input. Some such as radiographers and technicians are
already IT literate, using systems for their daily work. Others such as physiotherapists and
occupational therapists will need the same input and support to change and derive the same
benefits.
Clinical staff deliver bedside care but it is essential that those who support them are computer
literate too. Administrative staff, whilst recognised as important in the delivery of the
National Programme, received less comment. Yet in this major change they are essential.
Many of their work processes will alter and they will require support facilities to deal with
the change. Insufficient thought was given to this at a national level, including the skills set
required to deliver these essential functions. Greater thought needs to be given locally on how
these staff are to be recruited, trained and supported.
While training strategies at a national level were recognised as important there is also a real
need for trusts to continue this training, supported by CPD. The teaching of IT in medical
and nursing schools should greatly enhance the workforces ability to use new technology and
adapt more quickly but Trusts will need to consider methods of overcoming gaps in skill sets
before the more skilled workforce reaches the workplace. Given that many staff required to
use the technology often preside in the lowest paid work groups additional thought, should be
given to how the NHS remunerates its staff to compete with the level of IT expertise
obtained in the private sector.
Finally the Review Group acknowledges the concerns of some that the NHS would need
retain and recruit IT staff who were sufficiently skilled in maintaining the new systems,
whilst at the same time supporting clinicians in adapting, changing and enhancing the system
to deliver ever improved quality of care. There is a lack of skilled IT staff in the NHS and
more work must be done to recruit a workforce of IT professionals who can support the
leadership and their staff in the adoption of new systems.
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11.5 Overall Recommendations: Leadership and Human Resources
Due to the generalised nature of the evidence submitted for this section of the Review, the
Group have made a number of recommendations which attempt to ground this evidence in
practical application and specify how the training of staff in the use of IT and the deployment
of change management can be realized in the context of the National Programme for IT.
The Review Group recommends the following:
•

•

•
•

•

•
•
•

•

•

The attitude of local Trust leadership and staff to IT can be improved through
greater local ownership of the procurement and deployment of the NHS IT system.
This ownership will increase the scope for clinical engagement and thus help to
deliver systems that are endorsed by local staff – systems which help, rather than
hinder, their delivery of patient care.
At a local level, the deployment of IT is primarily a change management
programme; the benefits to be accrued from IT systems if adjustments are made
should be highlighted to all staff by the Trust board. Clinicians must also be
engaged in the Trust’s change management strategies and in the Trust’s selection
of information systems.
Change management costs should be incorporated into Trusts’ business cases.
The Executive must initiate strategies to develop a skilled health informatics
workforce who work to professional standards and are encouraged to develop their
contribution to patient care.
A staggered approach to change management through the use of system
integrators should be an option for Trusts. They can then maintain effective
legacy systems until software that exceeds the capabilities of the legacy systems
becomes available. This will also allow Trusts to produce a manageable timetable
for implementation whilst at the same time recognising the need for change.
Relationships between suppliers and Trusts must be strengthened so that systems
can be built around the preferences and specifications of local staff.
IT training for non-medical clinical staff and administrative staff should not be
neglected.
Both the Executive and Trust staff should start any IT project with the recognition
that IT implementations are not one-off initiatives but ongoing processes that will
require a sustained effort on the part of the NHS workforce to adapt to the changes
that IT initiatives bring.
There must be a practical outworking of the above recommendation on the part of
suppliers who should focus on clinical engagement throughout the duration of the
implementation and set up support structures for after implementation has been
completed.
Recognition by the Government of the impact of the NPfIT delays and ongoing
deployment issues on the attitude of NHS staff towards IT.
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12 Information Governance
With proposals for a central database of records in the form of the Spine already underway,
and a large amount of NPfIT capital already expended on this element of the Programme, it
is vital that proper consideration is given to the security implications of storing patient data
electronically. Issues such as the level of choice given to patients concerning who reads their
records and the potential for security breaches of either local or national databases must be
addressed. This chapter will examine potential security and confidentiality structures and
policies raised by witnesses during the oral hearings and assess the precautions required for
both national and local data storage and communication.
Information Governance is a controversial subject matter that, unsurprisingly, has produced
polarised evidence amongst witnesses. On the one hand patient choice, confidence and rights
mean there should be extremely strict controls. On the other hand making such controls too
strict will stop the health service from functioning and thus damage patient care. The Review
has attempted to extract from the evidence recommendations on how a balance between the
two approaches can be achieved when deploying electronically held patient data across the
NHS.
The following questions were posed to witnesses to evaluate their views on the level of
information governance required across the NHS, the ways in which it should be enforced
and how responsibility for data should be assigned.

12.1 Security, confidentiality and data governance
This section examines how best to accommodate patients’ attitudes to the storing and sharing
of their data. It investigates the advantages and disadvantages of patient opt-in and opt-out
policies for data sharing and the use of patient data for research purposes. It also explores
witnesses’ views on the training that should be given to staff on information governance and
data sharing.
The Evidence

Several witnesses made a case for patients to be given more choice over the storage and use
of their data.531 Conversely, other witnesses argued that the need to share information and the
benefits derived from sharing outweigh the perceived security and governance issues
surrounding the confidentiality of data.532
Marlene Winfield of Connecting for Health outlined dilemmas of opt-in systems of record
sharing and opt-out systems. She posed the question of whether an opt-out system is more
beneficial for a patient if he or she is not adequately informed of his options and is in need of
emergency care. This system would allow those treating him would have access to his shared
records regardless of whether he had formally given consent. She then detailed the other side
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of the debate by asking whether an opt-in option was more respectful of a patient’s rights to
confidentiality if he or she happened to be against the sharing of his records.
One solution to the issue of opt-in or opt-out record sharing proposed in the evidence was
educating the public about the benefits and risks of healthcare data being held electronically
so that all can make an informed decision about opting in or out.533
The Royal Pharmaceutical Society was of the view that opt-out rather than opt-in systems
should be the protocol: patients can request not to have their data shared but, if no request is
made, consent will be assumed. However, RPS, along with CSC, called for more public
debate on this issue.534
The primary issue to be resolved according to Marlene Winfield is the question of which
system (opt-in or opt-out) causes the greatest harm to the most people and whether there are
ways to mitigate the effects of both options.535
Other consent/control issues:

It was thought that patient attitudes to the storage of their data would become more positive
over time.536 One witness argued that, due to this anticipated shift in attitude, patients should
be given a high level of control over their data initially with an expectation that their
perceived need for control will diminish.537 The witness also noted:
There is a broad spectrum of opinion concerning the security and
usefulness of shared data amongst the public: consent options should
cater for both negative and positive attitudes.
Substantiating the view that patient attitudes to data might alter over time, CSC believed the
security & confidentiality issue had been overplayed. It did, however, stress the importance
of engaging the public in an on-going debate on access to their records.538
It was noted that certain sectors such as child health pose problems regarding consent policy
as the patient themselves is not always in the best position to decide: the issue of whether to
give parents the same level of control over their child’s data as they would have over their
own was discussed.539
On the issue of child health, Ian Herbert of the BCS was of the opinion that the NPfIT made
mistakes with regard to confidentiality.540 GPs need to know whether a child is on the social
services’ ‘at risk’ register and they need to know which other care providers are involved and
what action is being taken – data sharing is therefore a necessity.
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Other witnesses outlined the problem of patients withholding information if they think it will
be shared without consent.541 In response to this issue, witnesses proposed a system of
control in which the patient is the ultimate controller of their record. 542 It was argued that
this set-up would assign responsibility for agreeing any trade-offs in terms of controls versus
functionality to the patient. BSG IG suggests the use of patient-held smart cards to
implement this system.
Robin Abbi of Oxford Brookes University also advocated a system in which the patient
controls the permissions for their data. He suggested that this would solve consent
complications in sharing data with social care and other organizations outside the NHS.
However, he raised the issue of whether the patient would be able to take on this role:
The degree to which it may be possible for individuals to appropriately
manage such permission is an open question.543
Cerner advocated an approach to information sharing where the information moves with the
patient along the care pathway so that data is available to all those involved in the care of the
patient.544
The RCPCH speculated about the extent to which parents and carers should be granted access
to a child’s records and the level of responsibility children are able to take for their own
health and records.545 The various issues regarding the confidentiality of child data were also
explored. The RCPCH raised the following question:
should parents have the same capacities to control information sharing and
access of their child’s record, as they do for their own records? This is a
balance between “the needs of the child” and perceived rights of the
parent.546
The Royal College of Paediatricians and Child Health also suggested that a child’s level of
access to their record should evolve over time as the child becomes older and more able to
handle this responsibility. Overall focus was given to those patients who had the mental,
physical and determining skills to access technology. Clearly this constitutes a major area for
future review.

Patient safety

Whilst the majority of witnesses promoted the extension of patient choice and consent with
regard to the sharing of data to ensure security, a large number accentuated the importance of
not letting confidentiality issues interfere with the primary aim of the NHS to provide high
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quality, safe care for patients.547 Witnesses were quick to observe the drawbacks of patient
choice in striving to ensure patient safety in care settings.548 Marlene Winfield commented:
People’s power to limit information may put other people at risk if not
powers are not carefully considered. 549
Andrew Bamji phrased the same issue in reverse: he highlighted the fact that loss of
complete security through the sharing of records could equal a gain in patient safety ‘due to
the benefits of sharing data across secondary care sites’.550
Two witnesses called for rigorous laws and penalties to be put in place to govern information
sharing and misuse.551 The BMA emphasised that public trust in the professionals overseeing
their data must be gained in order for data sharing to be both effective and secure.
On the issue of the system architecture required for effective information governance and
security, witnesses were divided. BT were strong advocates of the single, accurate medical
record provided by its Spine system and said that this was infinitely more secure than
multiple paper copies of records.
However, other witnesses argued against centrally held records, asserting that they pose a
security risk and citing recent high-profile losses of data to evidence this view.552
Research

Several witnesses commented on the use of patient data for research purposes. Roz Foad
argued that researchers must seek consent to use identifiable data and noted that, often,
consent is not sought. She highlighted the fact that the supposed benefits of having free
access to patient data are not proven. E.g. there is no proof that cancer datasets are skewed as
a result of patients refusing consent.
Four witnesses endorsed the use of anonymous patient data or patient pseudonyms for
research purposes/other secondary uses.553 It was argued that patients should be reassured by
the fact that data for research is predominantly used in a fully anonymous format.
Other witnesses disagreed with this view, emphasising that there are substantial difficulties in
trying to keep data anonymous while simultaneously providing researchers with enough
contextual detail to support their work.554
Training

Witnesses detailed the consequences of not providing adequate training in information
governance for staff and the benefits of giving such training. Roz Foad stated:
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A Lack of information governance training breeds a cavalier attitude to
patient confidentiality.555
She suggested that annual training should be given to those on NHS Trust boards. It was
pointed out by other witnesses that CfH provides a web-based resource for Information
Governance training.556
Others added that awareness of the need for information governance and the practicalities of
implementing it must increase among staff.557
Technology

In addition to stressing the importance of training and awareness of information governance
amongst staff, witnesses highlighted the role that technology can play in creating secure data.
Marlene Winfield argued that, while data losses are primarily the result of human error,
added layers of security can be introduced through technology (e.g. the ability to lock or
wipe mobile devices used by staff).
Cerner outlined the role that electronic audit trails can play in tracking individuals who have
accessed records and highlighting which parts of the record have been accessed.558
Morecambe Bay University Hospital Trust identified two elements of information sharing
that must be taken into account in relation to IT systems:559
•
•

The information entered into the system
The information passed on to the next clinician along the patient’s care pathway.

In terms of the technological format required to ensure records are amenable to sharing, the
view of the Trust was that a plain English output, as opposed to pure data, is better suited to
this purpose. The Trust observed that the systems that are currently being implemented will
stay with the NHS for 10 years. Text has the longevity required for this time period and is
easier to interpret for clinicians.
Conclusions

Professionals tend to assume that patients have significant worries about confidentiality.
Thus they adopt the worse case scenario and want strict controls. However they also
recognise that strict and immoveable controls can cause problems for data sharing activities
that are in the interest of the patient’s care. The reality of patients’ views on the matter was
explored by Trisha Greenhalgh in her paper on the Summary Care Record.560 In it, she
detailed evidence to suggest that patients rarely have such worries. Patients assume data is
already flowing and tend to trust their healthcare providers. The primary issue is who
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controls the patient data: if the patient can trust whoever is controlling the data then
governance controls can be simpler and will be less likely to damage care. Patients must be
engaged in the debate concerning opt-in and opt-out policies and technologies that enable
patients to have a more nuanced say in which information is shared and which information is
withheld should be explored. The benefits of sharing patient data for care purposes should be
widely promoted so that patients can make informed decisions about who views their
healthcare data.
Thought must be given to the views of patients who do say they want absolute control over
their data and the course of action that is to be taken in an emergency situation where access
to the medical record would greatly benefit the care of the patient. Patients may wish they
had the power to retract such statements at times when their medical care depends upon
information sharing from which they have chosen to opt out. Whilst part of a separate debate,
these philosophical questions regarding the scenarios in which patient data can be shared
should be investigated in parallel with the formation of an IT strategy that is capable of
accommodating solutions which negotiate between various options for data control.
However there are patients who have genuine worries about confidentiality, regardless of the
situation in which they are being treated. These may include patients who have particularly
sensitive issues such as sexual or psychiatric problems, or violent partners etc. Staff must
therefore be fully aware of the issues surrounding information governance and the extent to
which they are mandated to take into account the wishes of patients – all staff have patient
confidentiality built into their contracts but this must be reinforced and should become a
significant disciplinary issue in any breach of data occurs. Specific technologies such as
sealed envelopes need to be considered and the training of staff in information governance
must be mandated, either through the pre-existing Connecting for Health web-based training
or through other localised methods.
With regards to governing research data, it must first be acknowledged that the use of
patient-level data for research purposes is worthwhile when conducted under the necessary
safeguards of confidentiality and extracted from appropriate sources. Pseudonymised and
anonymous data must be used wherever possible. If a researcher has a particular requirement
for identifiable data, a proposal must be submitted to the ethics committee. If the committee
grants the request, permission from the patient must then be obtained before the information
is used.
Research data should be extracted from patient-level data in operational systems wherever
possible. Secondary databases that are not directly relevant to the care of patients can prove
costly in terms of administration and security and may divert from a patient-centric IT
strategy.

12.2 Responsibility for shared records
This section establishes the key issues at stake when sharing data from patient records. It
explores the proposition of giving patients responsibility for their data and examines which
clinicians or organisations are best placed to manage the controls for patient data.
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The Evidence

Several witnesses emphasised the need to identify the sharers of the information before
responsibility for shared records can be assigned.561
The majority of witnesses commenting on the issue stated that the person who enters the data
should carry the responsibility for that data.562 Although it was noted that a quick means of
correction must be available not just to that person but to whoever discovers an error.563
Other witnesses differed in their views on who should be responsible for the record. On the
one hand it was argued that the patient’s primary care consultant should own a shared
record.564 Yet Tristran French, who began by advocating this approach, noted that there are
many complications with one clinician having responsibility for the record for patients who
are being treated for multiple diseases across multiple disciplines.
Others endorsed joint responsibility for records between the patient and the clinician
overseeing their care.565 The RCPCH asserted that pilot studies had proven the value of this
approach.
It was also argued that different duties relating to the record should be assigned to patients
and clinicians: for instance, if a record is shared between patient and clinician, the clinician
should take charge of compilation and custody and the patient should oversee quality.566
Some witnesses advocated a system whereby the patient chooses who takes responsibility for
the record and gives full consent.567 Grant Kelly argues that this set-up works in theory but
not in practice due to the complexity of shared records and user rights.
To ensure security in a record that is shared between clinicians, one witness suggested that
each team should have a strictly quarantined area of the record for information that does not
require sharing and a separate zone for shared information.568 Others believed security of the
NPfIT systems will require control by a permissive model whereby different care providers
are assigned different permissions in consultation with the patient.569
The BMA looked forward to the roll-out of telecare and the measures that would need to be
put in place regarding information governance. It stated:
If telecare and patient-controlled records become more popular, thought
must be given to who takes responsibility for patient-provided
information.570
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Trust responsibility

Whilst some witnesses address the issue of record responsibility on a local, clinical level,
others approached the topic from the perspective of individual Trusts. Three witnesses
indicated that those in leadership positions at a PCT and Trust level should be responsible for
the records of patients.571
Heidi Wright of the Royal Pharmaceutical Society argued that, in the full record/Summary
Care Record system, the responsibility for the full record should lie with the NHS trust that is
caring for the patient and the PCT should take responsibility for the Summary Care Record.
The South East Coast Ambulance Service (SECAmb) outlined the benefits of Trust-wide
access to patient data, although staff in the Trust do not deal with patient records and
therefore avoid many of the confidentiality and security issues discussed above. The
democratization of information that has taken place within the South East Coast Ambulance
Service means that every member of staff has access to all information on the computer
system, both remotely and at the Trust HQ. SECAmb witnesses said that having open access
to data within the Trust drove up performance as each team could view their performance in
the context of the Trust as a whole and target areas for improvement. There are also no silos
of information and data relates directly to the work of frontline paramedics.
Protection of data

UKCHIP raised the issue of protecting data against loss or damage. It argued that informatics
providers should be responsible for security and backup of data whilst those inputting into
the record should be responsible for data quality, and those using it must be obliged to handle
it sensitively.572 It did, however, point out that these divisions are not clear cut and advised
that an ICO-related body should audit and monitor the standards set for information
governance.

Conclusions

The topic of information governance has been approached by many witnesses in the context
of the opt-in and opt-out debates that surround the Government’s central database of records
– the Spine. Elsewhere in this report, it will be argued that centralised records are not the
answer as patients do not trust Government or large organisations with their data. If data is
stored locally, patients can be empowered to hold their local Trust or practice to account for
the way in which they handle patient data. Once the appropriate technologies become
available, patients can also control who sees what information. As an initial step, the local
clinician – rather than central government – should hold the permissions for patient data.
Though a close consultation between the clinician and the patient, patient control of data can
gradually be introduced when the technological framework that accommodates a nuanced
level of control and the impact of these controls on care has been developed.
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Many patients may not be interested in taking responsibility for their data and would rather
assign it to those they feel are better placed to analyse the data and decide permissions. It is
important that patients are given the option to assign responsibility to the clinician as well as
the option to retain control themselves. In scenarios where patients do retain control, patients
should be made aware of the impact of their decision to withhold data on their care so that
their care is not unwillingly compromised.
In the light of the Review’s evidence which both questions and supports increased patient
control of data, the Review Group concludes that there will be three steps towards localising
patient information:
The first step is to give the clinician responsible for the data of the patient under their care.
This step is straightforward in primary care: the GP must be given full responsibility for the
primary care record; staff at PCT level must only process patient data under the direction of
the GP; all requests for GP based data must go through the GP and be transparent.
In hospital care, this development is more problematic: the ultimate authority must be the
clinician in charge of the case but many staff will be involved in the care. Yet the processes
must be put in place to ensure that the in-charge clinician knows they are responsible and no
one can access that data without the relevant permission.
The second step is to give patients the opportunity to contribute to their records and to
highlight extra information to their GP that may be relevant to their care. Patients can also
point out perceived errors in their records. In this model, the ultimate editing and sharing
rights lie with the doctor in charge of the patient’s care.
Finally, the third step is to consider ways of extending patient involvement in their health
record. Once the NHS has adapted to the localised control of data and technologies that
support increased patient involvement in their records have been identified, then more
options for patient participation in the storage and use of their data can be explored.
In all cases, the monitoring of data via the Caldicott Guardians must be strengthened. Audit
trails must show who has accessed any data, including extracts for administrative or audit
purposes, and those accesses need to be monitored. If a sealed envelope system is to be used
then any breaches of that need to be assessed and a third party should check that the Caldicott
Guardian has done so.
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12.3 Overall Recommendations: Information Governance
•

The balance of risk between data sharing and patient confidentiality should be
proportional but staff should be well trained in how to govern the sharing of data
appropriately. Training in information governance must be mandated.

•

Patients must be engaged in the opt-in/opt-out policy debate. Technologies that
seek to increase patient involvement in their electronic records could facilitate this
engagement. The benefits of information sharing for patient care ought to be
widely promoted so that patients are aware of the role that the information in their
medical record plays in their care.

•

The extent to which staff must take into account the wishes of patients in the
governance of their data should be firmly established so that the patient can be
assured that their health information will be handled securely.

•

Staff have patient confidentiality built into their contracts but this must be
reinforced and should become a significant disciplinary issue if any breach of
patient data occurs.

•

Specific technologies such as sealed envelopes need to be considered in order to
keep data secure and monitor any breaches of security.

•

The use of distributed rather than centralised records should be explored so that
patients can be more involved in their records at a local level.

•

In partnership with the patient, the clinician in charge of the patient’s care should
be responsible for the upkeep of the patient’s record. As a first step towards
increasing patient involvement in their clinical records, patients should have the
opportunity to review and contribute to their record.

•

Data monitoring via the Caldicott Guardians must be strengthened. Audit trails
must show who has accessed any data. If a sealed envelope system is to be used
then any breaches of permissions should to be assessed immediately after the
breach in question.

•

Confidentiality regulations must be decided upon before system development so
that appropriate levels of security and governance mechanisms can be built into
systems.
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13 Evaluation
Whether through reviews of whole service implementations or evaluation of small local
systems that have well defined aims and objectives, no one would question the fact that
systems require regular evaluation. What is much harder to prescribe is how evaluations
should be scaled and against what criteria they should be undertaken. It would seem self
evident that evaluations should be in proportion to the scale of complexity, risk and cost of
the system in question
The National Programme for IT is the largest IT programme to be undertaken in the world –
it is unrivalled in cost and complexity and therefore requires extensive evaluation at all
stages of the implementation process.
Connecting for Health has established an evaluation programme, the NHS Connecting for
Health Evaluation Programme (CHEP) the core tasks of which are to:
Assess the usability, actual usage, functions and impact of pilot and delivered systems
and services,
Provide informative, timely feedback to CfH, suppliers, Trusts and other relevant parties
about what works, for whom, when and how systems can be improved,
Disseminate important results from evaluation projects to stakeholders in and beyond the
NHS to inform future work.
Promote an evaluative culture in CfH and the NHS and help build the capacity to carry
out good quality evaluation studies on NHS information systems.573

•
•
•
•

The University of Birmingham was commissioned by CFH to manage the evaluation
programme on behalf of CFH. A number of projects have been completed and several are
underway.574 One of the evaluations completed - Impact of eHealth on the Quality and Safety
of Healthcare - highlights the absence of previous evaluations of eHealth projects because
the technologies are so new.575 Given the scale of the NPfIT, the implication must be that
evaluations of the range, depth and scale of its components could be as complex, time
consuming and costly as the development of the Programme itself.

13.1 The evaluation of new and existing systems
Responses to this topic generated a clear divide between user-based evaluation and national,
centralised evaluation – it was clear that witnesses perceived there to be a role for both when
evaluating the success of the NPfIT.
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The Evidence
User-based evaluation

Witnesses argued that there are a range of users of health IT systems, all of whom may have
different perspectives on the same system. Thus patients, GP’s and hospital professionals
should evaluate and offer feedback.576 Systems should be piloted before implementation,
particularly new technologies and with participation of all the full range of end-users –
including patients.
Two submissions argued that systems should be ‘tested to destruction’ before implementation
to guard against failures. Another argued that suppliers should not be paid until 6 months
after successful implementation to ensure that real life user needs had been met.577 The BMA
advised that evaluations of systems should not just cover their ‘technical’ capabilities.
UKCHIP qualified this argument by promoting the evaluation of the environments and
manner in which systems will be used. Trisha Greenhalgh endorsed this proposal by calling
for a fuller evaluation of clinical working practices before healthcare IT projects are
embarked upon. Consultation is not enough, she argued; the minute details of a clinician’s
routine must be investigated thoroughly so that software designers can take into account
existing working practices as well as demanding that staff adopt new routines to
accommodate systems.578 Cerner also advocated the study of workflows: ‘Mapping present
and future state workflows in detail [can] ensure the system configuration aligns with
imperatives’.
The criteria for an evaluation will therefore have a number of dimensions, depending on the
end user. These criteria could range from cost-effectiveness through to improved efficiency
of working patterns and improved communication. The ultimate litmus test for systems will
be whether or not they facilitate the provision of ‘better healthcare and better outcomes’ for
patients. The importance of ‘usability’ in day to day working practice from the end-users
perspective is critical and as important as reliability and functionality. If a system fails the
usability criteria of practitioners, the consequence of their confusion and frustration has
knock on consequences which may affect patient safety.579
National/Centralised evaluation

John Griffin noted that CfH uses the PRINCE II methodology to evaluate all projects and
ensure that IT programmes are reviewed at every stage. Where necessary, the system will
update the business case to reflect changes in the proposed operating environment of the
system. The Project Board then approves the updated business case.580
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A number of witnesses said that evaluations or reviews should be independent.581 It was
suggested that post implementation evaluations may identify problems when it is too late to
change the design of the system.
Witnesses proposed that the evaluations should address the business needs of the
organisation(s) and therefore be tested against a range of criteria including the changes that
systems entail for the work processes of the organisation.582 Cerner argues that this must
include how legacy systems and legacy data can migrate to the new system.
It was pointed out that health IT systems are not required to pass the same level of testing as
medical devices, even though the consequences for the patient may be as serious.583 This
point was also clearly made in the NHS CHEP review of e-prescribing, ‘Impact of eHealth
on the Quality and Safety of Healthcare’.584
Professor Trisha Greenhalgh observed that there is a tendency to assume that large scale IT
systems will improve communication, efficiency and safety and that there are several CFH
teams that are tasked to evaluate to the benefits of systems. She observed that this
‘utopianism’ omits to consider an evaluation of the risks, the consequences for patient safety
if the system goes wrong. The bigger the system the more likely it is that there will be an
unexpected unanticipated failure. For example a centralised booking system for hospital
outpatients had been developed, implemented and then abandoned in Norway 7 years ago.
Conclusions

Every NHS information system, large or small, should be subject to a systematic process of
evaluation that is ongoing and that takes into account the views of the full range of end users.
As it is likely that the majority of these systems will be in place for many years, and also
because the environment, technology and expectations are constantly changing, it is vital that
evaluations take place regularly.
There should be a central strategy and methodology to ensure that goals and requirements are
clear and that systems meet those goals. A system should be put in place to gather the views
of all end-users in a continuous cycle including of SHA success in implementation of
systems. Far from least of these end users are the patients, their relatives and their carers.
The evaluations should assess the full range of potential benefits brought about by a system
to patients, clinicians and management but must also include an evaluation of the risks of
system failure and its impact on the work of the trust in question.
Evaluation must start before the beginning of a project and should take into account and
build upon past experiences and evaluations. A national ‘NHS Connecting for Health
Database of Systematic Reviews and Randomised Controlled Trials in eHealth’ has been
proposed by the CfH Evaluation Programme. This Programme would provide one means of
meeting our recommendation that no projects or systems should be developed without an
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evaluation of previous projects with similar goals. Systems should also be piloted and
evaluated from a zero-based perspective whereby the implementation of systems is not a
foregone conclusion but a process that is determined by the success or failure of the pilot and
the results of the evaluation.
However, the scale of the NHS IT programme is enormous and there is a risk that obsession
with risk management and calls for reviews and built in processes for evaluation could weigh
down the progress of the Programme. PRINCE II methodology is admirable in principle but
is exhaustive and can easily stifle the progress and delivery of projects if applied ‘blind’ to all
projects.
The NHS CHEP Report on eHealth evaluations noted that locally developed and locally
implemented systems would appear to have the best outcomes in evaluations. However here
there is also the risk that they will likely have been developed and implemented by
enthusiasts in a setting where there may be particular and specialist skills available. The
system may not work so well in other settings in the absence of the latter.
Evaluation must therefore be proportionate to risk, cost and complexity. It must consider the
views of all users. It must take account local skills and expertise during the design and
development phase and, in so doing, it should have in place a process for checking locally
reported benefits and problems against a wider audience.
An evaluation strategy that covers these dimensions is required. When projects are
announced and implemented without evidence of piloting or plans for evaluation announced
alongside, the risk and consequences of failure increase : end-users may doubt the worth of
untested and inadequately evaluated systems – it is not only vital that evaluation takes place
but that users play a part in the evaluation process.
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13.2 Overall Recommendations: Evaluation
•

In all cases, evaluation should be systematic and on-going - not a one-off
assessment.

•

The views of end-users must be sufficiently taken into account.

•

Evaluation must start before the beginning of a project and should build upon past
experiences and evaluations.

•

Systems should also be piloted and evaluated from a zero-based perspective
whereby the implementation of systems is not a foregone conclusion.

•

Evaluation must be proportionate to risk, cost and complexity.

•

Any Evaluation must take into account local skills and expertise during the design
and development phase and, in so doing, it should have in place a process for
checking locally reported benefits and problems against a wider audience.
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Final Recommendations
Part 1: Immediate Action
8 action points to bring about localisation in NHS IT:


The patient must be at the centre of all information systems; the provision of patientlevel operational data should form the foundation of NHS IT. The dataset mentality,
where the bulk of data collected bears not relevance to patient care, should be
abandoned. Clinical systems should be built to focus on the patient, not the disease,
procedure, specialty or service providing care. These requirements should be met by
developing appropriate views on the patient-focused record according to the context in
which the patient is seen.



Assess the cost effectiveness of the current National Programme for IT according to
the benefits that can be derived for patients. Only the Government have sight of the
NPfIT contracts and the Review Group has therefore been unable to provide a detailed
assessment of the Programme’s cost. The Government must seek to make itself
accountable to clinicians, the taxpayer and, most importantly, the patient by
conducting an extensive evaluation of the Programme’s effectiveness and efficiency
as a matter of urgency.



Subject to any applicable constraints, halt and renegotiate the Local Service Provider
contracts to save further inefficiencies in terms of cost, delivery and disruption to
patient care.



Re-examine the systems required for a national infrastructure, ensuring that all
functions that are amenable to localisation are decentralised so that health data is
stored closer to the point of patient care; consider alternative solutions to one
monolithic central spine of data.



Provide for standard setting and catalogue procurement centrally so that the patient
can experience a joined-up approach to their care through information systems that are
interoperable. The catalogue should encourage smaller providers to innovate and
develop solutions that better meet the needs of patients and the clinicians providing
their care.



Devolve all else to local Trusts, including choice of system. Allow local trusts to
purchase the system that they judge to be most appropriate for their patients and staff
from the central catalogue.

Enable local communities to join together and use integrators to manage the move
from existing legacy systems to new systems. Integrators can help update, rather than
abandon, successful legacy systems so that they are interoperable and conform to the
Partnational
2: supporting
a patient-centred IT strategy
IT strategy.




The NHS must take a long-term strategic view of IT. The delivery of information
systems should not be driven by political or bureaucratic timescales but by strategies
that are focused on the care of the patient.
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Part 2: Supporting a patient-centred vision of NHS IT
7 action points to support the transition to a localised but coordinated IT strategy:


Ensure all Picture Archiving and Communication System implementations are
complete and successful.



Encourage the development and deployment of electronic prescribing systems in acute
trusts. These systems should be designed to improve clinical practice for the benefit of
the patient rather than simply improving hospital administration.



Allow existing departmental systems that meet the required standards for
interoperability and data sharing to remain in operation.



Support the professional bodies in the development of clinical record standards and
incorporate these standards into mainstream professional education.



Develop an educational programme to inform Trust boards on how to manage IT
implementations. Promote the implementation of IT as a mainstream activity for local
Trust management.



Create a programme to develop professionalism and capacity in local health
informatics staff.



Ensure a dialogue between the Department of Children Schools and Families, the
Department of Health and Connecting for Health/the NHS, putting in place the
appropriate information governance arrangements.

Disclaimer: the information contained in this document has been extracted from, or based upon, information available in the public domain
or submitted by persons or organisations in either written or oral form to this Review. This information has not been verified by the IT
policy Review Group and the IT policy Review Group gives no warranty and makes no representation as to the accuracy or completeness of
the contents of this document and accepts no responsibility to the recipient of this document or anyone else for its contents.
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