
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

  

  

 
 

Ubuntu is a community 
developed, Linux-based 
operating system that is 

perfect for laptops, desktops 
and servers. 

 
It contains all the 

applications you need - a 
web browser, presentation, 
document and spreadsheet 
software, instant messaging 

and much more. 
 

For more information, visit 
http://www.ubuntu.com/  

Welcome to the occasional newsletter of the independent Centre for 
Technology Policy Research.  

For those of you reading this newsletter for the first time, its objective is to 
take a wider view of issues of technology, technology policy and strategy than 
most standard IT newsletters. Its focus is on the intersection of technology 
and policy – and how technology has become a key lever of policymaking and 
strategic business decision-making rather than merely an operational or 
administrative after-thought. 

In an earlier incarnation, we started a new regular commitment to include 
insightful third party perspectives on topics of interest. In that issue we had 
valuable insight from Simon Davies and Dr Gus Hosein, founders and 
directors of Privacy International, the leading privacy rights organisation.  

In this edition, we continue this commitment to provide a platform for leaders 
and influencers in their field with a guest spot featuring Dominic Grieve QC 
MP, Shadow Justice Secretary. On the back of a new paper looking at how to 
reverse the rise of the surveillance state, Dominic presents his thoughts on 
how a future Conservative Government might tackle the thorny issue of the 
balance of rights between the individual citizen and the best national interests 
of the UK. 

We also take a look at various hot topics and some of the key developments 
taking place within them, as well as highlighting some of the latest 
developments in technology with wider societal, business and policymaking 
implications. 

We are within a year of the next election and as a result there is an increasing 
focus on the role of technology in public policy.  

We hope you find this an interesting read. As ever, your feedback and ideas for 
stories and improvements are always appreciated. Indeed, the CTPR is always 
interested in your feedback, so please drop by our site and contact us at any 
time you like. 

 
 

 Jerry Fishenden                 Graham Harrop 
 

Co-Founders and Directors, 
Centre for Technology Policy Research 
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A breakthrough in identity? 

In September came the long-anticipated and welcome news that ten major IT players 
(Yahoo!, PayPal, Google, Equifax, AOL, VeriSign, Acxiom, Citi, Privo and Wave 
Systems) were supporting the first pilot programs designed for US citizens to engage 
in open government (defined as “government that is transparent, participatory, and 
collaborative”). 
 
This important announcement is a key development in President Obama’s 
commitment to making it easier for citizens to register and participate in online 
government services, without having to create yet more usernames and passwords. 
Importantly, citizens will also be in full control of how much or how little personal 
information they share with the government. 
 
This new initiative is underpinned by OpenID and Information Card technologies. 
Participating companies are certified under open trust frameworks developed under 
collaboration between the OpenID Foundation (OIDF) and the Information Card 
Foundation (ICF) and validated by the US federal government.  
 
This approach shows how the UK could develop its own future identity plans in place 
of the current model. In fact, it was the model originally developed by the UK back in 
the late 1990s and in earlier reviews of the UK’s identity plans such as the Crosby 
report. Extensive briefings on technologies such as information cards have previously 
been given in the UK by such technology luminaries as Kim Cameron and Stefan 
Brands, but with limited understanding of the power of the model they have been 
outlining.  
 
Now that the US and President Obama have confirmed that this is the direction of 
future travel, it will be interesting to see if the UK’s own plans pick up on these 
developments and take advantage of the fact that there are better, more secure and 
more privacy-friendly models than those that have previously been favoured by 
various UK organisations. This is particularly timely given that details openly 
displayed on the Home Secretary’s national ID Card were recently used to obtain his 
birth certificate, as narrated here by Dave Birch of Consult Hyperion. Perhaps some 
principles such as minimal disclosure, will now finally rise higher up the political 
agenda.  
 

 
Technology Policy roundtable dinners 
 
The CTPR is organising and hosting a range of limited capacity, invitation-only 
roundtable discussions and dinners where policymakers, industry figures and leading 
academics come together to debate and inform the future of public sector use of 
information technology. 
 
Our initial sessions have now concluded and some limited opportunities exist for new 
industry sponsors to become involved with the next round of debates. Please contact 
the CTPR if you have an interest in sponsorship and involvement.  Please note that 
these are highly practical and focused discussions with people who have a real 
knowledge of the issues and better ways of using IT in the public sector and are not 
intended as marketing or image-making events.  
 

“government 
that is 

transparent, 
participatory, 

and 
collaborative” 

http://openid.net/
http://informationcard.net/
http://www.identityblog.com/?p=360
http://en.wikipedia.org/wiki/Stefan_Brands
http://en.wikipedia.org/wiki/Stefan_Brands
http://digitaldebateblogs.typepad.com/digital_identity/2009/10/what-a-cunning-stunt.html
http://digitaldebateblogs.typepad.com/digital_identity/2009/10/what-a-cunning-stunt.html
http://www.chyp.com/
http://www.chyp.com/
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Q&A with Dominic Grieve QC MP, Shadow Justice Secretary 

On September 16th 2009, Dominic Grieve QC MP, Shadow Justice Secretary, and 
Eleanor Laing MP, Shadow Minister for Justice launched their new report. 
Entitled “Reversing the Rise of the Surveillance State”, the report proposes 
11 measures to protect personal privacy and hold government to account.  
 
Co-Founder and Director of the CTPR, Jerry Fishenden, joined Dominic and 
Eleanor on the platform for the launch and afterwards, Jerry took the 
opportunity to pose some questions to Dominic about the report and how its 
recommendations might work in practise. 

Jerry Fishenden (JF): Why did you think it necessary 
to release this new policy on reversing the 
surveillance state? 

Dominic Grieve (DG): Privacy and surveillance are 
not simply abstract issues. They impact on 
people’s daily lives. We have seen a seismic shift in 
the relationship between the citizen and the state 
under this government. We wanted to spell out in 
greater detail how a Conservative government will 
scale back the intrusive powers of the state so that 
we can achieve a more common sense balance.  

JF: What would you highlight as the key 3 policy 
messages you'd like people to take away from this 
paper? 

DG: Your personal information belongs to you – 
government only holds it on trust. 
The law should be designed to hold the state – not 
innocent citizens – to account. 
There is no irreconcilable conflict between law 
enforcement and respect for privacy – it is a 
question of balance and proportionality. 

JF: How would you answer critics' claims that this is 
naive opposition thinking, and that once in power 
you will become convinced that technology will have 
to play a more intrusive role in the relationship 
between the citizen and the state? 

DG: We are certainly not luddites. We will look to 
harness the potential of IT in government. But I 
think the real naivety has been shown by this 
government’s failure to deliver countless IT 

projects, the waste of billions on pointless ID cards 
and the loss of the nation’s child benefit records in 
the post. We need a far greater emphasis on 
delivery, and a more critical approach to assessing 
the feasibility of mammoth IT or database projects 
dreamt up in Whitehall.    

JF: How would you ensure that pan-European 
activities, such as directives on the interception of 
communications and projects such as the pan-
European ID envisaged by Stork, don't undermine the 
policies you aspire to deliver? 

DG: We will need to assess them, one-by-one, and 
use our influence - both in Brussels and in drafting 
implementing legislation – to make sure we get the 
right balance. This government has often been 
pushing these EU schemes (like Stork), rather than 
scrutinising them properly, so that will change. 

JF: How do you assess where the line is drawn 
between balancing the needs of law enforcement and 
related activities, and the rights and civil liberties of 
the citizen? 

DG: Common sense is the key. Take the DNA 
database. It is ludicrous that almost a million 
innocent people have been swabbed and sampled, 
but not all convicted criminals. There may be a 
limited case for retaining the DNA on those arrested 
(but not convicted) of serious sexual or violent 
offences for 3 years, but not permanently. That is 
the way the Scots proceed and their police detection 
rates have not suffered at all. So I reject the idea that 
we can’t find a proper common sense balance in this 
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Time and time again we have seen this approach fail, 
because either the civil servants do not have the 
appropriate expertise or the personal management 
of the databases is dysfunctional. I don’t think you 
can eliminate the vital aspect of human judgment, 
discretion and care that is part and parcel of decent 
management of any complex project.  

JF: To what extent do you think that the ways in which 
technology is used by any political party in power 
actually reflects and amplifies their underlying 
political perspectives? 

DG: To a degree. The Conservatives believe in 
freedom under law and personal privacy, which 
clearly influences our approach in this area. We don’t 
want to see big brother government or Orwellian 
surveillance. Equally, we will take a practical 
approach to assessing each policy area on its 
respective merits, so it is part principle and part 
pragmatism. But we believe that a surveillance 
culture disempowers the citizen and that 
undermines the vitality of a participatory democracy. 

JF: And finally, what are the top priorities for you 
should the Conservatives form the next government 
and, realistically, how soon do you think you could 
make an impact on reversing the surveillance state? 

DG: We can take some measures relatively swiftly. 
We will scrap ID cards, Contact Point, limit retention 
of innocent DNA and scale back the use of intrusive 
surveillance powers on relatively trivial grounds. 
The other measures we announced in our recent 
paper aim to put extra checks and balances into the 
system. They include strengthening the role of the 
Information Commissioner and early Privacy Impact 
Assessments - so that any future Whitehall projects 
are scrutinised with a rigour that has been lacking of 
late. All in all, we hope this will provide a much-
needed reality check on the growth of the state and a 
surveillance society.  
 

 
 

and other areas. 

JF: The use of technology is rarely neutral. And lately 
it seems to have acquired a tendency to drift towards 
dystopian outcomes if not properly managed. So how 
would you ensure in office that technology in the 
future is better understood and used more 
appropriately? 

DG: One practical thing we will do is make sure 
Privacy Impact Assessments are conducted 
immediately Whitehall has plans for new IT or 
database schemes. That way, the privacy 
considerations are part of the discussion at the 
outset, not tacked on as window dressing at the end 
of the process.  

JF: Do you think politicians and policymakers have 
access to appropriate technology expertise, prior to 
drawing up and implementing policy? If not, do you 
have some ideas about how this might be fixed? 

DG: I have heard quite a few criticisms of the lack of 
appropriate technical expertise inside Whitehall. 
That is something we would need to look at if we 
form a government.  

JF: We have seen an approach to IT that assumes, 
whatever the problem, the answer is a database. If 
we return to first principles in important but 
complex areas such as child protection, how do you 
think more effective and successful solutions can be 
found than, say, those such as ContactPoint? 

DG: We would scrap Contact Point and review 
the new vetting rules announced by the Home 
Office for voluntary helpers working with children. 
All too often the government has tended to assume 
that if you set up a database and write some 
operational guidance into regulations, delivery will 
take care of itself. That was Gordon Brown’s 
explanation – or excuse – for the fiasco over child 
benefit records. He blamed a junior civil servant. 

 
Contd/Q&A with Dominic Grieve QC MP, Shadow Justice Secretary 
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and old style infrastructure, however outdated and 
environmental unsustainable it may be, remains the 
centre of focus rather than encouraging and 
subsidising the development of the UK’s hi-tech 
future, as other countries such as South Korea have 
done.  
 
The UK approach reflects the partial, piecemeal and 
incomplete analysis and recommendations of the 
disappointing “Digital Britain” report. The UK still 
lacks a comprehensive vision for the role of 
technology in the development of our future UK plc 
and the important and appropriate role of the public 
sector within that vision. 
 
The Conservatives have made clear that they oppose 
this latest tax. Shadow Culture Secretary, Jeremy 
Hunt,  told the Financial Times that a Conservative 
government would scrap the tax “as soon as possible” 
if it won the next general election.  

CTPR would like to thank Dominic Grieve, and his Chief of Staff, Dominic Raab, for taking the time in their busy 
schedules to answer our questions.  

“Reversing the Rise of the Surveillance State” can be found online here. 
We will be continuing this slot in future newsletters, interviewing people at the heart of policymaking where 

technology meets politics. If there are any particular people or organisations you would like us to include in future 
editions, please let us know. 

Q&A with Dominic Grieve QC MP, Shadow Justice Secretary 

 
Mydex enables choice. 

Using Mydex, individuals can choose what information to share, and which 

organisations to share it with. 

 

Visit Mydex at http://mydex.org/  

Broadband Tax 
The proposal for a tax on UK broadband is going to go 
ahead, Stephen Timms MP, Minister for Digital 
Britain, has made clear. The surprise 
recommendation to tax all of the UK’s existing 
landline telephone users was included in the recent 
“Digital Britain” report. 
 
As a result, everyone with a traditional fixed 
telephone line will be obliged to pay an additional 
50p a month in taxation. The stated purpose is to the 
investment resources required to pay for universal 
broadband coverage at 2Mbps. The proposal is 
expected to be brought formally before Parliament in 
a new bill in November. 
 
At a time when old and un-green parts of the UK 
economy, such as the car industry, have been 
receiving large amounts of taxpayer’s money during 
an austere economic climate, there has been 
extensive criticism of additional taxes being placed on 
the economy and infrastructure of the future, namely 
that represented by the information and 
communications technology industries. Some have 
likened the new tax to making as much sense as the 
old window tax of the 17th and 18th centuries. 
 
It seems that subsidising  inefficient old style industry 

http://www.conservatives.com/News/News_stories/2009/09/~/media/Files/Policy%20Documents/Surveillance%20State.ashx
http://mydex.org/
http://mydex.org/
http://mydex.org/
http://mydex.org/
http://www.cio.co.uk/
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Simplicity Dividend 
 
A new publication from the Centre for Policy Studies (CPS) entitled “Benefit 
simplification” looks at how and why welfare benefit reform and 
simplification would be a good thing. 
 
Author David Martin examines how the current structure of welfare 
reinforces the poverty trap, with high marginal withdrawal rates (which can 
be as high as 95.5%) and uncertainty over the impact on future benefit 
entitlement leading many claimants to feel that it is not worth their while 
taking a job. The system is also highly inefficient, with claimants either 
uncertain what benefits they may be entitled to, or forced to apply for many 
different benefits which have different thresholds, rules, payment periods, 
forms and decision-making processes. 
 
The CTPR believes that there are wider issues concerning simplification that 
also need consideration, including the knock-on impact of public policy on the 
simplification of the governance, architecture and procurement of ICT in the 
public sector. 
 
As a good example of overly complex and inefficient legislation, the New Tax 
Credits regime stands out, having lost billions of pounds due to its complex 
nature and the consequential impact on the design and operation of the 
associated ICT systems developed and deployed in its delivery. 
 
There have been previous ICT projects aimed at improving the experience of 
the existing welfare system, including a benefits claim system that brought 
together an online form capable of determining eligibility for all relevant 
benefits.  
 
However, such initiatives have failed for a variety of reasons that had little to 
do with technology. And in a sense they have tried to use technology as a 
sticking plaster over what are overly complex legislative and operational 
processes. Far better, we feel, for policy and technology to be re-designed in 
concert so that a simplicity dividend can be taken both from improved 
legislative and operational models, as well as the way in which ICT supports 
those policies. 
 
This topic will be covered in an upcoming CTPR memo examining the ICT 
related benefits and issues arising from a future simplicity dividend. 
 
 Link to CPS paper: 

http://www.cps.org.uk/cps_catalog/Benefit_simplification.html#a695  

 

CTPR believes that a 
simplicity dividend 

applies as much to ICT as 
public policy 

… marginal tax rates 
can be as high as 

95.5% 

 
TThhee  DDeexxttrroouuss  WWeebb  ddeelliivveerrss  oonn--ttiimmee,,  oonn--bbuuddggeett  wweebbssiitteess  ttoo  tthhee  ppuubblliicc  sseeccttoorr,,  wwiitthh  rreeaall  

vvaalluuee  ffoorr  mmoonneeyy..  WWhhyy  nnoott  ttaallkk  ttoo  uuss  aabboouutt  yyoouurr  nneexxtt  wweebb  pprroojjeecctt??  

http://www.cps.org.uk/cps_catalog/Benefit_simplification.html#a695
http://thedextrousweb.com/
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Open source policy failing? 
 
When the Government launched its updated policy on the use of open source 
software in the public sector earlier this year, it was widely welcomed as 
leading the move to the increased use of open source software.  
 
However, it has since been criticised as a good policy but without any means 
of enforcement. 
 
Whilst praising the guidelines, Steve Shine, operations chief of open source 
company Ingres, has been reported by ZDnet as saying that the policy is being 
ignored since there is no-one with responsibility for enforcing them. 
 
"There is no link today [between] that document and the tender process. I think 
it's not come through because there isn't a clear body responsible for enforcing 
it all." 
 
A variety of tenders since the policy was issued have all adopted proprietary 
software and none of them, it is reported, open source software. 
 
The lack of enforcement may in part be a reflection of the departure of 
former Minister, Tom Watson MP, who championed the cause of open source 
and was widely seen as the key mover behind the UK government’s change in 
position. 
 
The main opposition parties have made clear that they will expand the scope 
and reach of open source software in the public sector should they come into 
power. This, combined with open publication of OGC Gateway Reviews and 
greater transparency around contracts and their values, is likely to lead to 
significant changes and greater efficiencies in the way that the IT 
marketplace works in the UK public sector. 
 

 Links: ZDNet article 
http://news.zdnet.co.uk/software/0,1000000121,39773924,00.htm  

 

… a policy without any 
means of enforcement… 

… opposition parties 
have made clear that 
they will expand the 
scope and reach of 

open source software in 
the public sector should 
they come into power… 

Scottish Government leads on Privacy principles 
 
The Scottish Government, rated by Privacy International as having a better approach to privacy than 
Whitehall, is currently out to consultation on new privacy principles. With a view to increasing public 
confidence in security and privacy, the Government has issued draft guidelines on Identity Management 
and Privacy Principles that are available for consultation until November 23rd.  Some of the 
recommendations include carrying out privacy impact assessments and avoiding large centralised data 
bases of personal information.  Guidelines will be relevant for all Scottish institutions, who may wish to 
take part in formulating the final version.  
 
Transparency declaration: CTPR co-founder and director, Jerry Fishenden, was a member of the Scottish 
Government’s advisory panel responsible for drafting the principles 
 
 Links: to participate in the consultation, visit  

http://www.scotland.gov.uk/Publications/2009/08/PrinciplesConsultation  

 

http://news.zdnet.co.uk/software/0,1000000121,39773924,00.htm
http://news.zdnet.co.uk/software/0,1000000121,39773924,00.htm
http://www.scotland.gov.uk/Publications/2009/08/PrinciplesConsultation
http://www.scotland.gov.uk/Publications/2009/08/PrinciplesConsultation
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Public Sector IT and Productivity 
 
Despite large amounts of above-inflation investment into the UK public 
sector’s use of IT, recent figures from the Office of National Statistics 
illustrate that public sector productivity has declined. 
 
And this decline in the public sector has taken place at a time when the UK’s 
general productivity was actually rising. This suggests that without the drag 
effect of declining public sector productivity the UK would have experienced 
better than average productivity growth. 
 
The underlying causes are of course complex to determine, but recent 
economic developments have sharpened the focus on IT budgets and 
exactly how they are helping enable the delivery of better quality public 
services. The interplay of policy and technology needs to be better 
understood, particularly in the context of how to realise a benefit from IT 
investments in terms of improvements to the design, delivery and operation 
of modern public services. 
 

 
 
What is important at this stage in the economic cycle is to avoid the old-
fashioned approach to budget resetting during a recession, by, for example, 
arbitrarily cutting IT projects and budgets to produce simple headline 
savings that may carry unseen and substantive costs, including opportunity 
costs, in the medium to long term. What is needed is a more informed 
review of where appropriate IT investment might enable both public service 
improvements and a reduction in the wider overall budget.  
 
What is clear is that the public sector will need to become much smarter 
about how technology is used, reducing costs where they are nugatory or 
unnecessary but using IT smartly where it can produce savings elsewhere. 
This is not simply a case of making IT cuts without being able to explain 
how those cuts relate to the wider service improvements and savings that 
are now urgently needed. 
 
A more detailed look at the current state of public sector ICT, including 
productivity, will be available in our forthcoming memo, “UK Public Sector 
ICT”.  

… productivity in the 
public sector has 

declined at a time 
when the UK’s general 

productivity was 
actually rising … 

… the public sector will 
need to become much 

smarter about how 
technology is used… 
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  When is anonymous not anonymous? 
 
Many people seem to think that much of what they do in the online 
world is anonymous, even though all sorts of applications and 
technologies leave a ghostly trail of evidence in their wake.  Whilst it is 
unreasonable to expect everyone to be tech savvy enough to 
understand what goes on under the bonnet of their PCs and other 
devices, it is important that enough people, particularly policymakers 
and business decision makers, understand the implications of what is 
possible. 
 
Take the somewhat esoteric idea of “differential privacy” for example. 
The phrase is enough to make most people turn off at first glance. But 
it’s an important issue. It’s a fancy name used to describe the ability for 
someone to make specific conclusions about the identity of an 
individual when provided with two different sets of anonymised data.  
 
You may want to read that again.  
 
To put it another way, it means that two sets of anonymised data, 
when put together, can suddenly reveal a lot of very detailed 
information about a specific individual or set of individuals. 
 
One real world example cited to illustrate this is NetFlix, the online 
DVD and Blu-ray rental service. They decided to publish an 
anonymised set of around 500,000 records to help developers 
improve their recommendation system. But using this data and some 
additional inputs from the Internet Movie Database (IMDB), two 
computer scientists were able to apply a smart analysis and identify 
specific individuals. 
 
Which returns us to the question: when is anonymous data not 
anonymous? This issue has major implications for public policy as 
much as the private sector. The more the catalogue of government 
data is openly published, which is in principle a good and healthy thing 
to do, the more the issue of differential privacy is likely to move centre 
stage. Who is responsible for assessing the potential risk when 
considering the release of more anonymised data sets into the public 
domain? And how will they conduct that risk assessment? It will no 
longer be sufficient to consider the data set as an entity in its own 
right, but will require some method of evaluating it in the context of 
other data sets already out there in the wild. 
 
In the meantime, the push to open up public data will continue, and 
with good reason. But we need to start preparing for better ways of 
assessing risk, possibly through more sophisticated privacy impact 
assessments (PIAs) that evaluate the complex interaction of multiple 
anonymised data sets. For the moment, it is important that at least 
there is greater awareness of the issue. 
 
 Links: the original research paper is available at 

http://arxiv.org/PS_cache/cs/pdf/0610/0610105v2.pdf             
 

… two sets of 
anonymised data, when 
put together, can reveal 

detailed information 
about a specific 

individual or set of 
individuals … 

… it is important that 
there is greater 

awareness of the issue … 

http://arxiv.org/PS_cache/cs/pdf/0610/0610105v2.pdf
http://arxiv.org/PS_cache/cs/pdf/0610/0610105v2.pdf
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Open Source and Openness in Secure 
Environments 
 
The UK military and intelligence communities spend a large amount of 
money on software of all kinds, ranging from standard desktop applications 
through to bespoke safety critical applications. Open Source Software is 
changing the face of commercial packaged software development, support 
and overall cost of ownership. Given that the UK Ministry of Defence (MOD) 
has invested heavily in and gained benefit from traditional suppliers such 
as Microsoft and Oracle, how can it ride the next wave without 
compromising sensitive secure systems?  
 
Whilst security considerations constrain the adoption of a fully open source 
approach to information systems and their development, the principles can 
be applied to good effect in non-security critical areas and within the 
firewall, provided the community is carefully managed. The US Department 
of Defense (DoD) and the Department of Homeland Security have made 
great advances in adopting the advantages of community development in 
reducing the cost of development, promoting re-use and innovation. 
 
Three programmes stand out: 
 

 CRADA 
o The Defense Information Systems Agency has established a 

Co-operative Research and Development Agreement 
(CRADA) with the Open Source Software Institute (OSSI). 
The agreement will pave the way for collaboration and 
partnerships between the federal government, non-profit 
organisations, academia, and industry to research and 
develop cutting-edge software for users in DoD, government 
at all levels, and the public. 

o The CRADA focuses on release of an open source version of 
DISA's internally developed Corporate Management 
Information System. CMIS is a Web-based federal workforce 
management and administrative software suite with nearly 
50 applications and tools to manage human resources, 
training, security, acquisition and related functions for more 
than 16,000 DISA users worldwide  

 Forge.mil 
o Forge.mil is a family of services provided to support the 

DoD's technology development community. The system 
currently enables the collaborative development and use of 
open source and DoD community source software. These 
initial software development capabilities are growing to 
support the full system life-cycle and enable continuous 
collaboration among all stakeholders including developers, 
testers, certifiers, operators, and users. 

… how can the MOD ride 
the next wave without 
compromising sensitive 

secure systems? 

The US Department of 
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   The Open Source Hardening Project 
o The Open Source Hardening Project is an initiative of the 

United States Department of Homeland Security, created to 
improve the security of open source code. As the infrastructure 
of the Internet, financial institutions and many other critical 
systems in the US run on open source software, the security of 
these applications is crucial. 

Participants in the project were given grants from Homeland Security: 
Stanford University ($841,276), Coverity ($297,000) and Symantec 
($100,000). Stanford and Coverity collaboratively developed Prevent, an 
automated system for scanning submissions from open source programmers 
to popular projects. Vulnerabilities found are documented in a database for the 
development community. Coverity employs a rating system called the "Scan 
Ladder" to rank projects on a progressive track to security certification. 
Symantec's role is to test out Scan in the proprietary software that they work 
with and to provide security expertise. 
 

Implications for the UK 

Like the US DoD, the UK MOD could take advantage of the Open Source 
approach to accelerate software development, improve cross project 
collaboration, software re-use and improve negotiating positions with existing 
vendors. Accepting that the MOD may not be ready to embrace Open Source as 
radically as US DoD has, a number of candidate projects suggest themselves, 
especially in these financially challenging times: 
 

o Forge.mil.uk 
o Urgent Operational Requirements 
o Defence Equipment & Support MIS 
o Records Management 
o Royal Navy deployed applications 

We will be exploring these themes in greater depth in articles on the CTPR 
website. The Ministry of Defence has been bold and innovative in the use of 
packaged software in the past: is it time for them to lead the next wave in 
government?  
  

 
 

Ctrl-Shift is new research and advisory company which helps businesses and public-service 

organisations understand how to engage and work with empowered individuals. It's founded by 

Alan Mitchell (author of Right Side Up, founder of the Buyer-Centric Commerce Forum), Liz 

Brandt (founder of Digital Public) and William Heath (founder of Kable). 

 

For more info see ctrl-shift.co.uk, email info@ctrl-shift.co.uk. Follow the evidence trail at 

twitter.com/321ctrlshift 
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Public Service Companies 
 
 
Sky News recently ran an intriguing piece on the creation of Public Service 
Companies to privatise the IT and Human Resources functions of central 
government. You can view it online here. 
 
The story was not picked up by other news providers, but it possibly 
provides a fascinating insight into the radical thinking that the scale of the 
current budget deficit is causing, even within the current administration. 
Whilst there are few details, it is possible to make some broad assessment 
of the idea of Public Service Companies and their likely impact. 
 
Taking an optimistic view: 
 
1. It makes it look as if the Civil Service is reducing in size. 
2. The Civil Service pension liability will go off the books, appearing to fix 
part of the structural budget black hole. 
3. It holds the promise of reduced running costs and a reduction in the 
capital budget. 
4. It will take longer than the life of the Parliament to deliver. 
5. It fits nicely into the centralising agenda that the current administration 
has been pursuing for the last decade. 
6. There is the promise of future revenue when these miraculously sleek 
and efficient companies are floated on the stock market. 
 
However, the cynical view would be: 
 
1. TUPE will ensure that the costs are never reduced because the civil 
servants cannot be made redundant. 
2. The pension liability is a crippling burden that would sink the new 
organisation without continued taxpayer support. 
3. Public service contracts will have to be guaranteed for long periods 
without the ability to market test the pricing offered. 
4. The creation of huge monopolies able to compete for private work will 
destroy the private wealth creating competitors, further compounding the 
problems in the public sector IT marketplace.  
6. Creating fewer, bigger suppliers will be a disaster, further reducing the 
supplier base, reducing opportunity for UK SMEs and creating companies 
that are ‘too big to fail’. 
 
On balance, we feel that this story may have been placed as a bit of kite 
flying to test reaction to a policy that would appear catchy and innovative 
in the short term but have disastrous consequences long term. 
 
We believe that the answer in IT, at least, is to broaden the supplier base 
and make the market work better, not to further shrink it by creating state 
monopolies.  
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http://news.sky.com/skynews/Home/Business/Civil-Service-Facing-Privatisation-Threat-For-HR-And-IT-Roles-According-To-Sky-Sources/Article/200910215404515?lpos=Business_Carousel_Region_2&lid=ARTICLE_15404515_Civil_Service_Facing_Privatisation_Threat_For_HR_
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 The Centre for Technology Policy Research 
 
The Centre for Technology Policy Research (CTPR) is an independent organisation 
that helps ensure that information and communications technologies (ICT) are better 
understood and exploited across public, private and voluntary sector boundaries. 
 
After an initial focus on working to meet the bespoke requirements of some private 
clients, we are now commencing more general insight and publishing across several 
areas of wider interest. Our focus is on providing market-making insight through 
detailed analysis, together with the provision of policy and strategic advice.  
 
Our approach involves: 
 

 informing public understanding of the intersection of information technology 
and public policy 

 providing rigorously independent and objective insight, analysis and guidance 
into the best applications of information technology in public, private and 
voluntary sectors 

 using open source market intelligence to provide practical reports and 
analysis 

 improving the opportunities for engagement for SMEs in UK public sector 
technology 

 
Our aim is to help ensure mutually beneficial outcomes and to avoid the toxic 
outcomes often associated with ill-designed projects and programmes. We help to 
make this happen by improving the evidence base, dialogue and links between 
private, public and voluntary sectors and academia. 
 
Our web site, which is still in development, can be found at http://ctpr.org.   

The Centre for Technology Policy Research (CTPR Ltd) is a limited liability company number 6992015 registered in 
England & Wales. The registered office is 788-790 Finchley Road, London NW11 7TJ, United Kingdom. Whilst CTPR Ltd 

takes every care in the preparation of these newsletters, it makes no warranties, express or implied.  
© 2009, CTPR Ltd. 

If you would like to advertise in a future edition of this Newsletter, or have ideas and 
suggestions for improvements, please contact us on info@ctpr.org. 

Competition, coming soon … 
 
In conjunction with some of our sponsors, we are currently planning to develop a competition, with prizes, for the best 

idea for open source community projects that support good e-citizenship. Before we set our ideas in motion, we are 
interested in hearing from you about what sort of competition would be most useful. Once we have everything sorted, 
we aim to ensure leading politicians from all parties see the results. Watch our website, at http://ctpr.org, and future 

Newsletters for more info – but in the meantime, if you have some burning ideas, please contact us at 
info@ctpr.org. 
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